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Part I

Basi
 Manual

Tutorial

The sour
e 
ode for the examples in the tutorial is available for download.

Up and Running

All you need to run Pruden
e is a JVM. Version 7 or above is re
ommended, though version 6 
an also be supported.

You do not need the �Enterprise Edition� nor even a �JDK�: Pruden
e needs only the basi
 JVM runtime.

There are two ways to get Pruden
e: the easiest way is to download the distribution, whi
h in
ludes most

everything and is ready to rumble. Let's do that now.

But Pruden
e is modular: later on, you may prefer to assemble your own distribution using the

Sin
erity pa
kaging and bootstrapping tool.

The Command Line

A
tually, the distribution you downloaded 
omes bundled with Sin
erity, whi
h we will use to start Pruden
e.

Before we do that, let's qui
kly familiarize ourselves with Sin
erity. Open a 
ommand terminal and 
hange to

the Pruden
e dire
tory. We'll 
all it our �
ontainer.� If you're using a *nix operating system, you 
an run the


ommand as �./sin
erity�. In Windows it's �sin
erity.bat�.

To see a list of all Sin
erity 
ommands:

s i n 
 e r i t y help

For example, let's print out all installed modules:

s i n 
 e r i t y dependen
 ies

If your operating system supports GUIs, you 
an start Sin
erity without any 
ommand to start its GUI (or use

the �gui� Sin
erity 
ommand):

s i n 
 e r i t y

The GUI is useful for visualization, but generally the CLI is better for getting things done. We'll be using the

CLI in this tutorial.

Ready. . . Set. . .

Go!

s i n 
 e r i t y s t a r t pruden
e

The 
ommand will print out some version information, tell you whi
h appli
ations are installed, and then hold.

You should now be able to point your browser to http://lo
alhost:8080 in order to see the Pruden
e administration

appli
ation. Or, just go right to http://lo
alhost:8080/sti
ksti
k/ and http://lo
alhost:8080/pruden
e-example/ to

see the in
luded examples. Sti
ksti
k is an example of an �AJAX� appli
ation, implementing sti
ky notes shared

on the web and saved to a relational (SQL) database. It 
omes with the H2 database, so it does not require a

separate database server. The Pruden
e Example is more general, walking you through Pruden
e's basi
 features

in all supported programming languages.

While playing around with the examples, you may also want to look at the logs: they are in the 
ontainer's

�/logs/� dire
tory. �web.log� is an NCSA-style log of all web requests. Logs pre�xed with �pruden
e-� are 
reated

per appli
ation, and �
ommon.log� is used for everything else. The logs will automati
ally roll, so don't worry about

them over�owing your storage.

To quit Pruden
e, press CTRL+C.
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Further Exploration

• Pruden
e is built on top of Sin
erity's Restlet skeleton. The do
umentation there applies to Pruden
e, too.

• Sin
erity has its own tutorial.

• Of 
ourse, you should not run Pruden
e in a terminal for deployed systems. Instead, you 
an run Pruden
e

as a robustly monitored system servi
e/daemon (page 145).

• The logging system (page 86) is espe
ially robust. You 
an use it to 
entralize logging for your 
luster (page

135), and even log dire
tly to a database, su
h as MongoDB.

First Steps

You've played with the example appli
ations, and now it's time to 
reate your own. Let's make a wiki!

Create a new appli
ation using the �pruden
e� Sin
erity 
ommand:

s i n 
 e r i t y pruden
e 
 r e a t e wik i

Restart Pruden
e, and you should be able to see your new appli
ation at http://lo
alhost:8080/wiki/. There's

not mu
h to see at this point.

Our Appli
ation's Subdire
tory

Let's take a look at our appli
ation. Its �les are all under �/
omponent/appli
ations/wiki/�.

At the root are three JavaS
ript �les used to 
on�gure the appli
ation. Take a look at �routing.js� and �setting.js�.

The former de�nes your appli
ation's URI-spa
e, while the latter 
ontrols its general behavior. Note that Pruden
e's

(and Sin
erity's) 
on�guration philosophy is to use JavaS
ript wherever possible, whi
h allows for dynami
, �exible


on�gurations that adapt to the environment in whi
h they are run.

Resour
es

The �/resour
es/� subdire
tory is mapped dire
tly to your URI-spa
e, just like most standard web servers. For

example, a �le named �/mydir/my�le.html� will be mapped to http://lo
alhost:8080/wiki/mydir/my�le.html. Also

like standard web servers, �index.html� will be mapped to the dire
tory itself.

A
tually, you'll noti
e that our root index is named �index.t.html�. We 
all that �t� a pre-extension: here, the

�t� stands for �template,� and tells Pruden
e that this is a text �le that may in
lude one or more se
tions of 
ode


alled �s
riptlets,� whi
h are delimited by �<%� and �%>�. This, again, may be familiar to you: it's similar to how

PHP, JSP and ASP work.

Under �/resour
es/style/� you'll see �site.less�. LESS is a powerful extended CSS language: Pruden
e will

automati
ally re
ognize the �.less� extension and 
reate the CSS for us.

Libraries

Our reusable 
ode is all under the �/libraries/� subdire
tory. Spe
i�
ally, �/libraries/in
ludes/� 
ontains fragments

that 
an be in
luded into our template pages. You'll see that our �index.t.html� uses them. For example:

<%& '/ header / ' %>

. . . in
ludes the �le �/libraries/in
ludes/header.html�. Note that in
luded �les may have s
riptlets in them (and


an be 
a
hed independently).

All the above might seem quite familiar to you, and this is by intention. But the �les under �/libraries/dis-

pat
hed/� may seem strange: they are �low-level� dire
t implementations of en
apsulated RESTful resour
es. Take

a look at �example.js�.

Moreover, these kinds of RESTful resour
es are not dire
tly mapped to URIs like those in the �/resour
es/�

subdire
tory. Instead, they are �dispat
hed� using unique IDs. In Pruden
e, this paradigm is 
alled �URI/resour
e

separation,� and it allows you full �exibility in stru
turing your 
ode vs. stru
turing your URI-spa
e.

We'll get into all that as we go along this tutorial.
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S
riptlets

Let's look more 
losely at our �index.t.html� page. The s
riptlets are exe
uted, while what's outside the s
riptlets

is simply output to the HTTP response. You 
an freely mix regular output and s
riptlets:

<% f o r ( var x = 0 ; x < 10 ; x++) { %>

<p>These are 10 paragraphs.</p>

<% } %>

There are also a few short
ut s
riptlets. For example, to output an expression:

<%= x∗2 %>

The above is equivalent to:

<% pr in t ( x∗2) %>

Also useful is the in
lusion s
riptlet, whi
h we've already dis
ussed:

<%& '/ header / ' %>

The above is equivalent to:

<% do
ument . i n
 lude ( ' / header / ' ) ; %>

Behind the s
enes, Pruden
e parses �index.t.html� and turns it into JavaS
ript sour
e 
ode. If you'd like to see

the generated 
ode, look at the S
ripturian 
a
he, spe
i�
ally under the 
ontainer's �/
a
he/s
ripturian/
ontainer/-


omponent/appli
ations/wiki/resour
es/� dire
tory. These generated �les are not a
tually used by Pruden
e, and

only available for debugging purposes. Disable their 
reation by 
on�guring �debug� mode to false (page 72).

APIs

That �do
ument� namespa
e mentioned above is part of the ri
h, well-do
umented API provided by Pruden
e. Other

useful namespa
es are �
onversation,� for a

essing the request/response, and �appli
ation� for shared appli
ation-

wide servi
es. The 
omplete API referen
e is available online, though it 
an be daunting to start there. Instead,


ontinue reading through this tutorial, where we'll explain APIs as we go along, and eventually hit the manual:

espe
ially important is the web data 
hapter (page 50), whi
h goes over mu
h of the intera
tion with 
lients.

And remember that you're running on the JVM: the entire JVM standard library is available for you, as well

as any other JVM library you install in your 
ontainer (using Sin
erity or manually).

Hello, World

Let's 
reate a new page for our wiki, under our appli
ation's �/resour
es/� subdire
tory. We'll 
all it �page.t.html�.

We'll start simple:

<html>

<body>

<p>Hel lo , world . This page w i l l be
ome a wik i very soon !</p>

</body>

</html>

Browse to http://lo
alhost:8080/wiki/page/ to see it. Note that you do not need to restart Pruden
e if you're

only adding or 
hanging pages: Pruden
e will pi
k up these 
hanges on-demand, on-the-�y, and make sure to


ompile and re
ompile as ne
essary.

You'll noti
e that even though the �le has a �.t.html� extension, Pruden
e does not use the extension for the

URL. This is be
ause that extension is entirely an implementation 
on
ern on your end: there's no reason for the

user to have to see it, nor to have it 
lutter the URL.

Also noti
e the trailing slash: it's �page/�, not �page�. Pruden
e enfor
es trailing slashes. This allows your

relative URLs to be 
lear and unambiguous. For example, to insert an image in our page, we 
ould do this:

<img s r 
 =". ./ images/ logo . png" />

Without a trailing slash, you would not need the �../�, but with the trailing slash, it's ne
essary. If you don't

pi
k one of the two options, handling relative URLs qui
kly be
omes messy. So why have we de
ided to standardize

on trailing slashes? Be
ause it gives you more �exibility: for example, instead of saving our page �page.t.html�,
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we 
ould have saved it as �page/index.t.html�, and the URL would be identi
al. As you will see, the trailing slash

prin
iple is used throughout Pruden
e to allow many su
h 
onvenien
es, for both external URLs and for internal

library URIs. You'll see us 
onstantly ending our URIs in slashes.

Further Exploration

• Learn how to 
reate your own appli
ation templates (page 123) for the �pruden
e 
reate� 
ommand.

• Learn how to 
on�gure your appli
ation (page 69) via its settings.js �le.

• Learn about the di�eren
e between the �resour
e mapping� and �URI/resour
e separation� paradigms (page

25).

Let's Make a Wiki

It's time to �esh out out �page.t.html�:

<html>

<body>

<%

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

i f ( 
onve r sa t i on . r eque s t . method . name == 'POST' ) {

var form = Pruden
e . Resour
es . getForm ( 
onversat ion , { 
ontent : ' text ' } )

var 
ontent = form . 
ontent

app l i 
 a t i on . g l oba l s . put ( ' page ' , 
ontent )

}

e l s e {

var 
ontent = app l i 
 a t i on . g l oba l s . get ( ' page ' ) | | ' This page i s empty . '

}

%>

<div s t y l e="border : 1px s o l i d b la
k ; padding : 5px 5px 5px 5px">

<%= 
ontent %>

</div>

<form method="post">

<p>Edit t h i s page:</p>

<p><texta rea name="
ontent" 
 o l s ="80" rows="20"><%= 
ontent %></textarea></p>

<p><button type="submit">Submit</button></p>

</form>

</body>

</html>

Not the most ex
iting wiki, but it works for editing a single page. Let's break it down:

• do
ument.require is how we import libraries. (At least for JavaS
ript: other languages have other import

fa
ilities, whi
h you 
an use instead.) The API will attempt to import libraries from your own appli
ation's

�/libraries/� subdire
tory �rst, and if not found there, will use the 
ontainer's �/libraries/s
ripturian/� di-

re
tory next. You'll noti
e that we use a trailing slash in the library URI. The library URIs also mat
h the

JavaS
ript namespa
es: �/pruden
e/resour
es/� mat
hes Pruden
e.Resour
es. This parti
ular namespa
e is

very useful for working with web data. In this 
ase we're using Pruden
e.Resour
es.getForm.

• We're using the 
onversation.request API to �nd out if we're in an HTTP �POST�. If so, we will extra
t the

�
ontent� form �eld (as simple text). We will then save it as an �appli
ation.global� (page 80). These globals

belong to the entire running appli
ation, and 
an be a

essed from any page, for any request.

• We then go on to display the 
ontent as well as the HTML form for editing the 
ontent.
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In�nite Editable Pages

The above is just a single page: let's multiply it by in�nity.

To do this, we'll 
on�gure our URI-spa
e by editing the appli
ation's routing.js �le. To the �app.routes� di
t,

let's add the following:

app . route s = {

. . .

'/ page /∗ ' : '/ page / '

}

What this does is �
apture� all in
oming URLs that begin with �/page/� to exa
tly our �/page/�. The �*� at

the end of a URI template signi�es a wild
ard: anything may follow (ex
ept nothing). Restart Pruden
e for our

routing.js 
hanges to take e�e
t.

You'll see that now, indeed, any URL beginning with �/page/� will take us to our single, lonely wiki page. For

example, this: http://lo
alhost:8080/wiki/page/test/. If you edit one page, the 
ontent of all pages would 
hange.

Let's edit our template in �page.t.html� to make it di�er per in
oming URL:

<%

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var id = ' page . ' + 
onver sa t i on . wi ld
ard

i f ( 
onve r sa t i on . r eque s t . method . name == 'POST' ) {

var form = Pruden
e . Resour
es . getForm ( 
onversat ion , { 
ontent : ' text ' } )

var 
ontent = form . 
ontent

app l i 
 a t i on . g l oba l s . put ( id , 
ontent )

}

e l s e {

var 
ontent = app l i 
 a t i on . g l oba l s . get ( id ) | | ' This page i s empty . '

}

%>

And. . . that's it. Now any URL beginning with �/page/� be
omes an editable wiki page. If that page does not

exist it, it will be 
reated.

The only real �tri
k� here is the 
onversation.wild
ard API, whi
h gives us the 
aptured wild
ard (page 51) we


on�gured in routing.js.

Further Exploration

• Read more about HTML forms (page 55).

• We've barely s
rat
hed the surfa
e of what's possible with routing.js. See the URI-spa
e 
hapter (page 20)

for full details.

• There's also, of 
ourse, a lot more you 
an do with templates (page 39), su
h as reusing fragments and template

inheritan
e.

• Are you a fan of MVC (Model-View-Controller)? It's possible to treat template pages as �views,� and moreover

you 
an integrate other templating te
hnologies, su
h as Jinja2. There's a whole, very detailed 
hapter about

it (page 123).

A Persistent Wiki

So far in this tutorial, we've been storing the wiki data in RAM. To store the data on disk, we have a vast array of

options: you 
an use any JVM database driver dire
tly from Pruden
e.

For this tutorial, we'll be using MongoDB: a do
ument-oriented database with many useful features, su
h as

atomi
 operations, aggregation and map/redu
e, and support for �exible horizontal s
alability 
on�gurations. It

uses JavaS
ript internally, and thus is a natural �t for web programming in Pruden
e: you 
an use JavaS
ript on

the server, JavaS
ript on the 
lient, and JavaS
ript in the database. This 
ombo is so popular that we've gone so

far as to add espe
ially ni
e integration with Sin
erity/Pruden
e.
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You'll need to install a MongoDB server yourself for this se
tion of the tutorial. If you 
an't do that right now,

don't worry: the rest of the tutorial will work just �ne using the in-memory storage we've been using so far, and

you 
an just read through this part.

Let's install the MongoDB driver into our 
ontainer using a Sin
erity 
ommand:

s i n 
 e r i t y add mongodb . j a v a s 
 r i p t : i n s t a l l

We 
an 
on�gure the driver by editing our appli
ation's settings.js, and adding a se
tion similar to this:

app . g l oba l s = {

mongoDb : {

d e f au l tUr i s : ' l o 
 a l h o s t : 27017 ' ,

defaultDb : ' wiki '

}

}

You 
an provide full MongoDB 
onne
tion string URIs, either a single one or an array if you are 
onne
ting to

a repli
aset. The driver will automati
ally 
reate a thread-safe 
onne
tion pool upon �rst use using these settings.

Our new MongoDB-enabled s
riptlet:

<%

do
ument . r e qu i r e (

'/ pruden
e/ r e s ou r 
 e s / ' ,

'/mongo−db/ ' )

var id = ' page . ' + 
onver sa t i on . wi ld
ard


a
h ing . durat ion = 60000


a
h ing . tags . add ( id )


a
h ing . onlyGet = true

var 
 o l l e 
 t i o n = new MongoDB . Co l l e 
 t i on ( ' pages ' )

i f ( 
onve r sa t i on . r eque s t . method . name == 'POST' ) {

var form = Pruden
e . Resour
es . getForm ( 
onversat ion , { 
ontent : ' text ' } )

var 
ontent = form . 
ontent


 o l l e 
 t i o n . upsert ({_id : id } , { $ s e t : { 
ontent : 
ontent }})

do
ument . 
a
he . i n v a l i d a t e ( id )

}

e l s e {

var do
 = 
 o l l e 
 t i o n . f indOne ({_id : id })

var 
ontent = do
 ? do
 . 
ontent : ' This page i s empty . '

}

%>

Restart Pruden
e, and 
he
k out your new persistent wiki.

Our usage of the MongoDB API is quite trivial here, but in 
ase you're new to it, read up about the

$set operation: it guarantees an atomi
 update of parti
ular �elds in our do
ument.

For the rest of this tutorial, we'll 
ontinue to use in-memory storage in our examples, but feel free to adapt them

to use MongoDB if you already have it set up!

Further Exploration

• Relational (SQL) databases are quite easy to a

ess using JDBC drivers. For a 
omplete Pruden
e example,

see Sti
ksti
k. And there are 
ountless frameworks that build abstra
tions on top of JDBC.

• You 
an easily administer MongoDB by installing MongoVision into your Pruden
e 
ontainer.

• If MongoDB is your 
up of tea, 
he
k out Diligen
e, a 
omprehensive web framework based on Pruden
e and

MongoDB. Espe
ially useful for wikis, Diligen
e features a do
uments servi
e, whi
h features versioning and

site-wide snapshots.
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A S
alable Wiki

Ca
hing

As long as we're storing our wiki 
ontent in MongoDB or in memory, page rendering will be very fast and light.

However, if we were to do more heavy lifting per page�for example, multiple database lookups�then performan
e

would drop a

ordingly. By smartly 
a
hing our pages we 
an ensure that pages would be rendered only when

ne
essary, allowing for the best possible performan
e.

A
tually, talking about performan
e is a shorthand for the real issue: even pulling data from a database is

usually very fast. The real issue is s
alability : in
reased load on the database per user request 
an limit your ability

to support many users. Obviously, it's most e�
ient to do work only when you need it: and that simple prin
iple

is the most important tool you have for in
reasing s
alability.

Pruden
e does 
a
hing very well. So, though it might be 
onsidered an �advan
ed� topi
, it's a 
ru
ial one, and

worth going over in this tutorial. It's also easy:

<%

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var id = ' page . ' + 
onver sa t i on . wi ld
ard


a
h ing . durat ion = 60000


a
h ing . tags . add ( id )


a
h ing . onlyGet = true

i f ( 
onve r sa t i on . r eque s t . method . name == 'POST' ) {

var form = Pruden
e . Resour
es . getForm ( 
onversat ion , { 
ontent : ' text ' } )

var 
ontent = form . 
ontent

app l i 
 a t i on . g l oba l s . put ( id , 
ontent )

do
ument . 
a
he . i n v a l i d a t e ( id )

}

e l s e {

var 
ontent = app l i 
 a t i on . g l oba l s . get ( id ) | | ' This page i s empty . '

}

%>

What we've done:

• 
a
hing.duration is 0 millise
onds by default. We set it to 60 se
onds.

• 
a
hing.tags allows us to �tag� the 
a
he entry. These tags 
an then be used to invalidate whole swaths of the


a
he at on
e. In this 
ase, we only have one 
a
he entry (the 
urrent page) that uses ea
h parti
ular tag.

• 
a
hing.onlyGet is set to �true� be
ause we don't want our �POST� requests to use the 
a
he (otherwise they

would only be pro
essed for 
a
he misses).

• do
ument.
a
he.invalidate is used to invalidate a 
a
he tag. In this 
ase, it's our own.

It's easy to see the 
a
hing in a
tion via your browser's developer tools. In Firefox, turn on the network monitor

by pressing CTRL+SHIFT+Q. In Chromium/Chrome, use CTRL+SHIFT+I and sele
t the �network� tab.

Refresh the page and you will see the �GET� request you just sent. Cli
k on it to see its details, and you will

see the response headers returned from the server. The �X-Ca
he� family of headers will tell you the status of the

server-side 
a
he, su
h as whether it's a �hit� or �miss.� You 
an disable these debug headers by 
on�guring �debug�

mode to false (page 72).

However, Pruden
e also utilizes the 
lient-side 
a
he: if you 
ontinue refreshing the page from the same browser

within the 60-se
ond 
a
he window, the web browser's 
onditional HTTP requests will return a 304 �not modi�ed�

status, whi
h tells the browser that there's no new information on the server, and thus it will e�
iently avoid

downloading the 
omplete response, using its lo
ally 
a
hed value instead.

You've just vastly improved the s
alability of your wiki, allowed for a faster user experien
e, all without ever


ompromising on the freshness of user data. Pruden
e 
a
hing is pure win.

Note that editing your �page.t.html� �le will automati
ally invalidate the 
a
he, allowing you to instantly see

your 
hanges. A
tually, this feature extends to the use of in
ludes: if you edit any �le, it will also invalidate all

�les that in
lude it.
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Compression

Pruden
e will automati
ally 
ompress responses (using gzip or DEFLATE) if their size in bytes ex
eeds a 
ertain

threshold. Our wiki pages were likely too small, whi
h is why you likely haven't seen 
ompression. You'll usually

want that threshold: there are little or no bandwidth savings to be gained by 
ompressing tiny responses, so the

extra CPU load required for 
ompression will be wasted. For now, let's lower the threshold, just for demonstration

purposes.

Open the appli
ation's setting.js and edit the app.settings.
ompression setting (page 72):

app . s e t t i n g s = {

. . .


ompress ion : {

s i z eThre sho ld : 0 ,

ex
 lude : [ ℄

}

}

Restart Pruden
e for the setting to take e�e
t. With a threshold of zero bytes, all responses should now be


ompressed�assuming the 
lient a

epts 
ompression, as indeed web browsers do.

A
tually, Pruden
e integrates 
ompression with 
a
hing: both 
ompressed and un
ompressed versions of the

response are 
a
hed, so that 
ompression will not have to be redone. This 
an result in signi�
ant savings for CPU

usage in high loads. (And if a 
lient needs a di�erent kind of 
ompression than the one that was stored in the


a
he�say, gzip was stored, but the 
lient needs DEFLATE�then Pruden
e will use the un
ompressed 
a
he entry,


ompress it, and then 
a
he. Smart!)

Let's see it in a
tion. Using the web browser's network monitor, you'll noti
e that the response headers now

in
lude �Content-En
oding�, whi
h means that our responses are 
ompressed. gzip or DEFLATE will be 
hosen

a

ording to the web browser's preferen
es. Other than that (and the di�erent response byte size) it should look

identi
al.

To test using 
URL, we'll have to do two things: expli
itly tell the server that we support 
ompression by

sending the �A

ept-En
oding� header, and also be ready to un
ompress the result in order to display it, using


URL's �
ompressed� �ag:


u r l −−verbose −−header ' A

ept−En
oding : gz ip ' −−
ompressed http :// l o 
 a l h o s t :8080/ wik i / ap i / t e s t /

Further Exploration

• Ca
hing is a big deal. Read all about it (page 60).

• And 
a
hing is just the tip of the s
alability i
eberg. We treat the topi
 in depth here (page 156).

Wiki API

Our wiki is 
urrently limited to web pages, but we 
an make it mu
h better by opening it up as a RESTful web

API. This would allow all kinds of 
lients to a

ess our wiki, su
h as dedi
ated mobile apps, desktop appli
ations,

and �ri
h� web appli
ations (using �AJAX�). It would also allow 3rd-party web sites and servi
es to use our wiki as

a servi
e, rather than as an appli
ation (in business buzzword land this is 
alled �SaaS�).

Hello, API World

As we've seen, templates are Pruden
e's way of making s
alable web pages. The other side of Pruden
e is manual

resour
es.

We'll want our API in the �/api/� URL, so let's 
reate a �api.m.js� �le:

f un
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

return '{"message " : "Hel lo , API world . " } '

}
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Remember those pre-extensions? �m� stands for �manual.� The �.js� extension means that our resour
e is

implemented in JavaS
ript, though we 
an end it in �.py�, �.rb�, et
., if we want to use other supported programming

languages.

You 
ould test the resour
e in a web browser by browsing to http://lo
alhost:8080/wiki/api/, however that's

not the best way. Also, the web browser only knows how to do �GET� by default. So instead, we re
ommend testing

APIs using 
URL.

Let's test our API using this 
URL 
ommand line:


 u r l http :// l o 
 a l h o s t :8080/ wik i / ap i /

Hi!

Fleshed Out

We 
an now fully �esh out our API. It will look quite similar to the template we wrote above:

do
ument . r e qu i r e (

'/ pruden
e/ r e s ou r 
 e s / ' ,

'/ s i n 
 e r i t y / j son / ' )

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var id = ' page . ' + 
onver sa t i on . wi ld
ard

var 
ontent = app l i 
 a t i on . g l oba l s . get ( id ) | | ' This page i s empty . '

re turn S i n 
 e r i t y .JSON. to ({ 
ontent : 
ontent })

}

fun
 t i on handlePut ( 
onve r sa t i on ) {

var id = ' page . ' + 
onver sa t i on . wi ld
ard

var payload = Pruden
e . Resour
es . getEnt i ty ( 
onversat ion , ' j son ' )

app l i 
 a t i on . g l oba l s . put ( id , payload . 
ontent )

do
ument . 
a
he . i n v a l i d a t e ( id )

return S i n 
 e r i t y .JSON. to ({ 
ontent : payload . 
ontent })

}

fun
 t i on handleDe lete ( 
onve r sa t i on ) {

var id = ' page . ' + 
onver sa t i on . wi ld
ard

app l i 
 a t i on . g l oba l s . remove ( id )

do
ument . 
a
he . i n v a l i d a t e ( id )

return nu l l

}

What we did:

• The �handle-� fun
tions are �entry points� into our program, with one per HTTP verb. From Pruden
e's

perspe
tive they are all en
apsulated as a single resour
e 
lass, with ea
h resour
e instan
e having its own

�
onversation� instan
e.

• handleInit is a bit di�erent in that it dynami
ally sets up our resour
e. The MIME type we've added will be

used for 
ontent negotiation with the 
lient: if several are available, Pruden
e will automati
ally sele
t the

best type a

ording to the 
lient's preferen
es. Note that order matters here: the �rst MIME types you add

are preferred over the later ones. For our tutorial, we'll only support JSON responses, though it's possible to

support XML and others.

• We've used the Pruden
e.Resour
es.getEntity API to get the request payload (page 52). We're expe
ting the


lient to send us JSON, but again it's possible to support other formats (page 52).
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• Note that we're making sure to invalidate the 
a
he when we 
hange the data: this is to make sure that the

wiki pages will be updated a

ordingly.

We'll also need to 
hange our routing.js to 
apture the wild
ard, again similar to what we did with the template

page:

app . route s = {

. . .

'/ page /∗ ' : '/ page / ' ,

'/ ap i /∗ ' : '/ ap i / '

}

Restart Pruden
e for the routing.js 
hange to take e�e
t, and then test it again:


 u r l http :// l o 
 a l h o s t :8080/ wik i / ap i / t e s t /

Now, let's test an HTTP �PUT� with new page 
ontent:


 u r l −−r eque s t PUT −−data '{" 
ontent " : "New page 
ontent ! " } ' http :// l o 
 a l h o s t :8080/ wik i / ap i / t e s t /

And we 
an also �DELETE�:


u r l −−r eque s t DELETE http :// l o 
 a l h o s t :8080/ wik i / ap i / t e s t /


u r l http :// l o 
 a l h o s t :8080/ wik i / ap i / t e s t /

While testing with 
URL, you 
an simultaneously test the wiki pages using the browser, as we did earlier. Both

the API and the pages see the exa
t same data, as it's stored in the appli
ation.globals.

Ca
hed

Let's add support for 
a
hing our API results. Again, it's very similar to what we did with our template, ex
ept

that 
a
hing should be set up in handleInit:

f un
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )

var id = ' page . ' + 
onver sa t i on . wi ld
ard


a
h ing . durat ion = 60000


a
h ing . tags . add ( id )

}

Note that the 
a
he tag is exa
tly the same as we're using for template pages: this guarantees that the template

pages will be updated even though the wiki is 
hanged from here, and vi
e versa, even though what is being 
a
hed

is quite di�erent. Be
ause the 
a
he key depends on the URI, and the URIs for the pages and APIs are di�erent,

there will be no 
on�i
t.

To see the 
a
hing headers when using 
URL, add the �verbose� �ag:


u r l −−verbose http :// l o 
 a l h o s t :8080/ wik i / ap i / t e s t /


u r l −−verbose −−r eque s t PUT −−data '{" 
ontent " : "New page 
ontent ! " } ' http :// l o 
 a l h o s t :8080/ wik i / ap i / t e s t /

Further Exploration

• Read all about manual resour
es (page 35).

Finishing Tou
hes

Here, we'll beef up our wiki a bit, and along the way introdu
e you to a few more Pruden
e features.

CSS with LESS

Pruden
e 
omes with LESS built in: it's an extended CSS language. LESS greatly in
reases the power of CSS by

allowing for 
ode re-usability, variables and expressions, as well as nesting CSS.

Let's �less up� our wiki pages! First, let's in
lude the CSS in our �page.t.html� by adding an HTML �head� tag:
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<html>

<head>

<l i n k r e l="s t y l e s h e e t " type="tex t / 
 s s " h r e f="<%.%>/s t y l e / s i t e . 
 s s " />

</head>

You'll noti
e our use of �<%.%>�: this is a short
ut to printing out the 
onversation.base API, whi
h returns a

relative URI path from our 
urrently requested URI to the base URI of the appli
ation. For example, if our URI is

�http://lo
alhost:8080/wiki/page/one/two/three/� then 
onversation.base would be �../../../..�. This frees us from

having to hard
ode 
omplete URI paths, and guarantees portability even if we move the appli
ation to a di�erent

URI, atta
h it to multiple virtual hosts, or run it behind a reverse-proxy (page 140).

Now, let's edit the �/resour
es/style/site.less� �le, whi
h was 
reated for us from the appli
ation template. Note

that there's also a �.
ss� �le in that dire
tory: Pruden
e will update it for us when we edit the �.less� �le. How

about this:

�sans−s e r i f : Lu
ida Sans Uni
ode , Lu
ida Grande , Verdana , Ar ia l , sans−s e r i f ;

�
olor1 : #EEEEEE ;

�
olor2 : #003300;

body {

font−fami ly : �sans−s e r i f ;

font−s i z e : 12px ;

ba
kground−
 o l o r : �
olor1 ;


 o l o r : �
olor2 ;

t ex ta r ea {

ba
kground−
 o l o r : �
olor2 ;


 o l o r : �
olor1 ;

}

}

As a �nal treat, Pruden
e 
an also minify the CSS �le for us, in order to save some bandwidth or obfus
ate it

(Pruden
e will also 
ompress it for us using gzip or DEFLATE, as was mentioned above). To turn on mini�
ation,

simply 
hange the resour
e URI to in
lude �.min�:

<head>

<l i n k r e l="s t y l e s h e e t " type="tex t / 
 s s " h r e f="<%.%>/s t y l e / s i t e . min . 
 s s " />

</head>

HTML Markup Languages

Another stylisti
 �ourish would be to use an HTML markup language instead of raw HTML. It's useful for this

tutorial, be
ause it will show us how easy it is to use JVM libraries from within Pruden
e.

First let's install our library using Sin
erity. We'll use Pegdown, a JVM implementation of Markdown:

s i n 
 e r i t y add org . pegdown pegdown : i n s t a l l

Now let's edit our �page.t.html� to render using the Pegdown API:

<div s t y l e="border : 1px s o l i d b la
k ; padding : 5px 5px 5px 5px">

<%= new org . pegdown . PegDownPro
essor ( ) . markdownToHtml( 
ontent ) %>

</div>

After restarting Pruden
e we would be able to use Markdown in our wiki. Try to edit a wiki page using this


ontent:

This i s a t i t l e

===============

And a s u b t i t l e

−−−−−−−−−−−−−−

∗ And the se
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∗ Are bu l l e t po in t s

∗ In a l i s t

The Internal API

You may have noti
ed that there's some dupli
ation in our 
ode: both the wiki pages and the wiki API use

appli
ation.globals to store the 
ontent. In this 
ase it's trivial 
ode, but if we moved to database storage, for

example, the 
ode would surely grow and be worth en
apsulating as an API. One way we 
ould do this is 
reate a

reusable library, for example �/libraries/data.js�, whi
h we 
ould use both in the wiki pages and the wiki API using

�do
ument.require�.

But an interesting short
ut is suggested in the fa
t that we already have an en
apsulated API: our wiki web

API. We 
ould simply use that dire
tly. The apparent disadvantage is that it is a web API, and we would have to

go through HTTP to 
all it. However, in Pruden
e you 
an 
all any resour
e internally, bypassing HTTP entirely,

making su
h requests as fast as any fun
tion 
all.

Let's modify our �page.t.html� for this:

<%

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var id = ' page . ' + 
onver sa t i on . wi ld
ard


a
h ing . durat ion = 60000


a
h ing . tags . add ( id )


a
h ing . onlyGet = true

i f ( 
onve r sa t i on . r eque s t . method . name == 'POST' ) {

var form = Pruden
e . Resour
es . getForm ( 
onversat ion , { 
ontent : ' text ' } )

var 
ontent = form . 
ontent

Pruden
e . Resour
es . r eque s t ({

u r i : '/ ap i / ' + 
onver sa t i on . wi ld
ard ,

method : ' put ' ,

payload : { type : ' j son ' , va lue : { 
ontent : 
ontent }}

})

}

e l s e {

var data = Pruden
e . Resour
es . r eque s t ({

u r i : '/ ap i / ' + 
onver sa t i on . wi ld
ard ,

mediaType : ' app l i 
 a t i on / json '

})

var 
ontent = data ? data . 
ontent : ' This page i s empty . '

}

%>

We've used the Pruden
e.Resour
es.request API to make the request: it will automati
ally make an internal

request if the URI begins with �/� (rather than a proto
ol, su
h as �http:�).

There's a
tually yet another optimization we 
an make: we are 
urrently bypassing HTTP, but it's also possible

to bypass JSON serialization. That optimization is more advan
ed, and is fully explained elsewhere (page 115).

Further Exploration

• You don't have to use LESS: Pruden
e 
an also unify and minify regular CSS, as well as 
lient-side JavaS
ript

(page 47). Also, you may want to read the FAQ (page 98) as to why Pruden
e supports LESS but not SASS.

• You 
an use markup languages in s
riptlets (page 42).

• Che
k out the Sin
erity markup plugin. It doesn't use Pruden
e, but you 
an install it into your 
ontainer as

a utility to allow easy use of markup languages.

• The Pruden
e.Resour
es.request API is very powerful, allowing you to easily 
onsume RESTful web APIs.
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Not Only JavaS
ript

The appli
ation skeleton uses JavaS
ript (server -side JavaS
ript; it has nothing to do with the 
ode running inside

web browsers), but Pruden
e also supports Python, Ruby, PHP, Lua, Groovy and Clojure.

PyWiki

For this tutorial, we'll show you how to implement our entire wiki in Python.

First, let's install Python using Sin
erity:

s i n 
 e r i t y add python : i n s t a l l

We'll also need a Python JSON library, be
ause our Python engine, Jython, doesn't 
ome with one. simplejson

works well with Jython, so let's install it:

s i n 
 e r i t y e a sy_ in s t a l l s imp l e j son

Now let's rewrite our �page.t.html� using Python instead of JavaS
ript for our s
riptlets:

<%py

from org . pegdown import PegDownPro
essor

id = ' page . ' + 
onver sa t i on . wi ld
ard


a
h ing . durat ion = 60000


a
h ing . tags . add ( id )


a
h ing . onlyGet = True

i f 
onve r sa t i on . r eque s t . method . name == 'POST' :


ontent = 
onver sa t i on . form [ ' 
ontent ' ℄

app l i 
 a t i on . g l oba l s [ id ℄ = 
ontent

do
ument . 
a
he . i n v a l i d a t e ( id )

e l s e :


ontent = app l i 
 a t i on . g l oba l s [ id ℄ or ' This page i s empty . '

%>

<div s t y l e="border : 1px s o l i d b la
k ; padding : 5px 5px 5px 5px">

<%= PegDownPro
essor ( ) . markdownToHtml( 
ontent ) %>

</div>

Note the �<%py� delimiter, telling us that from now on s
riptlets will be in Python. We 
an swit
h ba
k

to JavaS
ript using �<%js�, or indeed to any other supported language. You 
an also 
hange the default from

JavaS
ript to Python if you prefer (page 71).

For our �api.m.js� �le, we will have to rename it to �api.m.py�. Here's the 
ode in Python:

import s imp l e j son

de f handle_in i t ( 
onve r sa t i on ) :


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )

id = ' page . ' + 
onver sa t i on . wi ld
ard


a
h ing . durat ion = 60000


a
h ing . tags . add ( id )

de f handle_get ( 
onve r sa t i on ) :

id = ' page . ' + 
onver sa t i on . wi ld
ard


ontent = app l i 
 a t i on . g l oba l s [ id ℄ or ' This page i s empty . '

re turn s imp l e j son . dumps ({ ' 
ontent ' : 
ontent })

de f handle_put ( 
onve r sa t i on ) :

id = ' page . ' + 
onver sa t i on . wi ld
ard

payload = s imp l e j son . l oads ( 
onve r sa t i on . en t i t y . t ex t )

app l i 
 a t i on . g l oba l s [ id ℄ = payload [ ' 
ontent ' ℄

do
ument . 
a
he . i n v a l i d a t e ( id )
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return s imp l e j son . dumps ({ ' 
ontent ' : payload [ ' 
ontent ' ℄ } )

de f handle_delete ( 
onve r sa t i on ) :

id = ' page . ' + 
onver sa t i on . wi ld
ard

de l app l i 
 a t i on . g l oba l s [ id ℄

do
ument . 
a
he . i n v a l i d a t e ( id )

return None

Some things to note:

• Pruden
e will attempt to use the programming language's naming 
onventions. For example, JavaS
ript

generally prefers 
amel-
ase, while Python uses lower
ase-with-unders
ores: �handleInit� vs. �handle_init�.

Clojure, for another example, uses lower
ase-with-hyphens: �handle-init�. However, when you 
all from the

language into the JVM, the 
onvention depends on the language engine. For our example, Jython requires


amel-
ase. See entry points (page 80).

• When we were using JavaS
ript we had a

ess to spe
ialized APIs, su
h as Pruden
e.Resour
es.getForm.

These APIs are, unfortunately, only for JavaS
ript: when using other programming languages, you will have

to use the �low-level� APIs, su
h as the 
onversation.form we've used here. On the other hand, JavaS
ript

su�ers from almost no standard library of its own: in Python, for example, you have a

ess to a ri
h standard

library, as well as its wider e
osystem, to make your programming easier.

• We 
ould easily have use both Python and JavaS
ript. Why would you want to do that? For example, you

might prefer to use JavaS
ript in s
riptlets, be
ause it's more familiar to HTML 
oders, while having the web

API written in Python by a di�erent team. All supported programming languages 
an live together in a single


ontainer.

CljWiki?

Well, we won't go on rewriting our wiki in every supported programming language. . . but here's some proof that

they do work.

Let's install Clojure:

s i n 
 e r i t y add 
 l o j u r e : i n s t a l l

Now let's 
reate a Clojure manual resour
e, at �/resour
es/hi.m.
lj�:

( defn handle− i n i t [ 
onve r sa t i on ℄

( . . 
 onve r sa t i on ( addMediaTypeByName " tex t / p l a i n " ) ) )

( defn handle−get [ 
onve r sa t i on ℄

"He l lo from Lisp ! " )

Browse to http://lo
alhost:8080/wiki/hi/ to see it.

Further Exploration

• You 
an even mix s
riptlets in several languages on the same template, like magi
.

What's Next?

We purposely didn't 
over every single Pruden
e feature in this tutorial: just enough to get you started. Continue

reading through the Basi
 Manual as ne
essary, refer to the online API do
umentation, and take a peek at the

Advan
ed Manual to see just how far you 
an go.

Here are some highlights of topi
s we haven't 
overed:

• Pruden
e has a sophisti
ated system for handling ba
kground tasks (page 101). You 
an spawn tasks on-

demand using APIs, or s
hedule re
urring maintenan
e tasks using a 
rontab. In both 
ases, tasks use a

separate thread pool than the one used for handling user requests.

• Pruden
e supports Swagger (page 92), making it espe
ially easy for 
lients to 
onsume your RESTful API.
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• Runtime debugging of web appli
ations is often di�
ult. Pruden
e has a straightforward me
hanism for live

exe
ution (page 49), allowing you run arbitrary 
ode remotely.

• Clusters (page 135)! When you need to s
ale horizontally, Pruden
e provides you with a remarkably seamless

solution for sharing state. Even the ba
kground task APIs support it: you 
an farm out your workload

anywhere within your Pruden
e 
luster.

• We've already mentioned that Pruden
e has a very powerful system for de�ning the URI-spa
e (page 20).

You 
an also 
on�gure virtual hosting (page 117) and se
ure �HTTPS� servers (page 118).

• There's generally a whole lot you 
an 
on�gure (page 115): logging, 
a
he ba
kends, et
.

• We 
over deployment strategies in depth (page 138).

The URI-spa
e

The �URI-spa
e� represents the published set of all URIs supported by your server. �Supported� here means that

unsupported URIs should return a 404 (�not found�) HTTP status 
ode. In other words, they are not in the

URI-spa
e.

Importantly, the URI-spa
e 
an be potentially in�nite, in that you may support URI templates that mat
h any

number of a
tual URIs (within the limitations of maximum URI length). For example, �/servi
e/{id}/� 
ould mat
h

�/servi
e/1/�, �/servi
e/23664/�, et
., and �/�lm/*� 
an mat
h �/�lm/do
umentary/mongolia/�, �/�lm/
inema/�,

et
. All URIs that mat
h these templates belong to your URI-spa
e.

Note that this de�nition also en
ompasses the HTTP �PUT� verb, whi
h 
an be used to 
reate resour
es (as

well as override them). If your server allows for �PUT� at a spe
i�
 set of URIs, then they are likewise part of your

URI-spa
e. In other words, you �support� them.

The URI-spa
e is mostly 
on�gured in the appli
ation's routing.js �le. However, your resour
e implementations


an add their own spe
ial limits. For example, for the �/servi
e/{id}/� URI template we 
an make sure in 
ode

that �{id}� would always be a de
imal integer (returning 404 otherwise), thus e�e
tively limiting the extent of the

URI-spa
e. More generally, Pruden
e supports �wild
ard� URI templates, allowing you to delegate the parsing of

the URI remainder entirely to your resour
e 
ode. This 
hapter will 
over it all.

Make sure to also read the URI-spa
e Ar
hite
ture arti
le (page 154), whi
h dis
usses general ar
hite
tural

issues.

routing.js

Routing is 
on�gured in your appli
ation's routing.js �le. The �le should 
on�gure at least app.routes (page 21)

and likely app.hosts (page 30). Add app.errors (page 30), app.dispat
hers (page 31), and app.preheat (page 33) if

you are using those optional features.

Though routing.js may look a bit like a JSON 
on�guration �le, it's important to remember that it's really full

JavaS
ript sour
e! You 
an in
lude any JavaS
ript 
ode to dynami
ally 
on�gure your appli
ation's routing during

the bootstrap pro
ess.

Reprodu
ed below is the routing.js used in the �default� appli
ation template, demonstrating many of the main

route type 
on�gurations, in
luding how to 
hain and nest types. These will be explained in detail in the rest of

this 
hapter.

app . route s = {

' /∗ ' : [

'manual ' ,

' templates ' ,

{

type : ' 
a
heControl ' ,

mediaTypes : {

' image /∗ ' : '1m' ,

' t ex t / 
ss ' : '1m' ,

' app l i 
 a t i on /x−j a va s 
 r i p t ' : '1m'

} ,

next : {
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type : ' l e s s ' ,

next : ' s t a t i 
 '

}

}

℄ ,

'/ example1 / ' : '�example ' , // ( d i spat
hed )

'/ example2 / ' : '/ example / ' // ( 
aptured )

}

app . hos t s = {

' de fau l t ' : '/myapp/ '

}

In these settings, note that time durations are in millise
onds and data sizes in bytes. These 
an be spe
i�ed as

either numbers or strings (page 70). Examples: �1.5m� is 90000 millise
onds and �1kb� is 1024 bytes.

app.routes

Routes are 
on�gured in your appli
ation's routing.js, in the app.routes di
t.

URI Templates

The keys of this di
t are URI templates (see IETF RFC 6570), whi
h look like URIs, but support the following two

features:

• Variables are strings wrapped in 
urly bra
kets. For example, here is a URI template with two variables:

�/pro�le/{user}/{servi
e}/�. The variables will mat
h any text until the next �/�. You 
an a

ess the string

values of these variables in your resour
e as 
onversation.lo
als (page 82).

• A wild
ard 
an be used as the last 
hara
ter in the URI template. For example, �/ar
hive/*� will mat
h any

URI that begins with �/ar
hive/�. You 
an a

ess the 
aptured wild
ard via the 
onversation.wild
ard API.

Note that Pruden
e will attempt to mat
h non-wild
ard URI templates �rst, so a wild
ard URI template 
an

be used as a general fallba
k for URIs.

Route Con�gurations

The values of the app.routes di
t are route 
on�gurations. These are usually de�ned as JavaS
ript di
ts, where

the �type� key is the name of the route type 
on�guration, and the rest of the keys 
on�gure the type. During the

appli
ation's bootstrap pro
ess, these di
ts are turned in instan
es of 
lasses in the Pruden
e.Setup API namespa
e

(the 
lass names have the �rst 
hara
ter of the type 
apitalized). The values set in the route type 
on�guration

di
t are sent to the 
lass 
onstru
tor.

As a short
ut, you 
an just use a string value (the �type� name) instead of a full di
t, however when used this

way you must a

ept the default 
on�guration. There are also spe
ial alternate forms for some of the 
ommonly

used types, su
h as �!� for the �hidden� type and JavaS
ript arrays for the �
hain� type.

We will summarize all the route types brie�y here, arranged a

ording to usage 
ategories, and will refer you to

the API do
umentation for a 
omplete referen
e. Note that some route type 
on�gurations allow nesting of further

route type 
on�gurations.

Resour
e Route Types

These are routes to a single resour
e implementation.

dispat
h or ��� Use the �dispat
h� type with an �id� param, or any string starting with the ��� 
hara
ter,

to 
on�gure a dispat
h mapping. For example, {type: 'dispat
h', id: 'person'} is identi
al to '�person'. If you

use ���, you 
an also optionally use a �:� to spe
ify the �dispat
her� param, for example: ��pro�le:person� is

identi
al to {type: 'dispat
h', dispat
her: 'pro�le', id: 'person'}. If �dispat
her� is not spe
i�ed, it defaults to

�javas
ript�. The unique ID should mat
h a manual resour
e handled by your dispat
her, otherwise a 404 error

(�not found�) will result. The �dispat
her� param's value 
an be any key from the app.dispat
hers di
t. Handled by

the Pruden
e.Setup.Dispat
h 
lass. See the manual resour
e guide (page 35) for a 
omplete dis
ussion.
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The �manual� route type (page 22) is internally used by Pruden
e to handle the �dispat
h� route type,

via a server-side redire
t. This introdu
es two spe
ial limitations on its use. First, it means that you

must have a �manual� if you want to use �dispat
h.� Se
ond, you must make sure the �manual� always

appears before any use of �dispat
h� in app.routes. For example, if you atta
h the manual to �/*� in

a 
hain (as in the default appli
ation template), and you also want to add a �dispat
h� to that 
hain,

you need to put the �manual� before the �dispat
h� in the 
hain. Otherwise, you might 
ause an endless

server-side redire
t, leading to a sta
k over�ow error. Example of 
orre
t use:

app . route s = {

' /∗ ' : [

'manual ' ,

'�example ' , // must appear a f t e r the manual

. . .

℄ ,

. . .

}

hidden or �!� Use the �hidden� or �!� string values to hide a URI template. Pruden
e will always return a 404

error (�not found�) for this mat
h. Note that internal requests always bypass this me
hanism (page 114), and so this

fun
tionality is useful if you want some URIs available in the internal URI-spa
e but not the publi
 one. This spe
ial

value is a
tually not handled by a 
lass, but rather is 
on�gured into the 
urrent router. See also 
apture-and-hide

(page 26) for another notation.

resour
e or �$. . . � Use the �resour
e� type with a �
lass� param, or any string starting with the �$� 
hara
ter,

to atta
h a Restlet ServerResour
e. For example, {type: 'resour
e', '
lass': 'org.myorg.PersonResour
e'} is identi
al

to '$org.myorg.PersonResour
e'. This is an easy way to 
ombine Java-written Restlet libraries into your Pruden
e

appli
ations. Handled by the Pruden
e.Setup.Resour
e 
lass.

exe
ute Use the �exe
ute� type to atta
h a 
ode exe
ution resour
e. This powerful (and dangerous) resour
e

exe
utes all POST payloads as S
ripturian templates. The standard output of the s
ript will be returned as a

response. Be
ause it always exe
ution of arbitrary 
ode, you very likely do not want this resour
e publi
ly exposed.

If you use it, make sure to prote
t its URL on publi
ly available ma
hines! Handled by the Pruden
e.Setup.Exe
ute


lass. The �exe
ute� resour
e is very useful for debugging (page 86).

status or �!. . . � Use the �status� type with a �
ode� param, or any number starting with a �!� 
hara
ter, to

simply return an HTTP status 
ode, doing nothing else. Useful for qui
k-and-dirty URI bindings. For example,

�!401� would mark the URI as �not authorized� to all requests. Handled by the Pruden
e.Setup.Status 
lass.

Mapping Route Types

You should use a wild
ard URI template for all of these route types, be
ause they work by pro
essing the URI

remainder.

stati
 Use the �stati
� type to 
reate a stati
 resour
e handler. By default uses the appli
ation's �/resour
es/�

subdire
tory 
hained to the 
ontainer's �/libraries/web/� subdire
tory for its �roots�. Note that if you in
lude it in

a �
hain� with �manual� and/or �templates�, then �stati
� should be the last entry in the 
hain. Handled by the

Pruden
e.Setup.Stati
 
lass. See the stati
 resour
es guide (page 44) for a 
omplete dis
ussion.

manual Use the �manual� type to 
reate a manual resour
e handler. By default uses the appli
ation's �/resour
es/�

subdire
tory for its �root�. Important limitation: All uses of this 
lass in the same appli
ation share the same


on�guration. Only the �rst found 
on�guration will take hold and will be shared by other instan
es. Handled by

the Pruden
e.Setup.Manual 
lass. See the manual resour
es guide (page 35) for a 
omplete dis
ussion.
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templates Use the �templates� type to 
reate a template resour
e handler. By default uses the appli
ation's

�/resour
es/� subdire
tory for its �root�. Important limitation: All uses of this 
lass in the same appli
ation share the

same 
on�guration. Only the �rst found 
on�guration will take hold and will be shared by other instan
es. Handled

by the Pruden
e.Setup.Templates 
lass. See the template resour
es guide (page 39) for a 
omplete dis
ussion.

Redire
ting Route Types


apture or �/. . . � Use the �
apture� type with a �uri� param, or any string starting with the �/� 
hara
ter, to


on�gure a 
apture. For example, {type: '
apture', uri: '/user/pro�le/'} is identi
al to '/user/pro�le/'. Note that

adding a �!� 
hara
ter at the end of the URI (not 
onsidered as part of the a
tual target URI) is a short
ut for also

hiding the target URI. Capturing-and-hiding is a 
ommon use 
ase. Handled by the Pruden
e.Setup.Capture 
lass.

See resour
e 
apturing (page 27) for a 
omplete dis
ussion.

redire
t or �>. . . � Use the �redire
t� type with a �uri� param, or any string starting with the �>� 
har-

a
ter, to asks the 
lient to redire
t (repeat its request) to a new URI. For example, {type: 'redire
t',

uri: 'http://newsite.org/user/pro�le/'} is identi
al to '>http://newsite.org/user/pro�le/'. Handled by the

Pruden
e.Setup.Redire
t 
lass. See the web data guide (page 54) for a 
omplete dis
ussion, as well as other options

for redire
tion.

addSlash Use the �addSlash� type for a permanent 
lient redire
t from the URI template to the original URI

with a trailing slash added. It's provides an easy way to enfor
e trailing slashes in your appli
ation. Handled by

the Pruden
e.Setup.AddSlash 
lass.

Combining Route Types


hain or �[. . . ℄� Use the �
hain� type with a �restlets� param (a JavaS
ript array), or just a JavaS
ript array, to


reate a fallba
k 
hain. The values of the array 
an be any route type 
on�guration, allowing for nesting. They will

be tested in order: the �rst value that doesn't return a 404 (�not found�) error will have its value returned. This

is very 
ommonly used to 
ombine mapping types, for example: ['manual', 'templates', 'stati
'℄. Handled by the

Pruden
e.Setup.Chain 
lass.

router Use the �router� type with a �routes� param (a JavaS
ript di
t) to 
reate a router. The values of the di
t


an be any route type 
on�guration, allowing for nesting. This is in fa
t how Pruden
e 
reates the root router

(app.routes). Handled by the Pruden
e.Setup.Router 
lass.

Filtering Route Types

All these route types require a �next� param for nesting into another route type. See the �ltering guide (page 107)

for a 
omplete dis
ussion.

�lter Use the ��lter� type with the �library� and �next� params to 
reate a �lter. �library� is the do
ument name

(from the appli
ation's �/libraries/� subdire
tory), while �next� is any route type 
on�guration, allowing for nesting.

Handled by the Pruden
e.Setup.Filter 
lass.

inje
tor Use the �inje
tor� type with the �lo
als� and �next� params to 
reate an inje
tor. An inje
tor is a simple

�lter that inje
ts preset valued into 
onversation.lo
als (page 82), but otherwise has no e�e
t on the 
onversation.

This is useful for inversion of 
ontrol (IoC): you 
an use these 
onversation.lo
als to alter the behavior of nested

route types dire
tly in your routing.js. Handled by the Pruden
e.Setup.Inje
tor 
lass.

basi
HttpAuthenti
ator Use the �basi
HttpAuthenti
ator� with the �
redentials�, �realm� and �next� params to

require HTTP authenti
ation before allow the request to go through. This straightforward (but weak and in�exible)

se
urity me
hanism is useful for ensuring that robots, su
h as sear
h engine 
rawlers, as well as unauthorized users

do not a

ess a URI. Handled by the Pruden
e.Setup.Basi
HttpAuthenti
ator 
lass. See the HTTP authenti
ation

guide (page 110) for a 
omplete dis
ussion.
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a
heControl Use the �
a
heControl� type with a �next� param to 
reate a 
a
he 
ontrol �lter. �next� is any

route type 
on�guration, allowing for nesting. Handled by the Pruden
e.Setup.Ca
heControl 
lass. See the stati


resour
es guide (page 46) for a 
omplete dis
ussion.


ors Use the �
ors� type with a �next� param to 
reate a Cross-Origin Resour
e Sharing (CORS) �lter. �next� is

any route type 
on�guration, allowing for nesting. Handled by the Pruden
e.Setup.Cors 
lass. See the CORS guide

(page 111) for a 
omplete dis
ussion.

javaS
riptUnifyMinify Use the �javaS
riptUnifyMinify� type with a �next� param to 
reate a JavaS
ript uni-

fy/minify �lter. �roots� defaults to your appli
ation's �/resour
es/s
ripts/� and your 
ontainer's �/libraries/we-

b/s
ripts/� subdire
tories. �next� is any route type 
on�guration, allowing for nesting. Handled by the

Pruden
e.Setup.JavaS
riptUnifyMinify 
lass. See the stati
 resour
es guide (page 47) for a 
omplete dis
ussion.


ssUnifyMinify Use the �
ssS
riptUnifyMinify� type with a �next� param to 
reate a CSS unify/minify �lter.

�roots� defaults to your appli
ation's �/resour
es/style/� and your 
ontainer's �/libraries/web/style/� subdire
tories.

�next� is any route type 
on�guration, allowing for nesting. Handled by the Pruden
e.Setup.CssUnifyMinify 
lass.

See the stati
 resour
es guide (page 47) for a 
omplete dis
ussion.

less Use the �less� type with a �next� param to 
reate a LESS 
ompiling �lter. �roots� defaults to your appli-


ation's �/resour
es/style/� and your 
ontainer's �/libraries/web/style/� subdire
tories. �next� is any route type


on�guration, allowing for nesting. Handled by the Pruden
e.Setup.Less 
lass. See the stati
 resour
es guide (page

48) for a 
omplete dis
ussion.

Custom Route Types

With some knowledge of the Restlet library, you 
an easily 
reate your own 
ustom route types for Pruden
e:

1. Create a JavaS
ript 
lass that:

(a) Implements a 
reate(app, uri) method. The �app� argument is the instan
e of

Pruden
e.Setup.Appli
ation, and the �uri� argument is the URI template to whi
h the route type

instan
e should be atta
hed. The method must return an instan
e of a Restlet sub
lass.

(b) A

epts a single argument, a di
t, to the 
onstru
tor. The di
t will be populated by the route type


on�guration di
t in app.routes.

2. Add the 
lass to Pruden
e.Setup. Remember that the 
lass name begins with an upper
ase letter, but will

begin with a lower
ase letter when referen
ed in app.routes.

If you like, you 
an use Sin
erity.Classes to 
reate your 
lass (you don't have to), and also inherit from

Pruden
e.Setup.Restlet.

Here's a 
omplete example in whi
h we implement a route type, named �see�, that redire
ts using HTTP status


ode 303 (�see other�). (Note this same e�e
t 
an be better a
hieved using the built-in �redire
t� route type, and is

here intended merely as an example.)

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / 
 l a s s e s / ' )

Pruden
e . Setup . See = S i n 
 e r i t y . C la s s e s . d e f i n e ( fun
 t i on ( ) {

var Publ i 
 = {}

Publ i 
 . _inher i t = Pruden
e . Setup . Re s t l e t

Publ i 
 . _
onf igure = [ ' ur i ' ℄

Publ i 
 . 
 r e a t e = fun
 t i on ( app , u r i ) {

importClass ( org . r e s t l e t . r ou t ing . Red i r e 
 to r )

var r e d i r e 
 t o r = new Red i r e 
 to r ( app . 
ontext , t h i s . ur i , Red i r e 
 to r .MODE_CLIENT_SEE_OTHER)

return r e d i r e 
 t o r

}
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return Publ i 


} ( ) )

app . route s = {

. . .

'/ o r i g i n a l−u r i / ' : { type : ' see ' , u r i : ' http : // news i te . org/new−u r i / '}

}

Two Routing Paradigms

Pruden
e o�ers three built-in te
hniques for you to support a URI or a URI template, re�e
ting two di�erent routing

paradigms:

1. Resour
e mapping (page 25): The �lesystem hierar
hy under an appli
ation's �/resour
es/� subdire
tory

is dire
tly mapped to URIs (but not URI templates). Both dire
tory- and �le-names are mapped in order of

depth. By default, Pruden
e hides �lename extensions from the published URIs, but uses these extensions

to extra
ts MIME-type information for the resour
es. Also, mapping adds trailing slashes by default, by

redire
ting URIs without trailing slash to in
lude them (on the 
lient's side). Filesystem mapping provides

the most �transparent� management of your URI-spa
e, be
ause you do not need to edit any 
on�guration

�le: to 
hange URIs, you simply move or rename �les and dire
tories.

2. URI/resour
e separation:

(a) Resour
e 
apturing (page 27): Capturing lets you map URI templates to �xed URIs, as well as perform

other kinds of internal URI rewrites that are invisible to 
lients, allowing you to provide a published

URI-spa
e, whi
h is di�erent from your internal mapping stru
ture. Note that another 
ommon use for


apturing is to add support for URI templates in resour
e mapping, as is explained in resour
e mapping

(page 25). This use 
ase does not belong to the URI/resour
e separation paradigm.

(b) Resour
e dispat
hing (page 28): In your appli
ation's routing.js you 
an map URIs or URI templates

to a 
ustom ID, whi
h is then dispat
hed to your resour
e handling 
ode. Dispat
hing provides the


leanest and most �exible separation between URIs and their implementation.

When embarking on a new proje
t, you may want to give some thought as whi
h paradigm to use. Generally,

URI/resour
e separation is preferred for larger appli
ations be
ause it allows you more 
hoi
es for your 
ode orga-

nization. However, it does add an extra layer of 
on�guration, and the URI-spa
e is not as transparent as it is for

resour
e mapping. It may make sense to use both paradigms in the same appli
ation where appropriate. Read on,

and make sure you understand how to use all three routing te
hniques.

Resour
e Mapping

Resour
e mapping is the most straightforward and most familiar te
hnique and paradigm to 
reate your URI-spa
e.

It relies on a one-to-one mapping between the �lesystem (by default �les under your appli
ation's �/resour
es/�

subdire
tory) to the URI-spa
e. This is how stati
 web servers, as well as the PHP, JSP and ASP platforms usually

work.

Pruden
e di�ers from the familiar paradigm in three ways:

1. For manual and template resour
es, Pruden
e hides �lename extensions from the URIs by default. Thus,

�/resour
es/myresour
e.m.js� would be mapped to �/resour
es/myresour
e/�. The reasons are two: 1) 
lients

should not have to know about your internal implementation of the resour
e, and 2) it allows for 
leaner and

more 
oherent URIs. Note the �lename extensions are used internally by Pruden
e (di�erently for manual

and template resour
es). Note that this does not apply to stati
 resour
es: �/resour
es/images/logo.png� will

be mapped to �/images/logo.png�.

2. For manual and template resour
es, Pruden
e by default requires trailing slashes for URIs. If 
lients do not

in
lude the trailing slash, they will re
eive a 404 (�not found�) error. Again, the reasons are two: 1) it makes

relative URIs always unambiguous, whi
h is espe
ially relevant in HTML and CSS, and 2) it 
lari�es the extent

of URI template variables. As a 
ourtesy to sloppy 
lients, you 
an manually add a permanent redire
tion to

a trailing slash, using the �addSlash� route type (page 23). For example:
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app . route s = {

. . .

'/main ' , ' addSlash ' ,

'/ person/ p r o f i l e /{ id } ' : ' addSlash '

}

3. This mapped URI-spa
e 
an be manipulated using URI hiding and 
apturing, allowing you to support URI

templates and rewrite URIs.

Mapping URI Templates

The problem with resour
e mapping is that the URIs are �stati
�: they are only and exa
tly the the dire
tory and

�le path. However, this limitation is easily over
ome by Pruden
e's �
apturing� me
hanism, whi
h works on URI

templates. For example, let's say you have a template resour
e �le at �/resour
es/user/pro�le.t.html�, but instead

of it being mapped to the URI �/user/pro�le/�, you want to a

ess it via a URI template: �/user/pro�le/{userId}/�:

app . route s = {

. . .

'/ user / p r o f i l e /{ use r Id }/ ' : '/ user / p r o f i l e / '

}

A URI su
h as �/user/pro�le/4431/� would then be internally redire
ted to the �/user/pro�le/� URI. Within

your �pro�le.t.html� �le, you 
ould then a

ess the 
aptured value as 
onversation.lo
als (page 82):

<html>

<body>

<p>

User p r o f i l e f o r user <%= 
onver sa t i on . l o 
 a l s . get ( ' userId ' ) %>.

</p>

</body>

</html>

We've used a template resour
e in this example, but 
apturing 
an be used for both template and manual

resour
es. The same 
onversation.lo
als API (page 82) is used in both 
ases.

Capture-and-Hide You may also want to make sure that �/user/pro�le/� 
annot be a

essed without the user

ID. To 
apture and hide together you 
an use the following short
ut notation:

app . route s = {

. . .

'/ user / p r o f i l e /{ use r Id }/ ' : '/ user / p r o f i l e / ! '

}

That �nal �!� implies hiding. You of 
ourse 
an also 
on�gure 
apturing and hiding separately, using the �hidden�

route type (page 22). The following is equivalent to the above:

app . route s = {

. . .

'/ user / p r o f i l e /{ use r Id }/ ' : '/ user / p r o f i l e / ' ,

'/ user / p r o f i l e / ' : ' ! '

}

Dynami
 Capturing

URI 
apturing 
an a
tually do more than just 
apture to a single URI: the target URI for a 
apture is, in fa
t,

also a URI template, and 
an in
lude any of the 
onversation attributes dis
ussed in the string interpolation guide

(page 111). For example:

app . route s = {

. . .

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : '/ database/ p r e f e r en 
 e s /{m}/? id={use r Id } '

}
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The request method name would then be interpolated into the �{m}�, for example it 
ould be �GET� or �POST�.

It would thus 
apture to di�erent target URIs depending on the request. So, you 
ould have �/database/prefer-

en
es/GET.html� and �/database/preferen
es/POST.html� �les in your �/resour
es/� subdire
tory to handle dif-

ferent request methods.

Dynami
 Capture-and-Hide Note that if you use the �!� 
apture-and-hide tri
k with dynami
 
apturing,

Pruden
e will hide any URI that mat
hes the template. For example:

app . route s = {

. . .

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : '/ database/ p r e f e r en 
 e s /{m}/ ! '

}

Here, �/database/preferen
es/GET/� is hidden, but also �/database/preferen
es/anything/�, et
. If you do not

want this behavior, then you should expli
itly hide spe
i�
 URIs instead:

app . route s = {

. . .

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : '/ database/ p r e f e r en 
 e s /{m}/ ' ,

'/ database/ p r e f e r en 
 e s /GET/ ' : ' ! ' ,

'/ database/ p r e f e r en 
 e s /POST/ ' : ' ! '

}

Limitations of Resour
e Mapping

While resour
e mapping is very straightforward�one �le per resour
e (or per type of resour
e if you 
apture URI

templates)�it may be problemati
 in three ways:

1. In large URI-spa
es you may su�er from having too many �les. Though you 
an use �/libraries/� to share


ode between your resour
es, mapping still requires a �le per resour
e type.

2. Mapped manual resour
es must have all their entry points (handleInit, handleGet, et
.) de�ned as global

fun
tions. This makes it awkward to use obje
t oriented programming or other kinds of 
ode reuse. If you

de�ne your resour
es as 
lasses, you would have to hook your 
lass instan
e via the global entry points.

3. The URI-spa
e is your publi
-fa
ing stru
ture, but your internal implementation may bene�t from an entirely

di�erent organization. For example, some resour
es my be ba
ked by a relational database, others by a memory


a
he, and others by yet another subsystem. It may make sense for you to organize your 
ode a

ording to

subsystems, rather than the publi
 URI-spa
e. For this reason, you would want the URI-spa
e 
on�guration

to be separate from your 
ode organization.

These problems might not be relevant to your appli
ation. But if they are, you may prefer the URI/resour
e

separation paradigm, whi
h 
an be implemented via resour
e 
apturing or dispat
hing, do
umented below.

URI/Resour
e Separation

Resour
e Capturing

Resour
e 
apturing, for the purpose of the URI/resour
e separation paradigm, only makes sense for template

resour
es. For manual resour
es, resour
e dispat
hing (page 28) provides a similar stru
tural fun
tion.

Resour
e 
apturing lets you use any publi
 URI for any library template resour
e. For example, let's assume

that you have the following �les in �/libraries/in
ludes/�: �/database/pro�le.html�, �/database/preferen
es.html�

and �/
a
he/session.html�, whi
h you organized in subdire
tories a

ording to the te
hnologies used. Your URI-

spa
e 
an be de�ned thus, using the �
apture� route type (page 23):

app . route s = {

. . .

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : '/ database/ p r e f e r en 
 e s / ' ,

'/ user /{ use r Id }/ p r o f i l e / ' : '/ database/ p r o f i l e / ' ,

'/ user /{ use r Id }/ s e s s i o n / ' : '/ 
a
he / s e s s i o n / '

}
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Note how the URI-spa
e is organized 
ompletely di�erently from your �lesystem: we have full URI/resour
e

separation.

Under the hood: Pruden
e's 
apturing me
hanism is implemented as server-side redire
tion (some-

times 
alled �URI rewriting�), with the added ability to use hidden URIs as the destination. It's this

added ability that makes 
apturing useful for URI/resour
e separation: hidden URIs in
lude both tem-

plate resour
e �les in your appli
ation's �/libraries/in
ludes/� subdire
tory as well as URIs routed to

the �hidden� route type.

Note that it's also possible to 
apture the wild
ard (page 51).

Resour
e Dispat
hing

Resour
e dispat
hing, for the purpose of the URI/resour
e separation paradigm, only makes sense for manual

resour
es. For template resour
es, resour
e 
apturing (page 27) provides a similar stru
tural fun
tion.

Con�guring a dispat
h is straightforward. In routing.js, use the �dispat
h� route type (page 21), or the ���

short
ut:

app . route s = {

. . .

'/ s e s s i o n /{ s e s s i o n I d }/ ' : ' �sess ion ' ,

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : ' �user '

}

The long-form notation, with all the settings at their defaults, would look like this:

app . route s = {

. . .

'/ s e s s i o n /{ s e s s i o n I d }/ ' : {

type : ' d ispat
h ' ,

id : ' s e s s i on ' ,

d i spa t 
he r : nu l l ,

l o 
 a l s : [ ℄

}

}

Note that, similarly to 
apturing, you 
an interpolate 
onversation attributes (page 111) into the ID. For

example, here we will automati
ally use a di�erent dispat
h ID a

ording the proto
ol, either �session.HTTP� or

�session.HTTPS�:

app . route s = {

. . .

'/ s e s s i o n /{ s e s s i o n I d }/ ' : ' �sess ion . { p} '

}

The Dispat
h Map By default, to implement your dispat
hed resour
es, 
reate a library named �/dispat
hed/�,

whi
h is expe
ted to 
hange a global di
t named �resour
es�. That di
t maps IDs to implementations.

For our example, let's 
reate a �/libraries/dispat
hed.js� �le:

var UserResour
e = fun
 t i on ( ) {

t h i s . h and l e I n i t = fun
 t i on ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )

}

t h i s . handleGet = fun
 t i on ( 
onve r sa t i on ) {

return ' This i s user #' + 
onver sa t i on . l o 
 a l s . get ( ' userId ' )

}

}

r e s ou r 
 e s = {
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s e s s i o n : {

hand l e I n i t : f un
 t i on ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )

} ,

handleGet : fun
 t i on ( 
onve r sa t i on ) {

return ' This i s s e s s i o n #' + 
onver sa t i on . l o 
 a l s . get ( ' s e s s i on Id ' )

}

} ,

user : new UserResour
e ( )

}

We've mapped the �session� dispat
h ID to a di
t, and used simple JavaS
ript obje
t-oriented programming for

the �user� dispat
h ID. (Note that the Sin
erity.Classes fa
ility o�ers a 
omprehensive obje
t-oriented system for

JavaS
ript, but we preferred more straightforward 
ode for this example.)

As you 
an see, the resour
es.js �le does not refer to URIs, but instead to dispat
h IDs, whi
h you 
an dispat
h

as you see �t. This is true URI/resour
e separation.

These defaults are all 
on�gurable: see app.dispat
hers (page 31) for more information.

Other Programming Languages Resour
e dispat
hing is also supported for Python, Ruby, PHP, Lua, Groovy

and Clojure, via alternate dispat
hers. To use them, you must spe
ify the dispat
her, whi
h is simply the name of

the language in lower
ase, when you 
on�gure the dispat
h. For example:

app . route s = {

. . .

'/ s e s s i o n /{ s e s s i o n I d }/ ' : {

type : ' d ispat
h ' ,

id : ' s e s s i on ' ,

d i spa t 
he r : ' python '

}

}

You 
an also use the ��� short
ut like so:

app . route s = {

. . .

'/ s e s s i o n /{ s e s s i o n I d }/ ' : '�python : s e s s i on '

}

Inversion of Control (IoC)

Obje
t-oriented inheritan
e is one useful way to reuse 
ode while allowing for spe
ial implementations. Additionally,

Pruden
e allows for a straightforward inversion of 
ontrol me
hanism (page 110).

For both 
apturing and dispat
hing, you 
an inje
t set values to 
onversation.lo
als (page 82). You would need

to use the long-form notation to do this. Here are examples for both a 
apture and a dispat
h:

app . route s = {

. . .

'/ user /{ use r Id }/ ' : { type : ' 
apture ' , u r i : '/ user / ' , l o 
 a l s : { s t y l e : ' s imple ' } } ,

'/ user /{ use r Id }/ f u l l / ' : { type : ' 
apture ' , u r i : '/ user / ' , l o 
 a l s : { s t y l e : ' f u l l ' } } ,

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : { type : ' d ispat
h ' , id : ' user ' , l o 
 a l s : { s e 
 t i on : ' p r e f e r en
e s ' } } ,

'/ user /{ use r Id }/ p r o f i l e / : { type : ' d ispat
h ' , id : ' user ' , l o 
 a l s : { s e 
 t i on : ' p r o f i l e ' }}

}

Note that in ea
h 
ase two URI templates are 
aptured/mat
hed to the exa
t same resour
e, but the �lo
als�

di
t used is di�erent for ea
h. In your resour
e implementations, you 
an then allow for di�erent behavior a

ording

to the value of the set 
onversation.lo
al (page 82). For example:

t h i s . handleGet = fun
 t i on ( 
onve r sa t i on ) {

var s e 
 t i on = 
onver sa t i on . l o 
 a l s . get ( ' s e 
 t i on ' )

i f ( s e 
 t i on == ' pre f e r en
e s ' ) {
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. . .

}

e l s e i f ( s e 
 t i on == p r o f i l e ' ) {

. . .

}

}

This allows you to 
on�gure your resour
es in routing.js, rather than at their implementation 
ode. In other

words, �
ontrol� is �inverted,� via value inje
tion.

app.errors

By default, Pruden
e will display ready-made error pages if the response's HTTP status 
ode is an error (>=400),

but you 
an override these by settings your own 
ustom pages:

app . e r r o r s = {

404 : '/ e r r o r s /not−found / ' ,

500 : '/ e r r o r s / f a i l / '

}

The keys of the di
t are status 
odes, while the values work like 
aptures (page 27). This means that you 
an

implement your error pages using any kind of resour
e: manual, template or stati
.

If your error resour
e is mapped under �/resour
es/�, and you don't want it exposed, use the 
apture-and-hide

notation (page 26):

app . e r r o r s = {

404 : '/ e r r o r s /not−found / ! '

}

This is equivalent to expli
itly hiding the URI in app.routes using the �hidden� route type (page 22):

app . route s = {

. . .

'/ e r r o r s /not−found / ' : ' ! '

}

Note that 500 (�internal server error�) statuses 
aused by un
aught ex
eptions 
an be handled spe
ially by

enabling debug mode (page 71).

Warning: If you de
ide to implement your error pages using a non-stati
 resour
e, you run the risk

of the resour
e 
ode throwing an ex
eption. If that happens, it would 
ause a 500 status 
ode. If the

original error was not 500, then this would 
onfuse the 
lient and 
ompli
ate debugging. However, if

the original status 
ode was 500, then it 
ould be mu
h worse: the error would trigger your error page

to be displayed again, whi
h might throw the ex
eption again. . . resulting in a sta
k over�ow error. For

these reasons, it's probably a good idea to implement your error pages as stati
 resour
es, at least for

produ
tion deployments.

It is also possible to set error 
aptures for all appli
ations by 
on�guring them into the 
omponent (page 121). In

su
h a 
ase, if appli
ations 
on�gure their own error 
aptures, those would override the 
omponent-wide 
on�gura-

tion.

app.hosts

Use app.hosts to assign the appli
ation to a base URI on one or more virtual hosts.

The default 
on�guration uses a single host, the �default� one, but you 
an add more, or even not have a single

�default� host. Still, note that only a single appli
ation instan
e is used, even if atta
hed to multiple hosts: for

example, all appli
ation.globals (page 80) are shared no matter whi
h host a request is routed from.

To 
on�gure your hosts, and for a more 
omplete dis
ussion, see the 
omponent 
on�guration guide (page 117).
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The Bare Minimum

You need to atta
h your appli
ation to at least one host to make it publi
.

app . hos t s = {

' de fau l t ' : '/myapp/ '

}

(Note the required use of quotes around �default�, due to it being a reserved keyword in JavaS
ript.)

If you don't have an app.hosts de�nition, or if it is empty, then your appli
ation will not be publi
ly available

over HTTP. However, it will still run, and be available as an internal API.

The Internal Host

�internal� is a reserved host name, used to represent the internal URI-spa
e (page 114).

By default, appli
ations are always atta
hed to the �internal� host with the base URI being the appli
ation's

subdire
tory name. However, you 
an override this default should you require:

app . hos t s = {

' de fau l t ' : '/myapp/ ' ,

i n t e r n a l : '/ s p e 
 i a l / '

}

Multiple Hosts

Here's an example of atta
hing the app to two di�erent virtual hosts, with di�erent base URIs under ea
h:

app . hos t s = {

' de fau l t ' : '/myapp/ ' ,

' p r i va t ehos t ' : '/ admin/ '

}

If you need your appli
ation to sometimes behave di�erently on ea
h host, youmight be able to indire
tly dis
over

the host that routed the request using the 
onversation.appli
ationRoot API. This will always be the appli
ation's

root URI on that virtual host. For example:

i f ( 
onve r sa t i on . app l i 
a t i onRoot == '/myapp/ ' ) {

. . .

}

app.dispat
hers

This se
tion is optional, and is used to 
hange the way your appli
ation's dispat
hing works.

Setting the Default Dispat
her

As seen above in resour
e dispat
hing (page 28), if you you do not spe
ify the dispat
her when 
on�guring a

�dispat
h� route type (page 21), it will default to the �javas
ript� dispat
her. You may 
hange the default like so:

app . route s = {

'/ s e s s i o n /{ s e s s i o n I d }/ ' : ' �sess ion '

}

app . d i s pa t 
h e r s = {

' de fau l t ' : ' python '

}

In the above, our ��session� dispat
h will be using the �python� dispat
her.
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Setting the Dispat
h Map

We've also seen that by default the dispat
her will attempt to exe
ute your �/dispat
hed/� library in order to

initialize the dispat
h map. However, you may 
hange this lo
ation per dispat
her like so:

app . d i s pa t 
h e r s = {

j a v a s 
 r i p t : '/mylib /mydispat
hmap / '

}

This is espe
ially useful if you're using more than one dispat
her in your routing, be
ause ea
h dispat
her would

need its own resour
e map. For example:

app . route s = {

. . .

'/ user /{ use r Id }/ ' : ' �user ' ,

'/ s e s s i o n /{ s e s s i o n I d }/ ' : '�python : s e s s i on ' ,

'/ page/{pageId }/ ' : ' �groovy : page '

}

app . d i s pa t 
h e r s = {

j a v a s 
 r i p t : '/mylib / j ava s 
 r i p t−dispat
hmap / ' ,

python : '/mylib /python−dispat
hmap / ' ,

groovy : '/mylib /groovy−dispat
hmap / '

}

Custom Dispat
hers

Custom dispat
hers are very useful for integrating alternative templating engines (page 127) into Pruden
e.

Under the hood, resour
e dispat
hing is handled by the URI 
apturing me
hanism: the URI is 
aptured to a

spe
ial manual resour
e�the �dispat
her��with an inje
ted value (page 110) spe
ifying the ID of resour
e to whi
h

it should dispat
h.

Pruden
e's default dispat
hers 
an be found in the �/libraries/s
ripturian/pruden
e/dispat
hers/� dire
tory

of your 
ontainer. For example, the JavaS
ript dispat
her is �/libraries/s
ripturian/pruden
e/dispat
hers/-

javas
ript.js�. You are en
ouraged to look at the 
ode there in order to understand how dispat
hing works: it's

quite straightforward delegation of the entry points of a manual resour
e (page 35).

However, you 
an also write your own dispat
hers to handle di�erent dispat
hing paradigms. To 
on�gure

them, you will need to use a long-form for app.dispat
hers. For example, here we override the default �javas
ript�

dispat
her:

app . d i s pa t 
h e r s = {

. . .

s p e 
 i a l : {

d i spa t 
he r : '/ d i s pa t 
h e r s / sp e 
 i a l−d i spa t
he r / ' ,


ustomValue1 : ' he l l o ' ,


ustomValue2 : ' world '

}

}

The dispat
her 
ode (a standard manual resour
e) would be in a �/libraries/dispat
hers/spe
ial-dispat
her.js�

�le under your appli
ation's subdire
tory. You would be able to a

ess the dispat
h ID there as the inje
ted �pru-

den
e.dispat
her.id� 
onversation.lo
al (page 82). �
ustomValue1� and �
ustomValue2� would be appli
ation.globals

(page 80): �pruden
e.dispat
her.spe
ial.
ustomValue1� and �pruden
e.dispat
her.spe
ial.
ustomValue2� respe
-

tively.

You 
an also override the default dispat
hers:

app . d i s pa t 
h e r s = {

. . .

j a v a s 
 r i p t : {

d i spa t 
he r : '/ d i s pa t 
h e r s /my−j a va s 
 r i p t−d i spa t
he r / ' ,

r e s ou r 
 e s : '/ r e s ou r 
 e s / '
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}

}

See the se
tion on integrating alternative templating engines (page 127) for a 
omplete example.

app.preheat

When a resour
e gets hit by a request for the �rst time, there will likely be an initial delay. Your 
ode may have to

be 
ompiled, or, if it has been 
a
hed, would at least have to be loaded and initialized. But all that should happen

very fast: the more serious delay would be 
aused by initializing subsystems and libraries, su
h as 
onne
ting to

databases, logging in to external servi
es, et
.

Another sour
e for delay is that, if you are 
a
hing pages (page 61), as you very well should, then the some


a
hed pages may not exist or be old. The �rst hit would thus need to generate and 
a
he the page, whi
h is mu
h

slower than using the 
a
hed version. For very large appli
ations optimized for 
a
hing, a �
old� 
a
he 
an 
ause

serious problems: see the dis
ussion in S
aling Tips (page 159).

To avoid the delay, it's re
ommended that you ready your resour
es by hitting them as soon as Pruden
e starts

up. This happens in two phases:

• Defrosting: Pruden
e will by default parse and 
ompile the 
ode for manual and template resour
es under

your appli
ation's �/resour
es/� subdire
tory. See 
on�guring appli
ations (page 71) if you wish to turn this

feature o�.

• Preheating: This 
auses an internal (page 114) �GET� on URIs, whi
h would involve not only 
ompiling the


ode, but also running it. The response payloads, as well as any errors, are ignored.

Your app.preheat is simply an array of relative URIs. As an example, let's preheat the homepage and a few spe
i�


resour
es:

app . preheat = [

' / ' ,

'/ user /x / ' ,

'/ admin/ '

℄

Note that you 
an't use URI templates in app.preheat, only expli
it URIs. Thus, if you have routed a

�/user/{name}/� URI template, you would have to ��ll in� the template with a value. In our example, we 
hose

�/user/x/�. Also note that be
ause preheats are internal requests you 
an use this me
hanism to preheat hidden

URIs.

Smart use of app.preheat 
an very e�e
tive, and it's very easy to use. Note that you may also use the startup

task (page 107) for your own 
ustom preheating.

Both defrosting and preheating are handled in a thread pool, so that they 
an �nish as qui
kly as possible.

Learn how to 
on�gure it here (page 122). The duration of the 
omplete pro
ess will be announ
ed when you start

Pruden
e. For example:

Exe
uting 3488 s ta r tup ta sk s . . .

F in i shed a l l s t a r tup ta sk s in 1 .432 se
onds .

Understanding Routing

In this �nal se
tion, we'll des
ribe in detail how routing works in Pruden
e. It 
an be 
onsidered optional, advan
ed

reading.

In Pruden
e, �routing� refers to the de
ision-making pro
ess by whi
h an in
oming 
lient request rea
hes its

server-side handler. Usually, information in the request itself is used to make the de
ision, su
h as the URI, 
ookies,

the 
lient type, 
apabilities and geolo
ation. But routing 
an also take server-side and other 
ir
umstan
es into

a

ount. For example, a round-robin load-balan
ing router might send ea
h in
oming request to a di�erent handler

in sequen
e.

A request normally goes through many route types before rea
hing its handler. Filters along the way 
an 
hange

information in the request, whi
h 
ould also a�e
t routing, and indeed �lters 
an be used as routing tools.

This abstra
t, �exible routing me
hanism is one of Pruden
e's most powerful features, but it's important to

understand these basi
 prin
iples. A 
ommon mis
on
eption is that routing is based on the hierar
hi
al stru
ture
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of URIs, su
h that a 
hild URI's routing is somehow a�e
ted by its parent URI. While it's possible to expli
itly

design your routes hierar
hi
ally, routing is primarily to be understood in terms of the order of routers and �lters

along the way. A parent and 
hild URI 
ould thus use entirely di�erent handlers.

To give you a better understanding of how Pruden
e routing works, let's follow the journey of a request, starting

with routing at the server level.

Step 1: Servers Requests 
ome in from servers (page 118). Ea
h server listens at a parti
ular HTTP or HTTPS

port, and multiple servers may in turn be restri
ted to parti
ular network interfa
es on your ma
hine. By default,

Pruden
e has a single server that listens to HTTP requests on port 8080 
oming in from all network interfa
es.

Step 2: The Component There is only one 
omponent per Pruden
e instan
e, and all servers route to it. This

allows Pruden
e a uni�ed me
hanism to deal with all in
oming requests.

Step 3: Virtual Hosts The 
omponent's router de
ides whi
h virtual host (page 117) should re
eive the request.

The de
ision is often made a

ording to the domain name in the URL, but 
an also take into a

ount whi
h server

it 
ame from. Virtual hosting is a tool to let you host multiple sites on the same Pruden
e instan
e, but it 
an be

used for more subtle kinds of routing, too.

At the minimum you must have one virtual host. By default, Pruden
e has one that a

epts all in
oming

requests from all servers. If you have multiple servers and want to treat them di�erently, you 
an 
reate a virtual

host for ea
h.

Step 4: Appli
ations Using app.hosts (page 30), you 
an 
on�gure whi
h virtual hosts your appli
ation will be

atta
hed to, as well as the base URI for the appli
ation on ea
h virtual host. An appli
ation 
an be 
on�gured to

a

ept requests from several virtual hosts.

To put it another way, there's a many-to-many relationship between virtual hosts and appli
ations: one host


an have many appli
ations, and the same appli
ation 
an be atta
hed to many hosts.

Note that you 
an 
reate a �nested� URI s
heme for your appli
ations. For example, one appli
ation might

be atta
hed at the root URI at a 
ertain virtual host, �/�, while other appli
ations might be at di�erent URIs

beneath the root, �/wiki/� and �/wiki/support/forum/�. The root appli
ation will not �steal� requests from the

other appli
ations, be
ause the request is routed to the right appli
ation by the virtual host. The fa
t that the

latter URI is the hierar
hi
al des
endant of the former makes no di�eren
e to the virtual host router.

A Complete Route Let's assume a 
lient from the Internet send a request to URI

�http://www.wa
ky.org/wiki/support/forum/thread/12/.�

Our ma
hine has two network interfa
es, one fa
ing the Internet and one fa
ing the intranet, and we have two

servers, one for ea
h network adapter. This parti
ular request has 
ome in through the external server. The request

then rea
hes the 
omponent's router.

We have a few virtual hosts: one to handle �www.wa
ky.org�, our organization's main site, and another to handle

�support.wa
ky.org�, a se
ure site where registered users 
an open support ti
kets.

Our forum appli
ation (in the �/appli
ations/forum/� subdire
tory) is atta
hed to both virtual hosts, but at

di�erent URIs. It's at �www.wa
ky.org/wiki/support/forum/� and at �support.wa
ky.org/forum/�. In this 
ase, our

request is routed to the �rst virtual host. Though there are a few appli
ations installed at this virtual host, our

request follows the route to the forum appli
ation.

The remaining part of the URI, �/thread/12/� will be further routed inside the forum appli
ation, a

ording to

route types installed in its routing.js.

Implementing Resour
es

Pruden
e o�ers two options for implementing resour
es in whi
h the 
ontent dynami
ally 
hanges: �manual� re-

sour
es are �raw,� giving you 
omplete low-level 
ontrol over the behavior and format of the en
apsulated resour
e,

while �template� resour
es are simpli�ed and highly optimized for 
a
hed textual resour
es, su
h as HTML web

pages. Pruden
e also provides 
omprehensive support for stati
 (un
hanging) resour
es, just like 
onventional web

servers.
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Programmable Resour
es

These notes apply to both manual and template resour
es:

• Resour
es 
an be implemented using any of the supported programming languages.

• Un
aught ex
eptions in any entry point or s
riptlet will result in the 
onversation ending and a 500 (�internal

server error�) HTTP status 
ode returned to the user. To help you debug these errors, turn on debug mode

(page 71), whi
h will enable a detailed debug representation. Otherwise, you 
an set up a 
ustom error page

(page 30), or, in the last resort, a simple error page will be shown, that at least noti�es the user that something

went wrong.

• Your sour
e 
ode is parsed/
ompiled on-the-�y only when ne
essary. A reparsing/re
ompilation is triggered

when the �le is modi�ed, or when any of its dependent �les are modi�ed. To keep tra
k of dependen
ies at

any distan
e, Pruden
e internally maintains a dependen
y tree for ea
h do
ument. Note that 
he
king for �le

modi�
ation dates involves an operating system API 
all: the 
all is usually 
a
hed by the OS and very fast,

however you 
an 
on�gure the minimum time between validity 
he
ks (page 71) if ne
essary.

• If you've 
aptured a URI template (page 21), you 
an a

ess the 
aptured parts of the template via


onversation.lo
als (page 82) or 
onversation.wild
ard.

Manual Resour
es

These are implemented as a set of en
apsulated entry points (page 80) in any of the supported programming

languages. The entry points all re
eive the 
urrent 
onversation API namespa
e as their only argument.

Pruden
e does the en
apsulation for you: it treats the entry points as together belonging to a single logi
al

RESTful resour
e, and ensures that the same 
onversation namespa
e is used for every user request.

There are two ways to de�ne this en
apsulation, depending on whi
h routing paradigm (page 25) you're using:

• Resour
e mapping: Here, the entry points are in the global s
ope, probably de�ned within the �le, though

they 
an be imported via a library or 
reated programmati
ally (as 
losures, for example). What an �entry

point� means exa
tly may vary per programming language: it's usually a fun
tion, method, 
losure, et
. See

the programming guide (page 80) for examples in all supported languages.

• Resour
e dispat
hing: The default dispat
hers attempt an obje
t-oriented en
apsulation, whi
h again

varies per programming language. The dispat
h ID de�nes an obje
t instan
e, whi
h must in turn implement

the entry points.

The implementation is in essen
e the same for both styles. For simpli
ity, our examples below will be tuned to

resour
e mapping.

Con�guration

Add support for manual resour
es using the �manual� route type (page 22) in your routing.js, mapping it to a URI

template ending in a wild
ard:

app . route s = {

' /∗ ' : 'manual '

}

The default 
on�guration for �manual� will map all �les from your appli
ation's �/resour
es/� subdire
tory with

the �.m.� pre-extension. Here is the above 
on�guration with all the defaults �eshed out:

app . route s = {

' /∗ ' : {

type : 'manual ' ,

root : ' r e sour
e s ' ,

passThroughs : [ ℄ ,

preExtension : 'm' ,

t r a i l i n gS l a shRequ i r ed : true ,

i n t e rna lUr i : '/_manual / ' ,


l ientCa
hingMode : ' 
ond i t i ona l ' ,
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maxClientCa
hingDuration : −1,


ompress : t rue

}

}

General 
on�guration for your 
ode is done in setting.js (page 71).

handleInit

This is the only required entry point. It is 
alled on
e for every user request, and always before any of the other

entry points.

The main work is to initialize supported media types via the 
onversation.addMediaType APIs, in order of

preferen
e. For example:

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )

}

Note that you 
an also add language information:

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByNameWithLanguage ( ' t ex t / p la in ' , ' en ' )


onve r sa t i on . addMediaTypeByNameWithLanguage ( ' t ex t / p la in ' , ' f r ' )

}

Pruden
e will use these values for 
ontent negotiation, 
hoosing the best media type and language a

ording to

list of a

eptable and preferred formats sent by the 
lient and this list.

handleInit is also where you should set up 
a
hing (page 61), if you're using it:

f un
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on /xml ' )


a
h ing . durat ion = '5 s '


a
h ing . tags . add ( ' blog ' )

}

Dynami
 Content Negotiation You might wonder why we add these supported media types via API 
alls for

ea
h request, sin
e they are usually always the same for a resour
e. Why not simply 
on�gure them into the resour
e

permanently?

The reason is that they should not always permanent. In handleInit, you 
an 
he
k for various 
onditions of

the 
onversation, or even external to the 
onversation, to de
ide whi
h media types and languages to support. For

example, you might not want to support XHTML for old browsers, but you'd want it at the top of the list for new

browsers. Or, you might not be able to support PDF in 
ase an external 
onversion servi
e is down. In whi
h 
ase,

you won't want it on the list at all, and instead want 
ontent negotiation to 
hoose a di�erent format that the 
lient

supports, su
h as DVI.

So, building your 
ontent negotiation table via API gives you a lot �exibility, at no real expense: these API


alls are very lightweight.

Note that handleInit is 
alled even if your resour
e is 
a
hed (on the server), exa
tly be
ause you need to set

up 
ontent negotiation before 
asting the 
a
he key template (page 62).

handleGet

Handles HTTP �GET� requests.

In a 
onventional resour
e-oriented ar
hite
ture (page 150), 
lients will not be expe
ting the resour
e to be

altered in any way by a GET operation.

What you'll usually do here is 
onstru
t a representation of the resour
e, possibly a

ording to spe
i�
 parameters

of the request, and then return this representation to the 
lient, possibly with dire
tions for 
lient-side 
a
hing (page

65).

There are many kinds of payloads you 
an return to the 
lient: they are dis
ussed in depth in the web data


hapter (page 56). However, here's a referen
e of the supported return types:
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• Numbers: Returns the number as an HTTP status 
ode to the 
lient. If you you wish to set your own return

representation, too, you 
an use 
onversation.setResponseText or 
onversation.setResponseBinary. Note that

if the status 
ode is an error, then the error 
apturing (page 30) me
hanism may override your response. If

you wish to bypass this me
hanism, set 
onversation.statusPassthrough to true.

• Arrays of bytes: Used for returning binary representations. Note that some languages (JavaS
ript, for ex-

ample) have their own implementations of arrays, whi
h are not 
ompatible with JVM arrays. In su
h


ases, you have to make sure to return JVM arrays. Internally, Pruden
e represents these values with a

ByteArrayRepresentation.

• Representation instan
es: You 
an 
onstru
t and return a dire
tly.

• Other return values: If the 
onversation.mediaType is �appli
ation/internal� then the value will be wrapped

in an InternalRepresentation. Otherwise, it will be 
onverted into a string if it isn't a string already, and

returned to the 
lient as a StringRepresentation.

If your resour
e has been 
a
hed (on the server) then handleGet will not be 
alled. The 
a
he entry will be returned

to the 
lient instead.

Integrating Template Resour
es It's possible to return template resour
es as your payload. This 
ould be

useful if you're implementing the Model-View-Controller (MVC) pattern. See the MVC 
hapter (page 123) for


omplete examples.

handlePost

Handles HTTP �POST� requests.

In a 
onventional resour
e-oriented ar
hite
ture (page 150), POST is the �update� operation (well, not exa
tly:

see note below). Clients will expe
t the resour
e to already exist for the POST operation to su

eed. That is, a 
all

to GET before the POST may su

eed. Clients expe
t you to return a modi�ed representation, in the sele
ted media

type, if the POST su

eeded. Subsequent GET operations would then return the same modi�ed representation. A

failed POST should not alter the resour
e: only a su

ess status 
ode should indi
ate a 
hange. That means that

ideally you should roll ba
k 
hanges if the entire operation fails along the way.

Note that the entity sent by the 
lient does not have to be identi
al in format or 
ontent to what you return. In

fa
t, it's likely that the 
lient will send smaller delta updates in a POST, rather than a 
omprehensive representation.

What you'll usually do here is alter existing data a

ording to data sent by the 
lient.

The most important thing to realize is that POST is the only HTTP operation that is not �idempotent,�

whi
h means that multiple identi
al POST operations on a resour
e may yield results that are di�erent

from that of a single POST operation. This is why web browsers warn you if you try to refresh or go

ba
k to a web page that is the result of a POST operation. As su
h, POST is the 
orre
t operation to use

for manipulations of a resour
e that 
annot be repeated. So, if you're thinking in terms of CRUD, POST


an mean either �update� or �
reate�: it depends on whether or not �
reate� is a repeatable operation

in your spe
i�
 data semanti
s. See this blog post by John Cal
ote for one explanation.

Return value behavior is identi
al to that in handleGet (page 36). In fa
t, you may want handlePost to share the

same 
ode path as handleGet for 
reating the representation.

Note that the default return status for su

essful operations, 200 (�ok�), is indeed OK. However, it is better

to return a 201 (�
reated�) status if indeed the resour
e was 
reated, and also return the full representation. If

you 
annot handle the operation at the moment, you should return a 202 (�a

epted�) status, signifying that the

operation has been queued for later.

handlePut

Handles HTTP �PUT� requests.

In a 
onventional resour
e-oriented ar
hite
ture (page 150), PUT is the �
reate� operation (well, not exa
tly:

see note below). Clients will expe
t whatever 
urrent data exists in the resour
e to be dis
arded, and for you to

return a representation of the new resour
e in the sele
ted media type. A failed PUT should not alter the resour
e.

Note that the entity sent by the 
lient does not have to be identi
al in format or 
ontent to what you return.

What you'll usually do here is parse and store the data sent by the 
lient, overwriting data if it already exists.
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PUT, like most HTTP operations, is �idempotent,� whi
h means that multiple identi
al PUT operations

on a resour
e are expe
ted to yield the same result as a single PUT operation. PUT should thus overwrite

any existing data. If you are implementing a �
reate� operation that 
annot be repeated, then you should

use POST instead. See note in POST (page 37).

See handleGet (page 36) for supported return types. In fa
t, you may want handlePut to share the same 
ode path

as handleGet for 
reating the representation.

Note that the default return status for su

essful operations, 200 (�ok�), is indeed OK. However, it is better

to return a 201 (�
reated�) status if indeed the resour
e was 
reated, and also return the full representation. If

you 
annot handle the operation at the moment, you should return a 202 (�a

epted�) status, signifying that the

operation has been queued for later.

handleDelete

Handles HTTP �DELETE� requests.

In a 
onventional resour
e-oriented ar
hite
ture (page 150), 
lients expe
t subsequent GET operations to fail

with a 404 (�not found�) 
ode. A DELETE should fail with 404 if the resour
e is not already there; it should not

silently su

eed. A failed DELETE should not alter the resour
e.

What you'll usually do here is make sure the identi�ed resour
e exists, and if it does, remove or mark it somehow

as deleted

The following return types are supported:

• Null: Signi�es su

ess.

• Number: Returns the number as an HTTP status 
ode to the 
lient, with no other 
ontent: for example,

returning 404 means �not found.� Note that error 
apturing (page 30) 
an let you take over and return an

appropriate error page to the 
lient.

Though some languages return null if no expli
it return statement is used, others return the value of

the last exe
uted operation, whi
h 
ould be a number, whi
h would in turn be
ome an HTTP status


ode for the 
lient. This 
an lead to some very bizarre bugs, as 
lients re
eive apparently random status


odes! It's thus good pra
ti
e to always expli
itly return null in handleDelete, if only to add 
larity to

your 
ode's intent.

If you 
annot handle the operation at the moment, you should return a 202 (�a

epted�) status, signifying that the

operation has been queued for later.

handleGetInfo

Handles HTTP �GET� requests before handleGet (page 36).

This entry point, if it exists, is 
alled before handleGet in order to provide Pruden
e with information required

for 
onditional HTTP requests (page 64). Only if 
onditions are not met�for example if our resour
e is newer

than the version the 
lient has 
a
hed, or the tag has 
hanged�does Pruden
e 
ontinue to handleGet. Using

handleGetInfo 
an thus improve on the gains of 
onditional requests: not only are you saving bandwidth, but you

are also avoiding a potentially 
ostly handleGet 
all. Note that if the 
lient is not doing a 
onditional request, then

handleGetInfo will not be 
alled.

The use of handleGetInfo dis
ussed in detail in the 
a
hing 
hapter (page 65). However, for the sake of 
omple-

tion, here's a referen
e of the supported return types:

• Null: Means that you wish to 
ontinue dire
tly to handleGet.

• Numbers or JVM Date instan
es: Considered as Unix timestamps, and 
onverted into the modi�
ation date

(page 65).

• Strings or Tag instan
es: Considered as HTTP tags (page 65).

• RepresentationInfo instan
es: Returned as is.

Note that even though you 
an only return the modi�
ation date or the tag, it is possible set both together by

returning one and setting the other via the APIs (page 64).

If you implement handleGetInfo, you should be returning the same 
onditional information in your handleGet

implementation, so that the 
lient would know how to tag the data. The return value from handleGetInfo does not,

in fa
t, ever get to the 
lient: it is only used internally by Pruden
e to pro
ess 
onditional requests.
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Template Resour
es

Though espe
ially suitable for web pages (HTML), template resour
es 
an be used for any kind of textual asset.

They are indeed intended and optimized for arbitrary textual formats: HTML, XML, plain text, et
. The design

goal is to make it as easy as possible to generate the text dynami
ally, by allowing developers and designers to mix

stati
 elements with dynami
 elements into a single �le.

Using the default �s
riptlets� parser, this means that the �le is stati
 text optionally embedded with delimited

programming sour
e 
ode�these are the s
riptlets. There are a few built-in short
ut s
riptlets for 
ommon tasks,

and it's also easy to write plugins to implement your own 
ustom short
uts.

The �s
riptlets� parser is intended to be as straightforward and �exible as possible, mimi
king the familiar

paradigm of PHP/ASP/JSP, whi
h allows for raw 
ode that is exe
uted in-pla
e. However, it's possible

to repla
e this parser with your own should you desire. For example, you might prefer de
larative rather

than pro
edural templates (mimi
king the stru
ture of HTML/XML), and rather than have opaquely

delimited areas, you might prefer stru
tural parsing of XML attributes. The parser system is pluggable

and easy to extend.

Whatever parser you use, it will 
ompile the whole �le into one or more �programs� that are exe
uted in sequen
e.

Thus, unlike manual resour
es, template resour
es have no �entry points,� and work in quite a di�erent exe
ution

environment, and indeed ea
h �program� 
an be in a di�erent programming language, allowing for mixed-language

templates.

Con�guration

Add support for template resour
es using the �templates� route type (page 23) in your routing.js, mapping it to a

URI template ending in a wild
ard:

app . route s = {

' /∗ ' : ' templates '

}

The default 
on�guration for �templates� will map all �les from your appli
ation's �/resour
es/� subdire
tory

with the �.t.� pre-extension. Here is the above 
on�guration with all the defaults �eshed out:

app . route s = {

' /∗ ' : {

type : ' templates ' ,

root : ' r e sour
e s ' ,

in
 ludeRoot : [ ' l i b r a r i e s ' , ' i n 
 lude s ' ℄ ,

passThroughs : [ ℄ ,

preExtension : ' t ' ,

t r a i l i n gS l a shRequ i r ed : true ,

defaultDo
umentName : ' index ' ,

de f au l tExtens i on : ' html ' ,


l ientCa
hingMode : ' 
ond i t i ona l ' ,

maxClientCa
hingDuration : −1,


ompress : t rue

}

}

General 
on�guration for templates is in setting.js (page 72), as are the general 
on�guration for 
ode (page 71).

MIME Types and Compression

Pruden
e will handle HTTP 
ontent negotiation for your template resour
es, and will assume a single MIME

type per resour
e. That MIME type is determined by the �lename extension. For example, a resour
e named

�pro�le.t.html� will have the �text/html� MIME type.

Pruden
e re
ognizes many 
ommon �le types by default, but you 
an add your own mappings in you appli
ation's

settings.js, using app.settings.mediaTypes (page 72).

When �
ompress� is true, Pruden
e will negotiate the best 
ompression format (gzip and zip are supported) and


ompress on the �y. Compression 
an be 
on�gured in settings.js (page 72).
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S
riptlets

By default, you 
an use either �<%. . .%>� (ASP/JSP-style) or �<?. . . ?>� (PHP-style) s
riptlet delimiters in your

templates. Note that you 
an only use one or the other, though, in the same template.

The entire template is turned into a single program (or several programs if you are mixing languages: more on

that below): the 
ode between the delimiters is output as-is to the program, while the rest will be printed out. For

example, the following template:

<% f o r ( var x = 0 ; x < 10 ; x++) { %>

<p>This i s a " l i n e "</p>

<% } %>

Will be
ome the following program behind the s
enes:

f o r ( var x = 0 ; x < 10 ; x++) {

pr in t ("<p>This i s a \" l i n e \"</p>")

}

You 
an see the programs generated behind the s
enes by enabling debug mode (page 72).

It's important to emphasize that any 
ode 
an be used in templates: you 
an import libraries, de�ne

fun
tions and 
lasses, et
. It's up to you to de
ide how mu
h and what kind of programming logi
 to use

in templates. There are indeed stri
t 
oding dis
iplines, su
h as MVC, that forbid anything but visual

logi
 in template. See the MVC 
hapter (page 123) for a 
omplete dis
ussion.

You 
an spe
ify the language of the s
riptlet in its opening delimiter:

<%ruby pr in t 1 + 2 %>

Full language names are supported, as above, as well as short
uts that are usually the 
ommon �lename exten-

sions for that language: �rb� for Ruby, �py� for Python, �js� for JavaS
ript, et
.

If the language of a s
riptlet is not spe
i�ed, it will default to the language of the previous s
riptlet, so that you

only need to spe
ify the language if you are 
hanging languages. If the �rst s
riptlet does not spe
ify a language,

it will use the �defaultLanguageTag� setting (page 71). The default for that is JavaS
ript.

Built-In Short
uts

Short
uts use a spe
ial marker after the s
riptlet's opening delimiter.

To output an expression:

<%= x∗2 %>

The above is equivalent to:

<% pr in t ( x∗2) %>

To in
lude another template:

<%& '/ header / ' %>

The above is equivalent to:

<% do
ument . i n
 lude ( ' / header / ' ) ; %>

A short
ut to print out 
onversation.base:

<%.%>

S
riptlet 
omments 
an be used for human-readable explanations, or to temporarily disable s
riptlets:

<%# This s 
 r i p t l e t w i l l be ignored by the par s e r . %>

All the above short
uts work for all supported programming languages, generating sour
e 
ode in that language.

To 
ombine a language spe
i�
ation with a short
ut symbol, put the short
ut symbol �rst :

<%=rb x∗2 %>

A few other built-in short
uts are introdu
ed under inheritan
e (page 41), and it's also possible 
reate your own

short
uts (page 43).
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Fragments

You 
an 
ompose your templates out of reusable �fragments� by pla
ing them in the �/libraries/in
ludes/� dire
tory,

and then in
luding them in other templates using the the �<%&. . .%>� short
ut (or the do
ument.in
lude API

dire
tly). For example, we 
an 
reate this fragment in �/libraries/in
ludes/lists/simple.t.html�:

<l i ><%= l i n e %></l i >

And then use it like so:

<% f o r ( i n t l in l i n e s ) { var l i n e = l i n e s [ l ℄ %>

<%& '/ l i s t s / s imple / ' %>

<% } %>

Fragments don't have to in
lude s
riptlets: they 
an be purely textual. On the other hand, they 
an 
ontain

sophisti
ated 
ode to generate their HTML. Fragments 
an also be nested to any depth: a fragment 
an in
lude

others, those 
an in
lude others, and so on.

Fragments in Pruden
e are not merely �server-side in
ludes�: in fa
t, ea
h fragment is 
a
hed separately,

with its own 
a
he key and 
a
he duration. This allows you to 
reate sophisti
ated and extremely

e�
ient �ne-grained 
a
hing strategies. See the 
a
hing 
hapter (page 60).

To share fragments with all appli
ations, put them in your 
ontainer's �/libraries/pruden
e-in
ludes/� dire
tory.

Files in your appli
ation's �/libraries/in
ludes/� will always override the shared versions.

Blo
ks and Inheritan
e

This feature is very similar to fragments, but 
an be understood as its inverse: rather than inserting a fragment into

the 
urrent lo
ation using �<%&. . .%>�, you de�ne blo
ks that will only later be inserted into a template. Unlike

fragments, blo
ks 
annot be individually 
a
hed, but they 
an otherwise provide additional �exibility in assembling

your page. It's a good idea to use both: blo
ks when you need design �exibility and fragments when you need

�ne-grained 
a
hing.

There are spe
ial s
riptlets for blo
ks. As an example, let's de�ne a blo
k and then in
lude the a
tual template:

<%{ t i t l e %>

<h1>My Ti t l e </h1>

<%}%>

<%& '/ templates /main/ ' %>

The blo
k de�nition is en
losed in �<%{. . .%>� and �<%}%>� s
riptlets: instead of being printed out to the

page, it will be saved for later use. Indeed, the template above generates no a
tual output in itself.

Now, let's see the a
tual template, in �/in
ludes/templates/main.t.html�:

<html>

<body>

<%== t i t l e %>

</body>

</html>

The �<%==. . .%>� s
riptlet is a short
ut to print any 
onversation.lo
al: indeed, our blo
k was sim-

ply a temporary 
apturing of output into a 
onversation.lo
al. Behind the s
enes, blo
ks are simply 
alls to

do
ument.startCapture and do
ument.endCapture.

But what if you want to give the blo
k a default value in the template? There are spe
ial s
riptlets for that,

too. Let's 
hange our �main.t.html�:

<html>

<body>

<%[ t i t l e %>

<h1>Defau l t T i t l e </h1>

<%℄%>

</body>

</html>

The �<%[. . .%>� and �<%℄%>� s
riptlets are like a 
onditional �<%==. . .%>�: the 
ode between them will

not be exe
uted if the 
onversation.lo
al is already de�ned. If it is de�ned, then it will simply be printed out.
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Blo
ks with Arguments You may need blo
ks that 
hange their 
ontent a

ording to external parameters.

Nothing magi
al about these: they are simply fun
tions! For example:

<% fun
 t i on header1 ( 
ontent ) { %>

<h1><%= 
ontent %></h1>

<% } %>

To use it, just 
all it:

<% header1 ( ' Hel lo ' ) ; %>

You 
an send blo
k 
ontent as an argument to the fun
tion:

<%{ myArgument %>

<a hr e f="/">This HTML 
ode w i l l be sent as an argument</a>

<%}%>

<% header1 ( 
onve r sa t i on . l o 
 a l s . get ( 'myArgument ' ) ) ; %>

Templating Languages

S
riptlets 
an be used not only with programming languages, but also with templating languages. Su

in
t and

Velo
ity are both supported. Here's an example using Velo
ity and JavaS
ript together:

<%j s


onve r sa t i on . l o 
 a l s . put ( ' t e s t ' , 'TEST' )

%>

<%ve l o 
 i t y

#ma
ro( h e l l o $name )

<div>Hel lo , $name!</div>

#end

<div>

#he l l o ( ' Mozart ' )

#h e l l o ( ' Ba
h ' )

Here i s a 
onve r sa t i on l o 
 a l : $ ! 
onve r sa t i on . l o 
 a l s . t e s t

</div>

%>

As with programming languages, you will need to install the engine �rst:

s i n 
 e r i t y add v e l o 
 i t y : i n s t a l l

You might prefer to use templating engines independently of template resour
es, as MVC �views.� See the MVC


hapter (page 125) for a guide.

HTML Markup Languages

You 
an also render the following HTML markup language via s
riptlets: Markdown, Con�uen
e, MediaWiki,

TWiki, Tra
 and Textile. Here's a Markdown example:

<html>

<body>

<%md

Our Conferen
e

==============

∗ The f i r s t item o f bus ine s s

∗ The se
ond item o f bus ine s s

%>

</body>

</html>
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As with programming languages, you will need to install the engine �rst:

s i n 
 e r i t y add org . pegdown pegdown : i n s t a l l

Here's a list of pa
kage identi�ers for all supported languages:

Language Identi�er

Markdown org.pegdown pegdown

Con�uen
e org.e
lipse.mylyn wikitext-
on�uen
e

MediaWiki org.e
lipse.mylyn wikitext-mediawiki

TWiki org.e
lipse.mylyn wikitext-twiki

Tra
 org.e
lipse.mylyn wikitext-tra


Textile org.e
lipse.mylyn wikitext-textile

PHP

Of all the supported programming languages, PHP is spe
ial in that it already has a s
riptlet parser. In Pruden
e,

PHP 
ode will work pretty mu
h as is, as it mimi
s the PHP format. You a
tually have the 
hoi
e of using the

standard PHP-style delimiters, �<?. . . ?>�, or the ASP/JSP-style delimiters instead: �<%. . .%>�.

For example:

<?php

f o r ( $ i = 0 ; $ i < 10 ; $ i++) {

pr in t '<p>' . $ i . '</p> ';

}

?>

PHP is spe
ial also in that it is designed for server-side web programming. Thus, though you 
an use all of

Pruden
e's APIs in PHP, Pruden
e also expli
itly supports many of PHP's prede�ned variables as a more standard

alternative:

<?php

pr in t $_GET[ ' id ' ℄

?>

The 
onvention when programming in PHP is to use �.php� extensions for �les, even though the MIME type is

�text/html�. This is easy to a
hieve in Pruden
e by using a �.t.php� for your �les, while also mapping the extension

to the MIME type in your settings.js (page 72):

app . s e t t i n g s = {

. . .

mediaTypes : {

php : ' t ex t /html '

}

}

S
riptlet Plugins

The default �s
riptlets� parser 
omes with various useful short
uts, but it's easy to 
reate your own.

Con�gure your s
riptlet plugins in settings.js (page 72) using a di
t that maps the short
ut 
odes to the library

that will handle them. For this tutorial, we'll de�ne two short
uts in the same library:

app . s e t t i n g s = {

. . .

t emplates : {

p lug in s : {

'_' : '/ p lug in s /
ustom / ' ,

'&? ' : '/ p lug in s /
ustom/ '

}

}

}
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The �_� short
ut will be used to print out lo
alized text strings. The �&?� short
ut will be a 
onditional in
lude.

Let's now implement them in �/libraries/plugins/
ustom.js�:

f un
 t i on hand l eGetS
 r ip t l e t ( 
ode , languageAdapter , 
ontent ) {

i f ( 
ode == '_' ) {

return " pr in t ( app l i 
 a t i on . g l oba l s . get ( ' t ex t . ' + 
onver sa t i on . l o 
 a l s . get ( ' l o 
 a l e ' ) + ' . " + 
ontent . trim ( ) + " ' ) ) ; "

}

e l s e i f ( 
ode == '&? ') {

return " i f ( 
onve r sa t i on . l o 
 a l s . get ( ' in
 lude ')===true ) { do
ument . i n
 lude (" + 
ontent + ") }"

}

return ' '

}

As you 
an see, the �handleGetS
riptlet� fun
tion returns JavaS
ript sour
e 
ode that will be em-

bedded into the generated program. You 
an optionally use the 
ontent of the s
riptlet via the �
on-

tent� param. If you wish to support multiple programming languages, you 
an test for them using �lan-

guageAdapter.attributes.get('language.name')�.

Let's now use our short
uts in a template resour
e:

<%


onver sa t i on . l o 
 a l s . put ( ' l o 
 a l e ' , ' en ' )


onve r sa t i on . l o 
 a l s . put ( ' in
 lude ' , f a l s e )

%>

<p>

How to say " h e l l o " in your language : <%_ bas i 
 . h e l l o %>

</p>

<p>

This fragment w i l l not be in
 luded : <%&? '/ h e l l o / ' %>

</p>

Our �_� short
ut expe
ts 
ertain appli
ation.global de�nitions, so let's de�ne them in our settings.js (page 73):

app . g l oba l s = {

tex t : {

en : {

bas i 
 : {

h e l l o : 'Hi ! '

}

} ,

es : {

bas i 
 : {

h e l l o : ' ½Ho la ! '

}

}

}

}

Some things to note about s
riptlet plugins:

• It's up to you, of 
ourse, to make sure that the 
ode you generate is 
ompilable.

• Plugins are tested for before the built-in short
uts, allowing you to override the built-in ones.

• If you 
hange your plugin 
ode, it will not 
ause all template resour
es that use it to re
ompile. To for
e a

re
ompile, you will need to 
hange the modi�
ation date of those �les, possibly by using the �tou
h� tool (on

*nix).

Stati
 Resour
es

Pruden
e works �ne as a stati
 web server: it's fast, supports non-blo
king 
hunking, and has many useful features

detailed below.
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Of 
ourse, there are servers out there that spe
ialize in serving stati
 �les and might do a better job, but you

might be surprised by how far Pruden
e 
an take you.

Note that if Internet s
alability is really important to you, it's better to even not use a standard web server at

all, but instead rely on a CDN (Content Delivery Network) produ
t or servi
e with true global rea
h.

Con�guration

Add support for stati
 resour
es using the �stati
� route type (page 22) in your routing.js, mapping it to a URI

template ending in a wild
ard:

app . route s = {

' /∗ ' : ' s t a t i 
 '

}

The default 
on�guration for �stati
� will map all �les from your appli
ation's �/resour
es/� subdire
tory, as

well as the 
ontainer's �/libraries/web/� dire
tory. Here is the above 
on�guration with all the defaults �eshed out:

app . route s = {

' /∗ ' : {

type : ' s t a t i 
 ' ,

r oo t s : [

' r e sour
e s ' ,

s i n 
 e r i t y . 
onta ine r . g e t L i b r a r i e sF i l e ( 'web ' )

℄ ,

l i s t i n gA l l owed : f a l s e ,

n e go t i a t e : true ,


ompress : t rue

}

}

Note that the �roots� (pluralized) param is a short
ut to 
reate a 
hain of two �stati
� instan
es. The above is

equivalent to:

app . route s = {

' /∗ ' : [

{ type : ' s t a t i 
 ' , root : ' r e sour
e s ' } ,

{ type : ' s t a t i 
 ' , root : s i n 
 e r i t y . 
onta ine r . g e t L i b r a r i e sF i l e ( 'web ' ) }

℄

}

If you want to also support manual and template resour
es, make sure to 
hain �stati
� after them, so it will


at
h whatever doesn't have the spe
ial �.m.� and �.t.� pre-extensions:

app . route s = {

' /∗ ' : [

'manual ' ,

' templates ' ,

' s t a t i 
 '

℄

}

MIME Types and Compression

When �negotiate� is true, Pruden
e will handle HTTP 
ontent negotiation for your stati
 resour
es, and will assume

a single MIME type per resour
e. That MIME type is determined by the �lename extension. For example, a resour
e

named �logo.png� will have the �image/png� MIME type.

Pruden
e re
ognizes many 
ommon �le types by default, but you 
an add your own mappings in you appli
ation's

settings.js, using app.settings.mediaTypes (page 72).

When �
ompress� is also true, Pruden
e will negotiate the best 
ompression format (gzip and zip are supported)

and 
ompress on the �y. Compression 
an be 
on�gured in settings.js (page 72).
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Client-Side Ca
hing

Pruden
e adds modi�
ation timestamp headers to all stati
 resour
es, whi
h allow 
lients, su
h as web browsers,

to 
a
he the 
ontents and use 
onditional HTTP requests to later 
he
k if the 
a
he needs to be refreshed.

Conditional HTTP is e�
ient and fast, but you 
an go one step further and tell 
lients to avoid even that 
he
k.

Use the �
a
heControl� �lter (page 24) before your �stati
� route type:

app . route s = {

' /∗ ' : {

type : ' 
a
heControl ' ,

mediaTypes : {

' image /∗ ' : '10m' ,

' t ex t / 
ss ' : '10m' ,

' app l i 
 a t i on /x−j a va s 
 r i p t ' : '10m'

} ,

next : ' s t a t i 
 '

}

}

With the above, Pruden
e will ask web browsers to 
a
he 
ommon image types, CSS and JavaS
ript for 10

minutes before sending 
onditional HTTP requests.

Make sure you understand the impli
ations of this: after the 
lient's �rst hit, for 10 minutes it will not be able to

see 
hanges to that stati
 resour
e. The 
lient's web browser would 
ontinue using the older version of the resour
e

until its 
a
he expires.

For a full dis
ussion of 
lient-side 
a
hing, see the 
a
hing 
hapter (page 64).

Bypassing the Client Ca
he There is a widely-used tri
k that lets you use 
lient-side 
a
hing while still letting

you propagate 
hanges immediately. It makes use of the fa
t that the 
lient 
a
he uses the 
omplete URL as the


a
he key, whi
h in
ludes the query matrix. If you use a query param with the URL, the �stati
� resour
e will ignore

it, but the 
lient will still 
onsider it a new resour
e in terms of 
a
hing. For example, let's say you in
lude an

image in an HTML page:

<img s r 
="/media/ logo . png" />

If you made a 
hange to the �logo.png� �le, and you want to bypass the 
lient 
a
he, then just 
hange the HTML

to this:

<img s r 
="/media/ logo . png?_=1" />

Voila: it's a new URL, so older 
a
hed values will not be used. For Pruden
e, the query makes no di�eren
e.

You 
an then simply in
rease the value of the �_� query param every time you make a 
hange.

This tri
k works so well that, if you use it, it's re
ommended that you a
tually ask 
lients to 
a
he these resour
es

forever. �Forever� is not a
tually supported, but it's 
ustomary to use 10 years in the future as a pra
ti
al equivalent.

Use �farFuture� as a short
ut in �
a
heControl�:

app . route s = {

' /∗ ' : {

type : ' 
a
heControl ' ,

mediaTypes : {

' image /∗ ' : ' farFuture '

} ,

next : ' s t a t i 
 '

}

}

Remembering to in
rease the query param in all uses of the resour
e might be too 
umbersome and error-prone.

Consider using the Diligen
e Assets servi
e, or something similar, instead: it 
al
ulates digests for the resour
e �le


ontents and use them as the query param. Thus, any 
hange to the �le 
ontents will result in a new, unique URL.

What happens to 
a
he entries that have been marked to expire in 10 years, but are no longer used by

your site? They indeed will linger in your 
lient's web browser 
a
he. This isn't too bad: web browsers

normally are 
on�gured with a maximum 
a
he size and the disk spa
e will be 
leared and reused if

needed. It's still an inelegant waste, for whi
h unfortunately there is no solution in HTTP and HTML.

46

http://threecrickets.com/diligence/manual/service/assets/


JavaS
ript and CSS Optimization

When writing JavaS
ript 
ode, you likely want to use a lot of spa
ing, indentation and 
omments to keep the 
ode


lear and manageable. You would likely also want to divide a large 
ode base among multiple �les. Unfortunately,

this is not so e�
ient, be
ause 
lients must download these �les.

Pruden
e's �javaS
riptUnifyMinify� �lter (page 24) 
an help. To 
on�gure:

app . route s = {

' /∗ ' : {

type : ' javaS
r iptUni fyMin i f y ' ,

next : ' s t a t i 
 '

}

}

The �lter will 
at
h URLs ending in �/all.js� or �/all.min.js�, the former being uni�ed and the latter uni�ed and

mini�ed. The 
ontents to be used, by default, will be all the �.js� �les under your appli
ation's �/resour
es/s
ripts/�

subdire
tory as well as those under your 
ontainer's �/libraries/web/s
ripts/� dire
tory. The �lter writes out the

generated �all.js� and �all.min.js� �les to �/resour
es/s
ripts/�, and makes sure to update these �les (unifying and

minifying again) if any one of the sour
e �les are 
hanged.

Note that the �les are uni�ed in alphabeti
al order, so make sure to rename them a

ordingly if order of exe
ution

is important.

Here is the above 
on�guration with all the defaults �eshed out:

app . route s = {

' /∗ ' : {

type : ' javaS
r iptUni fyMin i f y ' ,

r oo t s : [

' r e s ou r 
 e s / s 
 r i p t s ' ,

s i n 
 e r i t y . 
onta ine r . g e t L i b r a r i e sF i l e ( 'web ' , ' s 
 r i p t s ' )

℄ ,

next : ' s t a t i 
 '

}

}

For a usage example, let's say we have the following three �les under the appli
ation's subdire
tory:

/ r e s ou r 
 e s / s 
 r i p t s / jquery . j s

/ r e s ou r 
 e s / s 
 r i p t s / jquery . h i g h l i g h t . j s

/ r e s ou r 
 e s / s 
 r i p t s / jquery . popup . j s

Your HTML �les 
an then in
lude something like this:

<head>

. . .

<s 
 r i p t s r 
="/ s 
 r i p t s / a l l . min . j s "></s 
 r i p t >

</head>

Note that the �rst entry in the �roots� array is where the generated �all.js� and �all.min.js� �les are stored.

The �
ssUnifyMinify� �lter (page 24) does the same for CSS �les, with the default roots being the appli
ation's

�/resour
es/style/� subdire
tory and the 
ontainer's �/libraries/web/style/� dire
tory. The relevant �les are �all.
ss�

and �all.min.
ss�. Note, however, that similar fun
tionality is provided by using LESS (page 48).

Here's an example with both �lters 
on�gured:

app . route s = {

' /∗ ' : {

type : ' javaS
r iptUni fyMin i f y ' ,

next : {

type : ' 
 s sUni fyMin i fy ' ,

next : ' s t a t i 
 '

}

}

}
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Usage in HTML:

<head>

. . .

<l i n k r e l="s t y l e s h e e t " type="tex t / 
 s s " h r e f="/ s t y l e / a l l . min . 
 s s " />

</head>

LESS to CSS

LESS is an extended CSS language. It greatly in
reases the power of CSS by allowing for 
ode re-usability, variables

and expressions, as well as nesting CSS. Using the the �less� �lter (page 24) you 
an 
ompile �.less� �les to CSS,

and also apply the same mini�er used by �
ssUnifyMinify� (page 24).

To 
on�gure:

app . route s = {

' /∗ ' : {

type : ' l e s s ' ,

next : ' s t a t i 
 '

}

}

The �lter works by 
at
hing all URLs ending in �.
ss� or �.min.
ss�. It will then try to �nd an equivalent �.less�

�le, and if it does, will 
ompile it and produ
e the equivalent �.
ss� or �.min.
ss� �le. It makes sure to re
ompile if

the sour
e �.less� �le is 
hanged.

For a usage example, let's say we have a �/resour
es/style/dark/main.less� �le the appli
ation's subdire
tory.

Your HTML �les 
an then in
lude something like this:

<head>

. . .

<l i n k r e l="s t y l e s h e e t " type="tex t / 
 s s " h r e f="/ s t y l e /dark/main . min . 
 s s " />

</head>

The �less� �lter 
an be 
on�gured with a �roots� param similarly to the �javaS
riptMinifyUnify� and

�
ssUnifyMinify� (page 47).

See the FAQ (page 98) as to why Pruden
e supports LESS but not SASS.

Other E�e
ts

Be
ause stati
 resour
es don't allow for 
ode (unlike manual and template resour
es), the way to program your own

e�e
ts is to add �lters (page 107).

For example, let's say we want to for
e all �.pdf� �les to be downloadable (by default, web browsers might prefer

to display the �le using a browser plugin). We'll be using the te
hnique des
ribed here (page 58) to 
hange the

response's �disposition�.

Here's our �lter 
ode, in �/libraries/�lters/download-pdf.js�:

f un
 t i on handleAfter ( 
onve r sa t i on ) {

var en t i t y = 
onver sa t i on . response . e n t i t y

i f ( e n t i t y . mediaType . name == ' app l i 
 a t i on /pdf ' ) {

en t i t y . d i s p o s i t i o n . type = ' atta
hment '

}

}

To install it in routing.js:

app . route s = {

' /∗ ' : {

type : ' f i l t e r ' ,

l i b r a r y : '/ f i l t e r s /download−pdf / ' ,

next : ' s t a t i 
 '

}

}
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On-the-Fly Resour
es

You 
an add support for on-the-�y resour
es to your appli
ation via the �exe
ute� route type (page 22). This

powerful�and dangerous�resour
e exe
utes all POST payloads as if they were template resour
es in the appli
a-

tion, and is very useful for debugging (page 86) and maintenan
e.

Another possibly ex
iting use 
ase is to allow an espe
ially ri
h API: instead of exposing your fa
ilities via a

RESTful API, you 
an allow 
ertain 
lients full a

ess to, well, everything. It's hard to re
ommend this usage for

most appli
ations due to its severe se
urity risks, as well as limitations to s
alability, but for some internally running

appli
ations it 
ould prove extremely useful.

Diligen
e 
omes with the 
onsole feature, whi
h o�ers a user-friendly variation of this fun
tionality: it's

a web-based mini-IDE that features persistent programs, JavaS
ript syntax 
oloring, and log tailing/-

�ltering.

To install it, modify your appli
ation's routing.js and 
reate a route for the �exe
ute� type:

app . route s = {

. . .

'/ exe
ute / ' : ' exe
ute '

}

Be
ause it allows exe
ution of arbitrary 
ode, you very likely do not want its URL publi
ly exposed.

Make sure to prote
t its URL on publi
ly available ma
hines!

Example use with 
URL 
ommand line:


 u r l −−data '<% pr i n t l n (1+2) %>' http :// l o 
 a l h o s t :8080/myapp/ exe
ute /

Note that if you use 
URL with a �le, you need to send it as binary, otherwise 
url will strip your newlines:


 u r l −−data−binary �mys
 r ip t f i l e http :// l o 
 a l h o s t :8080/myapp/ exe
ute /

Where �mys
ript�le� 
ould be something like this:

<%

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / templates / ' )

p r i n t l n ( Hel lo , {0} ' . 
a s t ( ' Linus ' ) )

%>

Almost all the usual template resour
e APIs work (with the ex
eption of 
a
hing, whi
h isn't supported):

<%

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / templates / ' )

var name = 
onver sa t i on . query . get ( ' name ' ) | | ' Linus '

p r i n t l n ( ' Hel lo , {0} ' . 
a s t (name ) )

%>

For the above, you 
ould then POST with a query param:


u r l −−data−binary �mys
 r ip t f i l e ' http : // l o 
 a l h o s t :8080/myapp/ exe
ute /?name=Ri
hard '

Note that you 
an, as usual, use s
riptlets in any supported programming language:

<%python

name = 
onver sa t i on . query [ ' name ' ℄ or ' Linus '

p r in t ' Hel lo , %s ' % name

%>

Also note that the default response MIME type is �text/plain�, but you 
an modify it with the


onversation.mediaType APIs:

<%

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / j son / ' )


onve r sa t i on . mediaTypeName = ' app l i 
 a t i on / json '

p r i n t l n ( S i n 
 e r i t y . JSON. to ({ g r e e t i n g : ' Hel lo ' } , t rue ) )

%>
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Java Resour
es

You may prefer to implement some of your manual resour
es dire
tly in Java, by inheriting ServerResour
e, or

perhaps you are relying a JVM library that already 
omes with su
h resour
es. To use them, set them up in your

routing.js via the �resour
e� route type (page 22).

Some notes:

• Sure, Java 
an o�er better performan
e than dynami
 languages, but it's very rare for language performan
e

to be the bottlene
k: 
ommuni
ation with a database server, for example, is orders of magnitude slower.

Don't �drop down� to Java in order to optimize unless you've really 
on�rmed that language performan
e is

a problem.

• Pruden
e's manual resour
es are not merely dynami
-language implementations of ServerResour
e, but also

provide extra features su
h as integrated server-side 
a
hing (page 60). If you swit
h to Java, you would have

to implement su
h features on your own.

Resour
e Type Comparison Table

Manual Template Stati


Supports URI Mapping Yes Yes Yes

Supports URI

Dispat
hing

Yes No No

Filename Extension Determines programming

language

Determines MIME type Determines MIME type

Filename Pre-extension *.m.* *.t.* n/a

Programming Languages Determined by �lename

extension

Determined by s
riptlet

tags (multiple languages

possible per resour
e)

n/a

Content Negotiation Manually determined in

handleInit; multiple

MIME types possible;

multiple 
ompression

types automati
ally

supported and 
a
hed

Single MIME type

determined by �lename

extension; multiple


ompression types

automati
ally supported

and 
a
hed

Single MIME type

determined by �lename

extension; multiple


ompression types

automati
ally supported

Server-Side Ca
hing Manual (via API) Automati
 (determined

by server-side 
a
hing)

n/a

Client-Side Ca
hing Manual (via API) Automati
 (determined

by server-side 
a
hing)

Can be added with

Ca
heControlFilter

Web Data

This 
hapter deals with sending and re
eiving data to and from the 
lient (as well as external servers) via REST,

fo
using espe
ially on the parti
ulars for HTTP and HTML. It does not deal with storing data in ba
kend databases.

Pruden
e is a minimalist RESTful platform, not a data-driven web framework, though su
h frameworks

are built on top of it. Che
k out our Diligen
e, whi
h is a full-blown framework based on Pruden
e and

MongoDB. You may also be interested in the Model-View-Controller (MVC) 
hapter (page 123), whi
h

guides you through an approa
h to integrating data ba
kends.

URLs

The simplest way in whi
h a 
lient sends data to the server is via the URL. The main part of the URL is parsed by

Pruden
e and used for routing (page 21), but some of it is left for your own uses.

Generally, the whole or parts of the request URL 
an be a

essed via the 
onversation.referen
e API.
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Query Parameters

This is the matrix of parameters after the �?� in the URI.

For example, 
onsider this URL:

http :// mysite . org/myapp/ user ?name=Albert%20E ins t e in&enabled=true

Note the �%20� URI en
oding for the spa
e 
hara
ter. Query params will be automati
ally de
oded by Pruden
e.

In JavaS
ript, you 
an use Pruden
e.Resour
es.getQuery API:

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var query = Pruden
e . Resour
es . getQuery ( 
onversat ion , {

name : ' text ' ,

enabled : ' bool '

})

In the 
ase of multiple params with the same name, the API would return the �rst param that mat
hes the

name. Otherwise, you 
an also retrieve all values into an array:

var query = Pruden
e . Resour
es . getQuery ( 
onversat ion , {

name : ' t ex t [ ℄ ' ,

enabled : ' bool '

})

Low Level For non-JavaS
ript you 
an use the lower-level 
onversation.query API:

var query = {

name : 
onve r sa t i on . query . get ( ' name ' ) ,

enabled : 
onve r sa t i on . query . get ( ' enabled ' ) == ' true '

}

Use 
onversation.queryAll if you need to �nd multiple params with the same name.

Captured Segments

Variables in the URI template (page 21) you 
on�gured in routing.js will be 
aptured into 
onversation.lo
als (page

82). Note that you 
an also interpolate the 
aptured variables into the target URI (page 114).

The Wild
ard

If you've 
on�gured a URI template with a wild
ard (page 21) in routing.js, you 
an a

ess the �*� value using


onversation.wild
ard. Note that you 
an also interpolate the wild
ard into the target URI (page 112).

Fragments

This is whatever appears after the �#� in the URI. Note that for the web fragments are only used for response

URLs : those sent from the server to the 
lient. This is enfor
ed: web browsers will normally strip fragments before

sending URLs to the server, but the server 
an send them to web browsers. They are 
ommonly used in HTML

an
hors:

<a name="top" /><h1>This i s the top !</h1>

<p>Cl i
k <a h r e f="#top">here</a> to go to the top</p>

But you 
an also use them in redire
ts (page 54):


onve r sa t i on . r ed i r e 
 tSeeOther ( 
onve r sa t i on . base + '#top ' )
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Request Payloads

These are used in �POST� and �PUT� verbs.

In JavaS
ript, you 
an use Pruden
e.Resour
es.getEntity API to extra
t the data in various formats:

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var data = Pruden
e . Resour
es . getEnt i ty ( 
onversat ion , ' j son ' )

Otherwise, you 
an use the lower-level 
onversation.entity API:

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / j son / ' )

var t ex t = 
onver sa t i on . en t i t y . t ex t

var data = S i n 
 e r i t y .JSON. from ( tex t )

Note that if the payload 
omes from a HTML �post� form, better APIs are available (page 55).

MIME Types

If you wish to support multiple request payload MIME types, be sure to 
he
k before retrieving:

var type = 
onver sa t i on . en t i t y . mediaType . name

i f ( type == ' app l i 
 a t i on / json ' ) {

var data = Pruden
e . Resour
es . getEnt i ty ( 
onversat ion , ' j son ' )

. . .

} e l s e i f ( type == ' image/png ' ) {

var data = Pruden
e . Resour
es . getEnt i ty ( 
onversat ion , ' binary ' )

. . .

}

Consumption

Note that you 
an only retrieve the request payload on
e. On
e the data stream is 
onsumed, its data resour
es are

released. Thus, the following would result in an error:

p r in t ( 
onve r sa t i on . en t i t y . t ex t )

p r in t ( 
onve r sa t i on . en t i t y . t ex t )

The simple solution is retrieve on
e and store in a variable:

var t ex t = 
onver sa t i on . en t i t y . t ex t

pr in t ( t ex t )

p r in t ( t ex t )

Parsing Formats

Whi
h formats 
an Pruden
e parse, and how well?

This depends on whi
h programming language you're using: for example, both Python and Ruby both 
ome with

basi
 JSON support in their standard libraries, and Python supports XML, as well. Sin
erity provides JavaS
ript

with support for both. Of 
ourse, you 
an install libraries that handle these and other formats, and even use JVM

libraries.

For other formats, you may indeed need to add other libraries.

A de
ent starting point is Restlet's e
osystem of extensions, whi
h 
an handle several data formats and


onversions. However, these are likely more useful in pure Java Restlet programming, where they 
an

plug into Restlet's sophisti
ated annotation-based 
onversion system. In Pruden
e, you will usually be

applying any generi
 parsing library to the raw textual or binary data. Still, the Restlet extensions are

useful for response payloads (page 57).
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Cookies

Cookies represent a small 
lient-side database, whi
h the server 
an use to retrieve or store per-
lient data. Not all


lients support 
ookies, and even those that do (most web browsers) might have the feature disabled, so it's not

always a good idea to rely on 
ookies.

From the Client

Retrieve a spe
i�
 
ookie from those the 
lient sent you a

ording to its name using 
onversation.getCookie:

var s e s s i o n = 
onver sa t i on . getCookie ( ' s e s s i on ' )

i f ( nu l l !== s e s s i o n ) {

pr in t ( s e s s i o n . va lue )

}

Or use 
onversation.
ookies to iterate through all available 
ookies.

The following attributes are available:

• name: (read only)

• version: (integer) per a spe
i�
 
ookie

• value: textual, or text-en
oded binary data (note that most 
lients have stri
t limits on how mu
h total data

is allowed to be stored in all 
ookies per domain)

• domain: the 
lient should only use the 
ookie with this domain and its subdomains (web browsers will not

let you set a 
ookie for a domain whi
h is not the domain of the request or a subdomain of it)

• path: the 
lient should only use the 
ookie with URIs that begin with this path (�/�, the default, would mean

to use it with all URIs)

To the Client

You 
an ask that a 
lient modify any of the 
ookies you've retrieved from it, upon a su

essful response, by 
alling

the �save� method:

var s e s s i o n = 
onver sa t i on . getCookie ( ' s e s s i on ' )

i f ( nu l l !== s e s s i o n ) {

s e s s i o n . va lue = ' newsess ion '

s e s s i o n . save ( )

}

Ask the 
lient to 
reate a new 
ookie using 
onversation.
reateCookie:

var s e s s i o n = 
onver sa t i on . 
reateCookie ( ' s e s s i on ' )

s e s s i o n . va lue = ' newsess ion '

s e s s i o n . save ( )

Note that 
reateCookie will retrieve the 
ookie if it already exists.

When sending 
ookies to the 
lient, you 
an set the following attributes in addition to those mentioned above,

but note that you 
annot retrieve them later:

• maxAge: age in se
onds, after whi
h the 
lient should delete the 
ookie; maxAge=0 deletes the 
ookie

immediately, while maxAge=-1 (the default) asks the 
lient to keep the 
ookie only for the duration of the

�session� (this is de�ned by the 
lient; for most web browsers this means that the 
ookie will be deleted when

the browser is 
losed)

• se
ure: true if the 
ookie is meant to be used only in se
ure 
onne
tions (defaults to false)

• a

essRestri
ted: true if the 
ookie is meant to be used only in authenti
ated 
onne
tions (defaults to false)

• 
omment: some 
lients store this, some dis
ard it

You 
an ask the 
lient to delete a 
ookie by 
alling its �delete� method. Note that this is identi
al to setting

maxAge=0 and 
alling �save�.
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Se
urity Con
erns

You should never store any unen
rypted se
ret data in 
ookies: though web browsers attempt to �sandbox� 
ookies,

making sure that only the server (�domain�) that stored them 
an retrieve them, they 
an be hija
ked by other

means. Better yet, don't store any se
rets in 
ookies, even if en
rypted, be
ause even en
ryptions 
an be ha
ked.

A 
autious ex
eption 
an be made for short-term se
rets: for example, if you store a session ID in a 
ookie, make

sure to expire it on the server so that it 
annot be used later by a ha
ker.

A separate se
urity 
on
ern for users is that 
ookies 
an be used to surreptitiously tra
k user a
tivity. This

works be
ause any resour
e on a web page�even an image hosted by an advertising 
ompany�
an use 
ookies,

and 
an also tra
k your 
lient's IP address. Using various heuristi
s it is possible to identify individual users and

tra
k parts of their browser history.

Be
ause of these se
urity 
on
erns, it is re
ommended that you devise a �
ookie poli
y� for users and make it

publi
, assuming you require the use of 
ookies for your site. In parti
ular, let users know whi
h 3rd-party resour
es

you are in
luding in your web pages that may be storing 
ookies, and for what purpose.

Cookies are a se
urity 
on
ern for you, too: you 
annot expe
t all your 
lients to be standard, friendly web

browsers. Clients might not be honoring your requests for 
ookie modi�
ations, and might be sending you 
ookies

that you did not ask them to store.

Be 
areful with 
ookies! They are a ha
ker's playground.

Custom Headers

The most 
ommonly used request and response HTTP headers are supported by Pruden
e's standard APIs. For ex-

ample: 
onversation.disposition, 
onversation.maxAge and 
onversation.
lient. However, Pruden
e also let's you use

other headers, in
luding your 
ustom headers, via 
onversation.requestHeaders and 
onversation.responseHeaders.

Note that you must use Pruden
e's standard APIs for headers if su
h exist: these APIs will only work for additional

headers.

These APIs both return a Series obje
t. (You usually won't need to a

ess the elements dire
tly, but in 
ase

you do: they are Header obje
ts.) An example of fet
hing a request header:

var host = 
onver sa t i on . requestHeaders . g e tF i r s tVa lue ( ' Host ' )

An example of setting a response header:


onve r sa t i on . responseHeaders . s e t ( 'X−Pingba
k ' , ' http : // mysite . org/pingba
k / ' )

Redire
tion

Client-side redire
tion in HTTP is handled via response headers.

By Routing

If you need to 
onstantly redire
t a spe
i�
 resour
e or a URI template, you should 
on�gure it in your routing.js,

using the �redire
t� route type (page 23):

app . route s = {

. . .

'/ images /∗ ' : '>/media/{ r r } '

}

Note that in this example we interpolated the wild
ard (page 112).

By API

You 
an also redire
t programmati
ally by using the 
onversation.redire
tPermament,


onversation.redire
tSeeOther or 
onversation.redire
tTemporary APIs:


onve r sa t i on . r ed i r e 
 tSeeOther ( 
onve r sa t i on . base + '/ help / ' )

Note that if you redire
t via API, the 
lient will ignore the response payload if there is one.
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In HTML

We're mentioning this here only for 
ompletion: via HTML, redire
tion is handled entirely in the web browser, with

no data going to/from the server. A template resour
e example:

Go <a hr e f="<%.%>/e l s ewhere/">elsewhere</a>.

Server-Side Redire
tion

In Pruden
e, this is 
alled �
apturing� (page 27) and has parti
ular use 
ases. (It 
an indeed be 
onfusing that this

fun
tionality is often grouped together with 
lient-side redire
tion.)

HTML Forms

HTML's �form� tag works in two very di�erent modes, depending on the value of its �method� param:

• �get�: The form �elds are all turned into query params and appended to the �a
tion� URL. It is important

to remember that an HTTP �GET� is idempotent and should not be used to store new data, but rather as a

way to represent existing data in a parti
ular way. A
tually, �get� forms are not that useful, and are mostly

an odd lega
y from the early days of the World Wide Web, where �GET� was the only the supported HTTP

verb on some platforms. See query parameters (page 51) for handling.

• �post�: The form �elds are a
tually en
oded in the same way that query params are, but instead of being

a�xed to the URL, they are sent as the payload with an �appli
ation/x-www-form-urlen
oded� MIME type.

Though you 
an of 
ourse a

ess this payload dire
tly (page 52), it is re
ommended to use the spe
ialized

APIs detailed here.

Example form:

<form a
t i on="<%.%>/user /" method="post">

<p>Name : <input type="tex t " name="name"></p>

<p>Enabled : <input type="rad io " name="enabled " va lue="true"></p>

<p>Disab led : <input type="rad io " name="enabled " va lue=" f a l s e "></p>

<p><button type="submit">Send</button></p>

</form>

In JavaS
ript, you 
an use Pruden
e.Resour
es.getForm API:

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var form = Pruden
e . Resour
es . getForm ( 
onversat ion , {

name : ' text ' ,

enabled : ' bool '

})

In the 
ase of multiple �elds with the same name, the API would return the �rst �elds that mat
hes the name.

Otherwise, you 
an also retrieve all values into an array:

var form = Pruden
e . Resour
es . getForm ( 
onversat ion , {

name : ' t ex t [ ℄ ' ,

enabled : ' bool '

})

Low Level For non-JavaS
ript you 
an use the lower-level 
onversation.form API family:

var form = {

name : 
onve r sa t i on . form . get ( ' name ' ) ,

enabled : 
onve r sa t i on . form . get ( ' enabled ' ) == ' true '

}

Use 
onversation.formAll if you need to �nd multiple �elds with the same name.
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A

epting Uploads

HTML supports �le uploads using forms and the ��le� input type. However, the default �appli
ation/x-www-form-

urlen
oded� MIME type for forms will not be able to en
ode �les, so you must 
hange it to �multipart/form-data�.

For example:

<form a
t i on="<%.%>/user /" method="post " en
type="mult ipart /form−data">

<p>Name : <input type="tex t " name="name"></p>

<p>Upload your avatar ( an image f i l e ) : <input name="avatar " type=" f i l e " /></p>

<p><button type="submit">Send</button></p>

</form>

Pruden
e has �exible support for handling uploads: you 
an 
on�gure them to be stored in memory, or to disk.

See the appli
ation 
on�guration guide (page 72).

You 
an a

ess the uploaded data using the 
onversation.form API family. Here's a rather sophisti
ated example

for displaying the uploaded �le to the user:

<%

var name = 
onver sa t i on . form . get (name ' )

var tmpAvatar = 
onver sa t i on . form . get ( ' avatar ' ) . f i l e

// The metadata s e r v i 
 e 
an prov ide us with a de f au l t ex t ens i on f o r the media type

var mediaType = 
onver sa t i on . form . get ( ' avatar ' ) . mediaType

var ex t ens i on = app l i 
 a t i on . app l i 
 a t i on . metadataServi
e . getExtens ion (mediaType )

// We w i l l put a l l avatars under the "/ r e s ou r 
 e s / avatars /" d i r e 
 to ry , so that they

// 
an be v i s i b l e to the world

var avatars = new F i l e ( do
ument . sour
e . basePath , ' avatars ' )

avatars . mkdirs ( )

var avatar = new F i l e ( avatars , name + ' . ' + extens i on )

// Move the f i l e to the new l o 
 a t i o n

tmpAvatar . renameTo( avatar )

%>

<p>Here ' s the avatar you uploaded , <%= name %></p>

<img s r 
="<%.%>/avatars/<%= avatar . name %>" />

Response Payloads

This se
tion is mostly appli
able to manual resour
es (page 35), although it 
an prove useful to a�e
t the textual

payloads of template resour
es (page 39). For stati
 resour
es (page 44), the response payloads are of 
ourse the


ontents of the resour
e �les.

Two important notes:

• Pruden
e 
an automati
ally 
a
he your response payloads (page 60). Upon a su

essful 
a
he hit, Pruden
e

will in fa
t bypass exe
ution of (most of) your 
ode.

• If you are using your resour
es internally, it's possible to improve performan
e by avoiding serialization (page

115).

Textual and Binary Payloads

Template resour
es (page 39) might seem to always return textual payloads. A
tually, by default they will negotiate

a 
ompression format, whi
h if sele
ted will result in a binary: the 
ompressed version of the text. But all of that

is handled automati
ally by Pruden
e for that highly-optimized use 
ase.

For manual resour
es (page 35), you 
an return any arbitrary payload by simply returning a value in handleGet,

handlePost or handlePut. Both strings and JVM byte arrays are supported. A textual example:

fun
 t i on handleGet ( 
onve r sa t i on ) {

return 'My payload '

}
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A binary example:

do
ument . r e qu i r e ( ' / s i n 
 e r i t y /jvm/ ' )

fun
 t i on handleGet ( 
onve r sa t i on ) {

var payload = S i n 
 e r i t y .JVM. newArray (10 , ' byte ' )

f o r ( var i = 0 ; i < 10 ; i++) {

payload [ i ℄ = i

}

return payload

}

Note that if you return a number, it will be treated spe
ially as an HTTP status 
ode. If you wish to return the

number as the 
ontent of a textual payload, simply 
onvert it to a string:

fun
 t i on handleGet ( 
onve r sa t i on ) {

return St r ing (404)

}

If you wish to set both the payload and the status 
ode, use an API for either one. Here well use the


onversation.status API family. Note that if your status 
ode is an error status 
ode, you'll also want to bypass

this error page using 
onversation.statusPassthrough:

fun
 t i on handleGet ( 
onve r sa t i on ) {


onve r sa t i on . statusCode = 404


onver sa t i on . s tatusPassthrough = true

return 'Not found ! '

}

Alternatively, we 
an use the 
onversation.setResponseText or 
onversation.setResponseBinary:

fun
 t i on handleGet ( 
onve r sa t i on ) {


onve r sa t i on . setResponseText ( ' Not found ! ' , nu l l , nu l l , nu l l )


onve r sa t i on . s tatusPassthrough

return 404

}

Binary Streaming Streaming using ba
kground tasks (page 101) is not dire
tly supported by Pruden
e as of

version 2.0. However, this feature is planned for a future version, depending on support being added to Restlet.

Restlet Data Extensions

Instead of returning a string or a byte array, you 
an return an instan
e of any 
lass inheriting from Representation.

Restlet 
omes with a few basi
 
lasses to get you started. Here's a rather boring example:

fun
 t i on handleGet ( 
onve r sa t i on ) {

return new org . r e s t l e t . r e p r e s en t a t i on . S t r ingRepre s en ta t i on ( 'My payload ' )

}

Where Restlet really shines is in its e
osystem of extensions, whi
h 
an handle several data formats and 
on-

versions. For these extensions to work, you will need to install the appropriate library in your 
ontainer's �/li-

braries/jars/� dire
tory, as well as all dependent libraries. Please refer to the Restlet distribution for 
omplete

details.

Note that you 
an also set the response via the 
onversation.response.entity API:

var payload = new org . r e s t l e t . r e p r e s en t a t i on . S t r ingRepre s en ta t i on ( 'My payload ' )


onve r sa t i on . response . e n t i t y = payload

Or via the 
onversation.setResponseText API short
ut:


onve r sa t i on . setResponseText ( 'My payload ' , nu l l , nu l l , nu l l )
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Overriding the Negotiated Format

The response payload's MIME type and language have likely been sele
ted for you automati
ally by Pruden
e,

via HTTP 
ontent negotiation, based on the list of preferen
es you set up in handleInit. However, it's possible to

override these values via the 
onversation.mediaType and 
onversation.language API families. This should be done

sparingly: 
ontent negotiation is the preferred RESTful me
hanism for determining the response format, and the

negotiated values should be honored. However, it 
ould be useful and even ne
essary to override it if you 
annot

use 
ontent negotiation, whi
h might be the 
ase if your 
lients don't support it, and yet you still want to support

multiple formats.

In this example, we'll allow a �format=html� query param to override the negotiated MIME type:

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t /html ' )


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

i f ( 
onve r sa t i on . query . get ( ' format ' ) == ' html ' ) {


onve r sa t i on . mediaTypeName = ' t ex t /html '

}

return 
onve r sa t i on . mediaTypeName == ' tex t /html ' ?

'<html><body>My page</body></html>' :

'My page '

}

An example of overriding the negotiated language:

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByNameWithLanguage ( ' t ex t /html ' , ' en ' )


onve r sa t i on . addMediaTypeByNameWithLanguage ( ' t ex t /html ' , ' f r ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

i f ( 
onve r sa t i on . query . get ( ' language ' ) == ' f r ' ) {


onve r sa t i on . languageName = ' f r '

}

i f ( 
onve r sa t i on . languageName == ' f r ' ) {

. . .

}

e l s e {

. . .

}

}

Note that these APIs works just as well for template resour
es, though again 
ontent negotiation should be

preferred.

Under the Hood When the MIME type is �appli
ation/internal�, Pruden
e is a
tually wrapping your return

value in an InternalRepresentation. You 
an also 
onstru
t it expli
itly (page 57):

re turn new 
om . t h r e e 
 r i 
 k e t s . pruden
e . u t i l . I n t e rna lRepre s en ta t i on ( data )

Note that, of 
ourse, if you return an instan
e of a 
lass inheriting from Representation, Pruden
e will dete
t

this and not wrap it again in an InternalRepresentation.

Browser Downloads

You 
an 
reate browser-friendly downloadable responses using the 
onversation.disposition API. Here's an example

using a manual resour
e:
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f un
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t /
sv ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var 
sv = ' Item , Cost , Sold , P r o f i t \n '


sv += 'Keyboard , $10 . 0 0 , $16 . 0 0 , $6 .00\n '


sv += 'Monitor , $80 . 0 0 , $120 . 0 0 , $40 .00\n '


sv += 'Mouse , $5 . 0 0 , $7 . 0 0 , $2 .00\n '


sv += ' , , Total , $48 .00\n '


onve r sa t i on . d i s p o s i t i o n . type = ' atta
hment '


onve r sa t i on . d i s p o s i t i o n . f i l ename = ' b i l l . 
sv '

re turn 
sv

}

Most web browsers would re
ognize the MIME type and ask the user if they would prefer to either download

the �le with the suggested �bill.
sv� �lename, or open it in a supporting appli
ation, su
h as a spreadsheet editor.

Note that the disposition is not 
a
hed. If you wish to use this feature, you need to disable 
a
hing on

the parti
ular resour
e.

External Requests

Pruden
e uses the Restlet library to serve RESTful resour
es, but 
an also use it to 
onsume them. In fa
t, the


lient API ni
ely mirrors the server API.

Note that Pruden
e 
an also handle internal REST requests without going through HTTP or obje
t serialization.

There is an entire internal URI-spa
e (page 114) at your �ngertips.

It's not a good idea to send an external request while handling a user request, be
ause it 
ould potentially


ause a long delay and hold up the user thread. It would be better to use a ba
kground task (page 101).

A possible ex
eption is requests to servers that you 
ontrol yourself, and that represent a subsystem

of your appli
ation. In that 
ase, you should still use short timeouts (page 60) and fail qui
kly and

gra
efully.

For our examples, let's get information about the weather on Mars from MAAS.

In JavaS
ript, you 
an use the powerful Pruden
e.Resour
es.request API:

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var weather = Pruden
e . Resour
es . r eque s t ({

u r i : ' http : //marsweather . ingeno logy . 
om/v1/ l a t e s t / ' ,

mediaType : ' app l i 
 a t i on / json '

})

i f ( nu l l !== weather ) {

pr in t ( 'The max temperature on Mars today i s ' + weather . r epor t .max_temp + ' degrees ' )

}

The API will automati
ally 
onvert the response a

ording to the media type. In this 
ase, we requested

�appli
ation/json�, so the textual response will be 
onverted from JSON to JavaS
ript native data. The API will

also automati
ally follow redire
ts.

Payloads sent to the server, for the �POST� and �PUT� verbs, are also automati
ally 
onverted:

var newUser = Pruden
e . Resour
es . r eque s t ({

u r i : ' http : // mysite . org/ user /newton / ' ,

method : ' put ' ,

mediaType : ' app l i 
 a t i on / json ' ,

payload : {

type : ' j son ' ,

va lue : {

name : ' Isaa
 ' ,

ni
knames : [ ' Izzy ' , ' Za
ky ' , ' S i r ' ℄
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}

}

})

Read the API do
umentation 
arefully, as it supports many useful parameters.

Low Level For non-JavaS
ript you 
an use the lower-level do
ument.external API:

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / j son / ' )

var r e sour
e = do
ument . e x t e rna l ( ' http : //marsweather . ingeno logy . 
om/v1/ l a t e s t / ' , ' a pp l i 
 a t i on / json ' )

r e s u l t = re sour
e . get ( )

i f ( nu l l !== r e s u l t ) {

weather = S i n 
 e r i t y . JSON. from ( r e s u l t . t ex t )

p r in t ( 'The max temperature on Mars today i s ' + weather . r epor t .max_temp + ' degrees ' )

}

Timeout

Surprisingly, you 
annot set the timeout per request, but instead you need to 
on�gure the timeout globally for the

HTTP 
lient (page 120). This is due to a limitation in Restlet that may be �xed in the future.

Se
ure Requests

These APIs support se
ure requests to �https:� servers. Su
h requests rely on the JVM's built-in authorization

me
hanism. Like most web browsers, the JVM re
ognizes the 
ommon Internet 
erti�
ate authorities. This means

that if you're using your own self-
reated keys, that don't use an approved 
erti�
ate, you need to spe
ify these

keys via a �trust store� for the JVM. For an example, see se
ure servers (page 118) in the 
on�guration 
hapter.

RESTful Files

The same APIs 
an be used to easily a

ess resour
es via the ��le:� pseudo-proto
ol. Let's read a JSON �le:

var data = Pruden
e . Resour
es . r eque s t ({

f i l e : '/tmp/weather . json ' ,

mediaType : ' app l i 
 a t i on / json '

})

The above is simply a short
ut to this:

var data = Pruden
e . Resour
es . r eque s t ({

u r i : ' f i l e :/// tmp/weather . json ' ,

mediaType : ' app l i 
 a t i on / json '

})

You 
an even �PUT� new �le data, and �DELETE� �les using this API.

Ca
hing

The State of the Art

Doing 
a
hing right is far from trivial: it's mu
h more than just storing data in a key-value store, whi
h is what

most web platforms o�er you.

Pruden
e's 
a
hing me
hanism features the following:

• Template-based 
a
he key generation with support for 
ustom plugins. This allows you full �exibility in


a
hing data that varies per external and internal 
onditions.

• Fully integrated with 
lient-side 
a
hing: uses 
onditional HTTP requests to make sure 
lients don't download

data they already have, while guaranteeing that they will download newer versions of the data. This enhan
es

the user experien
e (faster responses) while saving you on bandwidth.
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• Allows tagging of 
a
he entries, so that whole swaths of the 
a
he 
an be invalidated at on
e just by spe
ifying

a tag.

• Tiered 
a
hing strategies: allows 
haining 
a
he ba
kends in sequen
e, su
h that faster ba
kends 
an be pla
ed

before slower ones.

• Pruden
e 
a
hes 
ompressed (gzip and DEFLATE) representations separately, allowing you to save pre
ious

CPU 
y
les on the server.

• Not just pages: Pruden
e 
a
hes your web APIs, too, with all the same features mentioned above.

• For page 
a
hing, Pruden
e 
a
hes in
luded fragments individually, allowing for �ne-grained 
ontrol over

whi
h parts of the page are 
a
hed. With smart use of 
a
he key templates, you 
an optimize page 
a
hing

to perfe
tion.

But what's really great about Pruden
e is how easy it is to use these features: in most 
ases 
a
hing is pretty mu
h

automati
. When you need to 
ustomize, the API is 
lear and easy to use.

Server-Side Ca
hing

Five of the 
a
hing APIs are in the �
a
hing� namespa
e, and one is in �appli
ation�.

For template resour
es, you may 
all these APIs anywhere on the page, but for manual resour
es they should

be 
alled in handleInit (page 36).


a
hing.duration

Spe
i�es the duration of 
a
he entries in millise
onds. Set this to a greater-than-zero value to enable 
a
hing on

the 
urrent resour
e. The default is zero, meaning that 
a
hing is disabled.

You 
an set this value to a either a number or a string (page 70). For example, �1.5m� is 90000 millise
onds.

Note, though, they when you read the value, it will always be numeri
 (a long integer data type).

On
e enabled, every in
oming request will have a 
a
he key generated for it based on the 
a
he key template,

plus 
ompression information. Pruden
e will attempt to fet
h the 
a
he entry from the 
a
he, and if it's still valid,

will display it to the user (this is 
alled a �
a
he hit�). If there is no 
a
he entry, or it's invalid, Pruden
e will run

the resour
e as usual (this is 
alled a �
a
he miss�), and then store a new 
a
he entry via the key.

Compression is handled spe
ially: if the requested 
ompressed 
a
he entry does not exist, then Pruden
e will

attempt to fet
h the un
ompressed 
a
he entry. If that exists, Pruden
e would simply 
ompress it and store the


ompressed version so that 
ompression 
ould be avoided in the future. In the debug headers, this would appear

as a �hit;en
ode� event. Likewise, when storing a new 
ompressed 
a
he entry (during a �miss�), Pruden
e a
tually

stores both the 
ompressed version as well as the un
ompressed version.

See the API do
umentation for more details.

A Little Bit of Ca
hing Goes a Long Way Remarkably, even a very small 
a
he duration of just a se
ond or

two 
an be immensely bene�
ial. It will ensure that if you're bombarded with a sudden upsurge of user requests to

the resour
e, your appli
ation won't 
ollapse. The 
ost is often very mu
h worth it: having the �freshness� of your

data being delayed by just a few se
onds is usually not a big deal.

It's Not Always Worth It It's important to remember that 
a
hing is not always faster than fully generating

the page. Ca
hing ba
kends are generally very fast, but they still introdu
e overhead. So, just like in any s
enario,

avoid premature optimization and ben
hmark your resour
es to be sure that 
a
hing would indeed improve your

performan
e and s
alability.

Ca
hing Forever? You might think that your invalidation s
heme is so perfe
t that there's no reason to ever

have your 
a
he entries expire. Well, think again: without a 
lear expiration time, your 
a
he would 
ontinue

growing forever. Finite durations thus allow for a way for the 
a
he to re
y
le.
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a
hing.tags

Tags are simple strings that you 
an asso
iate with a resour
e's 
a
he entries, whi
h 
an then be used to invalidate

all entries belonging to a parti
ular tag. You may add as many tags as you wish:


a
h ing . tags . add ( ' blog ' )


a
h ing . tags . add ( ' news . ' + newsDate )

Note that tags are asso
iated with all 
a
he entries based on the resour
e, whatever their �nal 
a
he key.

See the API do
umentation for more details.


a
hing.keyTemplate

The 
a
he key template is a string with variables delimited in 
urly bra
kets that is 
ast into a 
a
he key per request.

The variables are elaborated in the 
hapter on string interpolation (page 111), and are essentially the same as those

used for URI templates. However, Pruden
e also lets you install plugins (page 62) to support your own spe
ialized

template variables. You 
an debug the 
a
he key template by using the 
a
hing debug headers (page 72).

See the API do
umentation for more details.

Pruden
e's default 
a
he key template is sensible enough for most s
enarios: �{ri}|{dn}|{nmt}|{nl}|{ne}�. You


an 
hange it in your settings.js (page 72). Let's break it down:

• The �ri� variable is 
ast to the entire 
lient URI, while �dn� is the do
ument (�le) name.

• It's a 
onvention in Pruden
e, but not a requirement, to use �|� as a separator of 
a
he key elements, be
ause

it's a 
hara
ter that won't be used by most template variables.

• �dn� makes sure that dynami
 
aptures (page 26) and other server-side redire
tions would still be 
a
hed

uniquely: the same URI might rea
h a di�erent do
ument depending on an external fa
tor.

• �nmt�, �nl� and �ne� all make sure that we have a di�erent key per negotiated format.

• Pay spe
ial attention to �ne�: if you are supporting 
ompression, you will need it in your 
a
he key templates.

Be
ause Pruden
e usually handles 
ompression automati
ally for you, it's easy to forget this important vari-

able.

The above is a good 
a
he key template, but you may want to modify it. Here are two 
ommon reasons:

Per-User Ca
hing A 
ommon s
enario is for a resour
e to be generated di�erent a

ordingly to the logged-in

user. You would thus want to in
lude a user identi�er in the 
a
he key. To do this, you would likely need to

write a plugin (page 62) to interpolate that identi�er. You 
a
he key template 
ould then look something like

�{ri}|{uid}|{MT}|{L}�, where �uid� is handled by your plugin.

Ca
hing Fragments You might be in
luding the same fragment in many pages, but the fragment in fa
t will be

mostly identi
al. In this 
ase, you 
an optimize by using a shorter 
a
he key, su
h that the fragment would be 
a
hed

only on
e for all in
lusions. You would thus not want to use �ri�. A simple example would be �{dn}|{MT}|{L}�.

This 
an also be used in 
onjun
tion with per-user 
a
hing: for example, if you want to 
a
he the same fragment

per-user, it would be �{dn}|{uid}|{MT}|{L}�. Note that fragments are never 
ompressed, so you don't need �{ne}�.

Generally, 
reating the best key template involves a deli
ate balan
e between on the one hand making sure that

di�ering data is indeed 
a
hed separately, while on the other hand making sure that you're not needlessly 
a
hing

the same data more than on
e.


a
hing.keyTemplatePlugins

This powerful feature allows you to interpolate your own 
ustom values into 
a
he keys. While this does mean that

some 
ode will be run for every request, even for 
a
he hits, it gives you the opportunity to write e�
ient, fast 
ode

that is used only for handling 
a
hing.

A 
ommon s
enario requiring a key template plugin is to interpolate a user ID. We'd install it like so:


a
h ing . keyTemplatePlugins . put ( ' uid ' , '/ p lug in s / s e s s i o n / ' )
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The above means that existen
e of a �uid� variable in a key template would trigger the invo
ation of the

�/plugins/session/� library to handle it.

A
tually, Pruden
e also allows you to install key template plugins by 
on�guring them in your appli
ation's

settings.js (page 72). In that 
ase, the plugin would be installed for all resour
es:

app . s e t t i n g s = {

. . .


ode : {


a
heKeyTemplatePlugins : {

uid : '/ p lug in s / s e s s i o n / '

}

}

}

The implementation of the plugin, however, would be the same however we install it. Our plugin would be in

�/libraries/plugins/session.js�:

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / ob j e 
 t s / ' )

fun
 t i on hand l e I n t e rpo l a t i on ( 
onversat ion , v a r i a b l e s ) {

f o r ( var v in v a r i a b l e s ) {

var va r i ab l e = va r i a b l e s [ v ℄

i f ( v a r i ab l e == ' uid ' ) {

var s e s s i onCook i e = 
onver sa t i on . getCookie ( ' s e s s i on ' )

i f ( S i n 
 e r i t y . Obje
ts . e x i s t s ( s e s s i onCook i e ) ) {

var s e s s i o n = ge tS e s s i on ( s e s s i onCook i e . va lue )

i f ( S i n 
 e r i t y . Obje
ts . e x i s t s ( s e s s i o n ) ) {


onve r sa t i on . l o 
 a l s . put ( ' uid ' , s e s s i o n . getUser Id ( ) )

}

}

}

}

}

fun
 t i on g e tS e s s i on ( s e s s i o n I d ) {

. . .

r e turn s e s s i o n

}

Implementation notes:

• The entry point is �handleInterpolation�, and a

epts as arguments the 
urrent 
onversation as well as an

array of the variables to interpolate. Pruden
e makes sure to optimize these 
all by gathering into the array

only those variables a
tually used in the key template. Of 
ourse, it would not 
all your plugin at all if the

variables are not present. Also, no 
a
he key 
asting would be done at all if 
a
hing.duration is zero. (This

makes it very safe to install the plugin for all resour
es in setting.js, knowing that it would never be 
alled

unless ne
essary.)

• In this implementation, we're assuming that a 
ookie named �session� is sent with the session ID. We would

then have some fun
tionality in getSession to retrieve a session obje
t.

• The interpolation �tri
k� is to set up our variable as a 
onversation.lo
al. Be
ause 
onversation.lo
als are

interpolated as is (page 114), we've e�e
tively allowed the 
a
he key template to be 
orre
tly 
ast.

See the API do
umentation for more details.

An Optimization In the above example, we are retrieving the session in order to dis
over the user ID, an

operation that 
ould potentially be 
ostly. Consider that if we have a 
a
he miss, then the session might be

retrieved again in the implementation of the resour
e.

It's easy to optimize for this situation by storing the session as a 
onversation.lo
al, su
h that it would be

available in the resour
e implementation. We'd modify our above plugin 
ode like so:
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i f ( S i n 
 e r i t y . Obje
ts . e x i s t s ( s e s s i o n ) ) {


onve r sa t i on . l o 
 a l s . put ( ' s e s s i on ' , s e s s i o n )


onve r sa t i on . l o 
 a l s . put ( ' uid ' , s e s s i o n . getUser Id ( ) )

}

Then, in our resour
e implementation, would 
ould 
he
k to see if this value is present:

var s e s s i o n = 
onver sa t i on . l o 
 a l s . get ( ' s e s s i on ' )

i f ( ! S i n 
 e r i t y . Obje
ts . e x i s t s ( s e s s i o n ) ) {

var s e s s i onCook i e = 
onver sa t i on . 
 ook i e s . get ( ' s e s s i on ' )

i f ( S i n 
 e r i t y . Obje
ts . e x i s t s ( s e s s i onCook i e ) ) {

s e s s i o n = ge tS e s s i on ( s e s s i onCook i e . va lue )

}

}


a
hing.key

This is a read-only value, meant purely for debugging purposes. By logging or otherwise displaying it, you 
an see

the 
a
he key that Pruden
e would use for the 
urrent resour
e. Would is the key quali�er here: of 
ourse, your


ode displaying the 
a
he key won't a
tually be run in the 
ase of a 
a
he hit.

Another way to see the 
a
he key is to enable the 
a
hing debug headers (page 72).

See the API do
umentation for more details.

appli
ation.
a
he

You'll most likely want to use this API to invalidate a 
a
he tag:

app l i 
 a t i on . 
a
he . i n v a l i d a t e ( ' blog ' )

See the API do
umentation for more details.

Ba
kends

See the 
on�guration 
hapter (page 121) for a full guide to 
on�guring your tiered 
a
hing ba
kends. Pruden
e


omes with many powerful options.

Client-Side Ca
hing

Many HTTP 
lients, an in parti
ular web 
lients, 
an 
a
he results lo
ally. A
tually, HTTP spe
i�es two di�erent


a
hing modes:

• Conditional mode: Here, the 
lient 
a
hes the downloaded data, but 
he
ks with the server to make sure

new data is not available. If new data is not available, then the 
a
hed data is used, otherwise it is downloaded.

Remarkably, this is done in a single step: the HTTP headers returned from the server provide the ne
essary

information about the freshness of the data, and if there is no need to download, then the 
lient will stop

there. The request will end with a 304 �not modi�ed� HTTP status 
ode. Pruden
e provides you with various

tools to optimize 
onditional HTTP, so that you 
an be sure to do only the minimal amount of work ne
essary

for the 
he
k.

• O�ine mode: Here, the 
lient is told expli
itly not to 
he
k with the server for a 
ertain amount of time.

Obviously, this provides the best possible performan
e and user experien
e: no network 
hatter is ne
essary.

But, also obviously, this means that during that period there is no way for your appli
ation to push new data

to the 
lient. Pruden
e provides you with tools for using o�ine mode, but you should use it with 
are.

Automati
 Client-Side Ca
hing

Here's the good news: if you're using server-side 
a
hing, then 
lient-side 
a
hing in 
onditional mode is enabled

for you automati
ally, by default, for the 
a
hed resour
es. Moreover, Pruden
e will 
ompute the expiration times

a

ordingly and spe
i�
ally per request. For example, if you are 
a
hing a parti
ular resour
e for 5 minutes, and

a 
lient tries to a

ess that resour
e for the �rst time after 1 minute has passed sin
e the 
a
he entry was stored,
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then the 
lient will be told to 
a
he the resour
e for 4 minutes. After those 4 minutes have passed, the 
lient won't

need to do a 
onditional HTTP request: it knows that it would need new data.

Automati
 
lient-side 
a
hing applies to both template and manual resour
es.

Changing the Mode If you wish, you may 
hange the default mode from 
onditional to o�ine in your routing.js:

app . route s = {

. . .

{

type : ' templates ' ,


l ientCa
hingMode : ' o f f l i n e ' ,

maxClientCa
hingDuration : '30m'

}

}

Note that �maxClientCa
hingDuration� only has an e�e
t in o�ine mode: it provides a 
ertain safety 
ap against

too-long 
a
he durations. The default is -1, whi
h means this 
ap is disabled.

Just make sure you understand the impli
ations of o�ine mode: you will not be able to push 
hanges to the


lient for the 
a
hed duration. You 
an also turn o� 
lient-side 
a
hing by setting �
lientCa
hingMode� to �disabled�.

Stati
 Resour
es You 
an add automati
 
lient-side 
a
hing to stati
 resour
es, too (page 46).

Manual Client-Side Ca
hing

If you're not using Pruden
e's automati
 
a
hing, you 
an still bene�t from 
lient-side 
a
hing by using the APIs.

For 
onditional mode, you have the option of using modi�
ation timestamps and/or tags:

• 
onversation.modi�
ationTimestamp: The 
lient will 
ompare the modi�
ation timestamp it stored with its


a
hed entry to this.

• 
onversation.tagHttp: The 
lient will 
ompare the tag it stored with its 
a
hed entry to this.

For o�ine mode:

• 
onversation.maxAge: The 
lient will not 
onta
t your server regarding the resour
e until this number of

se
onds has passed.

• 
onversation.expirationTimestamp: Similar to �maxAge�, but using an expli
it expiration time. Note that

if both are set, most 
lients will treat �maxAge� as superseding �expirationTimestamp�. (�maxAge� was

introdu
ed in HTTP/1.1, �expirationTimestamp� is from HTTP/1.0.)

Manual Ain't Easy Note that though the APIs are very simple, leveraging them is not trivial, and may require

you to design your data stru
tures and subsystems with signi�
ant thought towards 
lient-side 
a
hing.

For example, storing a modi�
ation timestamp within a single database entry is simple enough, but what if your

�nal data is a
tually the result of a 
omplex query using from several entries? You 
ould potentially use the latest

modi�
ation date of all of them: but, as you 
an see, 
al
ulating it 
an qui
kly get 
ompli
ated and ine�
ient.

Sometimes it might make sense to a
tually �bubble� modi�
ation dates upwards to all a�e
ted database entries as

soon as you modify them: it would make your save operations heavier, but it 
ould very well be worth it for greater

s
alability and an improved user experien
e.

In some 
ases, 
al
ulating a tag might be less 
ostly than keeping tra
k of modi�
ation timestamps. For some

data stru
tures, tags may even be provided for you as a byprodu
t of how they work: key hashes, serial IDs,


he
ksums, et
., are all great 
andidates for tags.

Optimizing the Server Conditional mode 
an improve the 
lient experien
e, but it 
an improve the server

experien
e, too.

Pruden
e, using a great feature of the Restlet library, lets you 
reate the 
onditional HTTP headers and return

them to the 
lient without generating the response. Thus, only if the 
onditional request 
ontinues would your

response generation 
ode be 
alled. This feature is internally used by Pruden
e's automati
 
a
hing, but you 
an

also use it yourself in manual resour
es, using the �handleGetInfo� entry point.

Here's an example�not the most e�
ient one, but it will demonstrate the �ow:

65

http://threecrickets.com/api/javascript/?namespace=conversation&item=conversation.modificationTimestamp
http://threecrickets.com/api/javascript/?namespace=conversation&item=conversation.tagHttp
http://threecrickets.com/api/javascript/?namespace=conversation&item=conversation.maxAge
http://threecrickets.com/api/javascript/?namespace=conversation&item=conversation.expirationTimestamp


f un
 t i on handleGetInfo ( 
onve r sa t i on ) {

var id = 
onver sa t i on . l o 
 a l s . get ( ' id ' )

var data = fet
hDataFromDatabase ( id )


onve r sa t i on . l o 
 a l s . put ( ' data ' , data )

return data . getModif i
at ionTimestamp ( )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var data = getData ( 
onve r sa t i on )


onve r sa t i on . modif i
ationTimestamp = data . getModif i
at ionTimestamp ( )

return S i n 
 e r i t y .JSON. to ( data )

}

fun
 t i on getData ( 
onve r sa t i on ) {

var data = 
onver sa t i on . l o 
 a l s . get ( ' data ' )

i f ( ! S i n 
 e r i t y . Obje
ts . e x i s t s ( data ) ) {

var id = 
onver sa t i on . l o 
 a l s . get ( ' id ' )

data = fet
hDataFromDatabase ( id )

}

return data

}

fun
 t i on fet
hDataFromDatabase ( id ) {

. . .

}

As you 
an see, we're storing the fet
hed data in a 
onversation.lo
al, so that if handleGet is 
alled after

handleGetInfo, we would not have to a

ess the database twi
e.

What have we a

omplished in this example? Not that mu
h: all we've done is avoided JSON serialization for

those 
onditional requests that stop at handleGetInfo. A worthwhile little optimization, to be sure, but not one

with very dramati
 e�e
ts. It might be more e�e
tive in 
ases in whi
h we had other heavy pro
essing in handleGet

that 
ould be avoided.

The handleGetInfo tri
k really shines when you have a short
ut to a

essing the modi�
ation date or the tag.

Consider as a 
ommon example the a way a �lesystem works: you 
an fet
h the �le modi�
ation date with one

system API 
all, without a
tually opening the �le for reading its 
ontents, whi
h would of 
ourse be a mu
h 
ostlier

operation. Using handleGetInfo with that API would be able to a�e
t a 
ru
ial (even ne
essary!) optimization.

Indeed, that's how stati
 resour
es (page 44) work internally.

But how would you implement this with a database server? Most database servers don't allow for su
h short
uts:

sure, you 
ould only fet
h the modi�
ation date 
olumn from a row for handleGetInfo, but it would be ine�
ient if

soon after you would also need to fet
h the rest of the 
olumns. It would be more e�
ient to just fet
h the entire

row at on
e, and so you're ba
k to our non-dramati
 optimization from before.

What you 
ould do, however, is 
a
he only the modi�
ation dates separately in a spe
ialized ba
kend that is

mu
h lighter and faster than the database server, for example Hazel
ast or mem
a
hed. Here's how it might look:

fun
 t i on handleGetInfo ( 
onve r sa t i on ) {

var id = 
onver sa t i on . l o 
 a l s . get ( ' id ' )

var modif i
ationTimestamp = fet
hTimestampFromCa
he( id )

return S i n 
 e r i t y . Obje
ts . e x i s t s ( modif i
ationTimestamp ) ? modif i
ationTimestamp : nu l l

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var data = fet
hDataFromDatabase ( 
onve r sa t i on )


onve r sa t i on . modif i
ationTimestamp = data . getModif i
at ionTimestamp ( )

storeTimestampInCa
he ( id , data . getModif i
at ionTimestamp ( ) )

return S i n 
 e r i t y .JSON. to ( data )

}

fun
 t i on fet
hDataFromDatabase ( id ) {
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. . .

}

fun
 t i on fet
hTimestampFromCa
he( id ) {

return 
onve r sa t i on . d i s t r i bu t edG loba l s . get ( ' timestamp : ' + id )

}

fun
 t i on storeTimestampInCa
he ( id , timestamp) {


onve r sa t i on . d i s t r i bu t edG loba l s . put ( ' timestamp : ' + id , timestamp)

}

As you 
an see, the optimization won't be e�e
tive unless the 
a
he is warm. Thus, to make it truly e�e
tive,

you would need a spe
ial subsystem to warm up the 
a
he in the ba
kground. . .

Wel
ome to the world of high-volume web! The solutions for massive s
alability are rarely trivial. While

Pruden
e 
an't provide you with automation for every s
enario, at least it provides you with the tools on whi
h

you 
an build 
omprehensive solutions. With 
areful planning, you 
an go very far indeed.

In summary, before you go ahead and provide a handleGetInfo entry point for every resour
e you 
reate, 
onsider:

1. It 
ould be that you don't need this optimization. Make sure, �rst, that you've a
tually identi�ed a problem

with performan
e or s
alability, and that you've tra
ed it to handleGet on this resour
e.

2. It 
ould be that you won't gain anything from this optimization. Ca
hes and other optimizations along the

route between your data and your 
lient might already be doing a great job at keeping handleGet as e�
ient

as it 
ould be. If not, improving them 
ould o�er far greater bene�ts overall than a 
omplex handleGetInfo

me
hanism.

3. It 
ould be that you'll even hurt your s
alability! The reason is that an e�
ient handleGetInfo implementation

would need some me
hanism in pla
e to tra
k of data modi�
ation, and this me
hanism 
an introdu
e overhead

into your system that 
auses it to s
ale worse than without your handleGetInfo.

See �S
aling Tips� (page 156) for a thorough dis
ussion of the problem of s
alability.

Bypassing the Client-Side Ca
he

A devilishly useful aspe
t of 
lient-side 
a
hing is that the 
a
he key is the entire URL, in
luding the query. This

means that by simply adding a query parameter (whi
h you otherwise ignore in your server-side handling), you 
an

for
e the 
lient to fet
h new data, even when using o�ine mode 
a
hing for that resour
e.

Of 
ourse, you 
an't use this tri
k unless you 
an 
ontrol the URLs whi
h the 
lient uses. Lu
kily, this is exa
tly

what you 
an do in HTTP: see the stati
 resour
es guide (page 46) for a 
omprehensive dis
ussion.

Two Client-Side Ca
hing Strategies

The default Pruden
e appli
ation template is 
on�gured with minimal 
lient-side 
a
hing, whi
h is suitable for

development deployments. However, on
e you are ready to move your appli
ation to produ
tion or staging, you

will likely want a more robust 
a
hing strategy.

We will here present two 
ommon strategies, and dis
uss the pros and 
ons of ea
h. They are intended as polar

opposites, though you may very well 
hoose a strategy somewhere in between.

Paranoid: Short-Term Ca
hing This is a great strategy if you're not feeling very 
on�dent about managing


a
hing in your appli
ation logi
. Perhaps you have too many di�erent kinds of pages requiring di�erent 
a
hing

strategies. Perhaps you 
an't maintain the stri
t dis
ipline required for more aggressive 
a
hing, due to a qui
kly


hanging appli
ation stru
ture (�agile�?) or third-party 
onstraints.

If you're in that boat, short-term 
a
hing is re
ommended over no 
a
hing at all, be
ause it would still o�er

better performan
e and s
alability. Be
ause 
a
hing is short-term, any mistakes you make won't last for very long,

and 
an qui
kly be �xed.

How short a term depends on two fa
tors: 1) usage patterns for your web site, and 2) the 
ontent update

frequen
y. For example, if a user tends to spend about an hour browsing your site, then a one-hour 
a
hing

duration makes sense: the 
lient would only have a slightly slower page load at the beginning of the visit.

Our strategy would then be to:
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• Use 
onditional 
a
hing mode for manual and template resour
es. (This is the default.) This would guarantee

that we 
an always push 
hanges to users even when 
a
hed.

• Use o�ine 
a
hing mode for stati
 resour
es 
ommonly used in web pages, for 1 hour. Sure, we won't be able

to push 
hanges for those resour
es in that hour, but by the next time the user visits our site, they should be

OK. Within that hour, they would get ex
ellent performan
e.

Here's an example routing.js:

app . route s = {

' /∗ ' : [

. . .

'manual ' , // 
l ientCa
hingMode : 
 ond i t i ona l

' templates ' , // 
l ientCa
hingMode : 
 ond i t i ona l

{

type : ' 
a
heControl ' ,

mediaTypes : {

' image /∗ ' : '1h ' ,

' t ex t / 
ss ' : '1h ' ,

' a pp l i 
 a t i on /x−j a va s 
 r i p t ' : '1h '

} ,

next : {

type : ' l e s s ' ,

next : ' s t a t i 
 '

}

}

. . .

Con�dent: Long-Term Ca
hing For long-term 
a
hing to work, you must have good systems in pla
e for

bypassing the 
a
he when ne
essary:

• For the stati
 resour
e assets used in your HTML pages, you must be able to 
hange the URLs when the

resour
e 
ontents 
hange. See the dis
ussion in the stati
 resour
es guide (page 46). With su
h a system in

pla
e, you 
ould 
a
he these resour
es forever!

• Your HTML template pages 
an be 
a
hed o�ine, too, but this means two things:

� You are sure that you won't have to push 
hanges to the 
lient very soon. For example, if you allow your

home page to be 
a
hed o�ine for an hour, the browser won't have to hit your site at all when returning

to the home page! You'd likely still want to set the 
a
he durations for su
h pages to a short-term time,

though, be
ause you would, of 
ourse, eventually want to push 
hanges.

� You 
an 
a
he HTML o�ine while still allowing yourself an opportunity to push modi�
ations to the


lient, by using JavaS
ript (or browser plugins, if you must). For example, even while your home page is


a
hed o�ine, a JavaS
ript ba
kground routine in it might be pulling data from you and modifying that

page a

ordingly.

Our strategy would then be to:

• Enable o�ine 
a
hing mode for template resour
es. Per resour
e, we would have to 
arefully 
onsider what

a reasonable 
a
hing duration would be. It should usually be the average length of a user visit to our site,

and probably should not ex
eed 24 hours: at least if the users revisit our page the next day, they'll see our

updated 
hanges.

• Set o�ine 
a
hing for stati
 resour
es 
ommonly used in web pages to the far future. This means that we

must assume that we 
an never push 
hanges for a URL, and thus must 
hange the URLs when the 
ontent


hanges.

Here's an example routing.js:
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app . route s = {

' /∗ ' : [

. . .

'manual ' , // 
l ientCa
hingMode : 
 ond i t i ona l

{

type : ' templates ' ,


l ientCa
hingMode : ' o f f l i n e '

} ,

. . .

{

type : ' 
a
heControl ' ,

mediaTypes : {

' image /∗ ' : ' farFuture ' ,

' t ex t / 
ss ' : ' farFuture ' ,

' a pp l i 
 a t i on /x−j a va s 
 r i p t ' : ' farFuture '

} ,

next : {

type : ' l e s s ' ,

next : ' s t a t i 
 '

}

} ,

. . .

Con�guring Appli
ations

Pruden
e appli
ations live in their own subdire
tory under �/
omponent/appli
ations/�. The subdire
tory name

itself 
an be 
onsidered a setting, as it is used as a default identi�er for the appli
ation in various use 
ases.

Pruden
e uses �
on�guration-by-s
ript� almost everywhere: 
on�guration �les are true JavaS
ript sour
e 
ode,

meaning that you 
an do pretty mu
h anything you need during the bootstrap pro
ess, allowing for dynami



on�gurations that adjust to their deployed environments.

Pruden
e, as of version 2.0, does not support live re-
on�guring of appli
ations. You must restart

Pruden
e in order for 
hanged settings to take hold. The one ex
eption is 
rontab (page 105): 
hanges

there are pi
ked up on-the-�y on
e per minute.

Overview

The subdire
tory 
ontains �ve main 
on�guration �les:

• settings.js: This required �le, detailed in this 
hapter, in
ludes settings used by Pruden
e as well as your

own 
ustom settings (page 73).

• routing.js: This required �le de�nes the appli
ation's URI-spa
e (page 20).

• 
rontab: This optional �le de�nes regularly s
heduled ba
kground tasks (page 105).

• default.js: This required �le is used to load the other 
on�guration �les above. You should not normally

need to edit this �le, but feel free to examine it to understand the appli
ation bootstrapping pro
ess.

settings.js

If you use the default template with the �sin
erity pruden
e 
reate� 
ommand, you should get a setting.js �le that

looks something like this:

app . s e t t i n g s = {

d e s 
 r i p t i o n : {

name : 'myapp ' ,

d e s 
 r i p t i o n : ' Ske le ton f o r myapp app l i 
a t i on ' ,
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author : 'The Author ' ,

owner : 'The Pro je
t '

} ,

e r r o r s : {

debug : true ,

homeUrl : ' http : // t h r e e 
 r i 
 k e t s . 
om/pruden
e / ' ,


onta
tEmai l : ' i n f o�th r e e 
 r i 
 k e t s . 
om '

} ,


ode : {

l i b r a r i e s : [ ' l i b r a r i e s ' ℄ ,

d e f r o s t : true ,

minimumTimeBetweenValidityChe
ks : '1 s ' ,

defaultDo
umentName : ' de f au l t ' ,

d e f au l tExtens i on : ' j s ' ,

defaultLanguageTag : ' j a va s 
 r i p t ' ,

sour
eViewable : t rue

} ,

templates : {

debug : t rue

} ,


a
h ing : {

debug : t rue

} ,

uploads : {

root : ' uploads ' ,

s i z eThre sho ld : '0kb '

} ,

mediaTypes : {

php : ' t ex t /html '

} ,

l o gg e r : 'myapp '

}

Numeri
 Short
uts

Time durations are in millise
onds and data sizes in bytes. But these 
an be spe
i�ed as either numbers or strings:

• Durations: numeri
ally as millise
onds, or using 'ms', 's', 'm', 'h' or 'd' su�xes for millise
onds, se
onds,

minutes, hours or days. Fra
tions 
an be used, and are rounded to the nearest millise
ond, for example:

�1.5d�.

• Data sizes: numeri
ally as bytes, or using 'b', 'kb', 'mb', 'gb' or 'tb' su�xes. Magnitude uses the binary

rather than de
imal system: 1kb = 1024b. Fra
tions 
an be used, and are rounded to the nearest byte, for

example: �1.5mb�.

You 
an a

omplish the same tri
k for your own 
ode using Sin
erity.Lo
alization.toMillise
onds and

Sin
erity.Lo
alization.toBytes.

app.settings.des
ription

Information here is meant for humans.

• name: if not spe
i�ed, will default to the appli
ation's subdire
tory name

• des
ription: a senten
e or a senten
e fragment des
ribing the appli
ation

• author: the name of 
ompany or individual who made the appli
ation

• owner: the proje
t to whi
h the appli
ation belongs
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This information appears in the Pruden
e Administration appli
ation, and you may a

ess it yourself using the

appli
ation.appli
ation.name, appli
ation.appli
ation.des
ription, et
., APIs.

app.settings.errors

Con�gure Pruden
e's error handling behavior here.

• debug: Boolean value; when true enables various useful debugging features detailed below; should be set

to false for produ
tion deployments

• debugHeader: sets this HTTP header to �error� when the debug page is displayed; defaults to �X-Debug�;

set to null if you don't want the header to be used; only relevant when �debug� is true

• homeUrl: a web URL, displayed in the default error page template

• 
onta
tEmail: an email address, displayed in the default error page template

Note that you 
an route your own error pages in routing.js (page 30) to repla
e the default template. If you

wish to use the values you set here in your template, use the appli
ation.appli
ation.statusServi
e.homeRef and

appli
ation.appli
ation.statusServi
e.
onta
tEmail APIs.

Un
aught Ex
eption Debugging

Un
aught ex
eptions in your 
ode will automati
ally set the HTTP response status 
ode to 500 (�internal server

error�), but here you 
an 
on�gure the 
ontent of that response.

When �debug� is true, Pruden
e will return a very detailed HTML debug page (page 90). Be
ause this might

reveal your appli
ation's internal data, make sure to set �debug� to false for produ
tion deployments.

When �debug� is false, the default error template page will be displayed.

app.settings.
ode

Here you 
an 
ontrol how Pruden
e deals with your 
ode:

• libraries: An array of paths where importable libraries will be found. If relative, they will be based on the

appli
ation's root subdire
tory.

• defrost: When true will attempt to �defrost� manual and template resour
es under the �/resour
es/� subdi-

re
tory. Defrosting means pre-parsing and sometimes pre-
ompiling the 
ode: this allows for faster startup

times on �rst hits to these resour
es. Note that defrosting is not pre-heating: the former only pre-
ompiles,

the latter a
tually does a �GET� on your resour
es, whi
h would ensure that servi
es used by your resour
es

are also warmed up. See app.preheat (page 33). The default value for this setting is true.

• minimumTimeBetweenValidityChe
ks: S
ripturian makes sure to reload (and thus re-
ompile) 
ode if

the sour
e �les are 
hanged, for whi
h it 
ompares the �le's modi�
ation dates to the 
a
hed values. For high-

volume deployments, this might involve 
onstantly 
he
king the �lesystem, potentially resulting in performan
e

problems on some operating systems. This value allows you to enfor
e a delay between these 
he
ks. It's a

good idea to set it to anything greater than zero. The default value for this setting is 1 se
ond.

• defaultDo
umentName: When a do
ument name spe
i�es to a dire
tory, S
ripturian will internally 
hange

the spe
i�
ation to a do
ument with this name in the subdire
tory (ex
luding the extension). For example, if

the value is �default� and you are 
alling �do
ument.require('/mylibrary/')� and �/libraries/mylibrary/� is a

dire
tory, the it would spe
ify �/libraries/mylibrary/default.*�. The default value for this setting is �default�.

• defaultExtension: If more than one �le in a dire
tory has the same name but di�erent extensions, then

this extension will be preferred. For example, if the value is �js� and a dire
tory has both �mylibrary.js� and

�mylibrary.py�, then the former �le will be preferred. The default value for this setting is �js�.

• defaultLanguageTag: If a s
riptlet tag does not spe
ify a language, then this value will be the default. The

default value for this setting is �javas
ript�.
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app.settings.templates

Con�gure templates resour
es (page 39) here.

• debug: Boolean value; when true, under your 
ontainer's �/
a
he/s
ripturian/� dire
tory you will see the

generated sour
e 
ode for ea
h s
riptlet resour
e. The �lenames will in
lude the timestamp for their 
reation,

so you 
an see all versions of 
ode that were 
reated.

• parser: The parser name; allows you to 
hange the default s
riptlets parser to your own 
ustom S
ripturian

parser; defaults to �s
riptlets�

• plugins: Con�gure s
riptlet plugins (page 43) here

app.settings.
a
hing

Con�gure 
a
hing (page 60) here.

• debug: Boolean value; when true, spe
ial HTTP response headers will be added for 
a
hed resour
es:

� X-Ca
he: the 
a
hing event; either �hit�, �hit;en
ode� or �miss�

� X-Ca
he-Expiration: a timestamp in standard HTTP format

� X-Ca
he-Key: the 
a
he key (see also the 
a
hing.key API)

� X-Ca
he-Tags: 
omma-separated list of 
a
he tags

• defaultKeyTemplate: Allows you to set the default 
a
hing.keyTemplate (page 62) for all resour
es. If not

spe
i�ed, will be �{ri}|{dn}�.

• keyTemplatePlugins: A di
t mapping 
a
he key template variable names to plugin library names. Allows

you to install key template plugins for all resour
es in the appli
ation. See the 
a
hing.keyTemplatePlugins

API (page 62) for more information.

app.settings.
ompression

Global settings for resour
e 
ompression. Note that 
ompression 
an be turned on or o� per individual resour
e

type.

• sizeThreshold: Responses smaller than this will not be 
ompressed. Defaults to 1024.

• ex
lude: An array of MIME types that will be additionally ex
luded from 
ompression. Note that several


ommon types are automati
ally ex
luded, spe
i�
ally 
ompressed ar
hive and media formats.

app.settings.uploads

Con�gure �le upload behavior (page 56) here.

• root: This is where uploaded �les are stored. If relative, it will be based on the appli
ation's root subdire
tory.

• sizeThreshold: The �le upload me
hanism 
an optimize by 
a
hing small �les in memory instead of saving

them to disk. Only if �les are greater in size will be they be stored. Set to zero to save all �les to disk.

app.settings.mediaTypes

This di
t maps �lename extensions to MIME types.

Pruden
e re
ognizes many 
ommon �le types by default: for example, �png� is mapped to �image/png�. However,

using this setting you 
an de�ne additional mappings or 
hange the default ones. Note that ea
h �lename extension


an be mapped to one and only one MIME type.

This setting is used mostly for textual (page 39) and stati
 resour
es (page 45). For example, a template resour
e

named �person.t.html� will have the default �text/html� MIME type (whi
h you 
an 
hange in s
riptlet 
ode via

the 
onversation.mediaType APIs), and a stati
 resour
e named �logo.png� will have the �image/png� MIME type.

For manual resour
es, you de�ne their supported MIME types manually in handleInit (page 36). There, you


an refer to MIME types dire
tly via the 
onversation.addMediaTypeByName API, or you 
an look them up from

this setting using the 
onversation.addMediaTypeByExtension API.

An example:
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app . s e t t i n g s = {

. . .

mediaTypes : {

webm : ' v ideo/webm' ,

msh : 'model/mesh '

}

}

Note for PHP: You may noti
e that the �default� template's settings.js sets the �text/html� MIME

type for the �php� extension. The reason for this is that �.php� �les you put in resour
es are usually

expe
ted to output HTML. You may 
hange if you require a di�erent behavior.

app.settings.distributed

Con�gure 
lusters (page 135) here. These settings are for the usage of Hazel
ast.

• appli
ationInstan
e: The name of the Hazel
ast �appli
ation� instan
e. De-

faults to �
om.three
ri
kets.pruden
e.appli
ation�. Can be a

essed at runtime via the

appli
ation.hazel
astAppli
ationInstan
e API.

• globals: The name of the Hazel
ast map used for the appli
ation.distributedGlobals API (page 81). De-

faults to �
om.three
ri
kets.pruden
e.distributedGlobals.[name℄�, where �name� is the appli
ation's subdire
-

tory name.

• sharedGlobals: The name of the Hazel
ast map used for the appli
ation.distributedSharedGlobals API

(page 81). Defaults to �
om.three
ri
kets.pruden
e.distributedSharedGlobals�.

• taskInstan
eSharedGlobal: The name of the appli
ation.sharedGlobal (page 81) in whi
h the Hazel
ast

�task� instan
e is stored. If there is nothing in that shared global, then the �task� instan
e will be identi
al to

the �appli
ation� instan
e. Defaults to �
om.three
ri
kets.pruden
e.hazel
ast.taskInstan
e�. Can be a

essed

at runtime via the appli
ation.hazel
astTaskInstan
e API.

• exe
utorServi
e: The name of the Hazel
ast exe
utor servi
e used for the distributed task APIs (page 103).

Defaults to �default�. Can be a

essed at runtime via the appli
ation.hazel
astExe
utorServi
e API.

To learn how to 
on�gure general Hazel
ast settings, see the 
on�guration guide (page 116).

app.settings.logger

Set this string to override the default logger name. If not set, it will be the name of the appli
ation's subdire
tory.

The a
tual logger name will be this value pre�xed with �pruden
e.�.

See the logging 
hapter (page 86) for a 
omplete dis
ussion.

app.globals

Use this for 
ustom settings for your appli
ation: values here will be
ome appli
ation.globals (page 80) when your

appli
ation is running. Note that Pruden
e also supports lo
alized settings via inversion of 
ontrol (page 110).

This di
t is ��attened� using dot separators. For example, the following:

app . g l oba l s = {

database : {

d r i v e r : 'mysql ' ,

t ab l e : {

db : 'myapp ' ,

name : ' users '

}

}

}

. . . would be interpreted as if it were:
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app . g l oba l s = {

' database . dr iver ' : 'mysql ' ,

' database . t ab l e . db ' : 'myapp ' ,

' database . t ab l e . name ' : ' users '

}

In your 
ode, you would a

ess these values using the appli
ation.globals API:

var d r i v e r = app l i 
 a t i on . g l oba l s . get ( ' database . dr iver ' )

To set appli
ation.sharedGlobals (page 81) you 
an use a 
ustom servi
e (page 121).

Lazy Initialization

Lazy initialization allows you to defer the initialization of an appli
ation.global to its a
tual use within your appli-


ation. This feature 
an be used to solve three di�erent problems:

• You wish to set up an appli
ation.global with resour
es that would only be available during runtime, not

during the bootstrap pro
ess.

• You wish to set up a heavy resour
e, but instead of slowing down the bootstrap pro
ess by initializing it up

front, you'd rather initialize it on-demand when a
tually used for the �rst time by the running appli
ation.

• You wish to simplify the 
on�guration of 
omplex obje
ts: the me
hanism allows you to use a simple DSL

(Domain-Spe
i�
 Language), whi
h behind the s
enes 
alls an arbitrary 
onstru
tor.

The me
hanism relies on evaluation of JavaS
ript 
ode, and thus is only available for other JavaS
ript


ode in your appli
ations. However, similar prin
iples 
an be used for other languages that support eval.

Study the library's 
ode to see how it's done!

Double Dot Lazy globals 
an be de�ned using a double-dot key. Here's an example for settings.js:

app . g l oba l s = {

s e r v i 
 e s : {

emai l : {

' . . ' : {

dependen
 ies : '/ s e r v i 
 e s / emai l / ' ,

name : ' Emai lServi
e ' ,


 on f i g : {

smtp : ' l o 
 a l ho s t ' ,

o r i g i n : ' servi
e�myapp . org '

}

}

}

}

}

The lazy 
on�guration has three settings, whi
h are used when the obje
t is initialized:

• dependen
ies: These are 
alled with do
ument.require

• name: This is the 
onstru
tor to 
all

• 
on�g: This is an optional argument sent to the 
onstru
tor; note that it must be JSON-serializable

For this example, here's how our �/libraries/servi
es/email.js� �le 
ould look:

fun
 t i on Emai lServ i
e ( 
 on f i g ) {

t h i s . smtp = 
on f i g . smtp

t h i s . o r i g i n = 
on f i g . o r i g i n

t h i s . send = fun
 t i on ( de s t ina t i on , message ) {

app l i 
 a t i on . l o gg e r . i n f o ( ' Sending an emai l from ' + 
on f i g . o r i g i n + ' to ' + de s t i n a t i on )
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. . .

}

}

To a
tually a

ess the obje
t in the appli
ation, while possibly triggering lazy initialization (if it was not initial-

ized already), we need the Pruden
e.Lazy library:

do
ument . r e qu i r e ( ' / pruden
e/ lazy / ' )

var ema i lSe rv i 
 e = Pruden
e . Lazy . getGlobalEntry (

' s e r v i 
 e s . email ' ,

nu l l ,

f un
 t i on ( 
 ) { return eva l ( 
 ) ( ) })

ema i lSe rv i 
 e . send ( ' test�myapp . org ' , ' Hel lo , t h i s i s a t e s t message ! ' )

That third argument requires some explanation: it is a 
losure (anonymous fun
tion) that a

epts the 
onstru
tor

sour
e 
ode and evaluates it lo
ally. It will be 
alled only if the global has not yet been initialized. Thus, in all


alls ex
ept the �rst, this would be a very fast appli
ation.global lookup.

Triple Dot The lazy initialization me
hanism 
an optimize for di
ts and arrays of lazy entries using the triple-dot

key:

app . g l oba l s = {

ema i l S e r v i 
 e s : {

' . . . ' : {

moderator : {

dependen
 ies : '/ s e r v i 
 e s / emai l / ' , name : ' Emai lServi
e ' ,


 on f i g : {smtp : ' l o 
 a l ho s t ' , o r i g i n : 'moderator�myapp . org ' }

} ,

admin : {

dependen
 ies : '/ s e r v i 
 e s / emai l / ' , name : ' Emai lServi
e ' ,


 on f i g : {smtp : ' l o 
 a l ho s t ' , o r i g i n : 'admin�myapp . org ' }

}

}

} ,

nodes : {

' . . . ' : [ {

dependen
 ies : '/ s e r v i 
 e s /nodes ' , name : 'Node ' ,


 on f i g : { address : ' node1 .myapp . org ' }

} , {

dependen
 ies : '/ s e r v i 
 e s /nodes ' , name : 'Node ' ,


 on f i g : { address : ' node2 .myapp . org ' }

} ℄

}

}

To use them:

do
ument . r e qu i r e ( ' / pruden
e/ lazy / ' )

var ema i l S e r v i 
 e s = Pruden
e . Lazy . getGlobalMap (

' ema i lSe rv i 
 e s ' ,

nu l l ,

f un
 t i on ( 
 ) { return eva l ( 
 ) ( ) })

ema i l S e r v i 
 e s . moderator . send ( ' test�myapp . org ' , ' Hel lo , t h i s i s a t e s t message ! ' )

var nodes = Pruden
e . Lazy . ge tG loba lL i s t (

' nodes ' ,
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nul l ,

f un
 t i on ( 
 ) { return eva l ( 
 ) ( ) })

Note that for this optimization the entire di
t or array will be 
reated at on
e and stored in a single appli
a-

tion.global.

For
ing Re-Initialization If you edit the sour
e �le for the lazy-initialized obje
t�say, our �email.js��you

would not see your 
hanges. The reason is that the obje
t has already been initialized and stored in memory: the

re
ompiled fun
tions would not be hooked to the already-existing obje
t (really just a di
t in JavaS
ript).

You 
an, however, for
e re-initialization using the API:

Pruden
e . Lazy . getGlobalEntry ( ' s e r v i 
 e s . email ' ) . r e s e t ( )

This works on di
ts and arrays, too:

Pruden
e . Lazy . getGlobalMap ( ' ema i lSe rv i 
 e s ' ) . r e s e t ( )

To do this live, you 
an use the live exe
ution me
hanism (page 86).

Con
urren
y Note The lazy me
hanism is thread-safe: if you 
all getGlobalEntry 
on
urrently, it will make

sure to store only the �rst initialized obje
t. You 
an thus be sure that you will always get the same instan
e of

the lazy-initialized obje
t in your appli
ation.

However, take note: it is possible that under high-
on
urren
y situations the obje
t would be 
reated more than

on
e, even if subsequent obje
ts after the �rst are dis
arded. This might be a problem if your obje
t 
reation is

very heavy. Unfortunately, there is no easy way around this: allowing for multiple obje
t 
reation is key to making

the lazy me
hanism perform well (it does no lo
king). If this is a problem for you, you will have to �nd your own

way to avoid simultaneous initialization: possibly lo
king internally within your obje
t 
onstru
tor, and 
he
king

to make sure that the 
onstru
tor is not being simultaneously 
alled by another thread.

Programming

Pruden
e, and the underlying Sin
erity bootstrapping tool, allow you to use your 
hoi
e among several di�erent

programming languages on top of the JVM, and moreover they provide you with 
ontext-spe
i�
, well-do
umented

APIs per relevant exe
ution environment.

Your 
urrent programming skills should transfer readily enough, however some prin
iples might be new to you:

• The main exe
ution environments you will be working with in Pruden
e are inherently multi-threaded, meaning

that you must have some basi
 knowledge of 
on
urrent programming. The API does its best to help you,

but it's still 
ru
ial that you understand it.

• If you've never used the programming language on the JVM before, you'll might �nd some pitfalls in terms

of intera
tion with the Pruden
e and JVM APIs, and these vary per programming language engine. Usually,

this has to do with di�eren
es in types: strings, numbers, arrays/lists, et
. Additionally, some JVM imple-

mentations di�er in small but important ways from the referen
e implementations. Usually, things will work

as expe
ted: if not, you should refer to the do
umentation for the spe
i�
 language engine.

Powered by S
ripturian S
ripturian is the magi
al library that enables mu
h of Pruden
e and Sin
erity: it

abstra
ts away the spe
i�
s of the programming language you're using, thus allowing you to transparently swit
h

between programming languages and engines. It 
ompiles your 
hanges on the �y, 
a
hes the byte
ode, parses

templates into 
ode, provides a

ess to the environment's APIs, and does it all while optimizing for high-performan
e


on
urren
y.

You don't have to understand how S
ripturian works to use Pruden
e, however it's useful to remember that

usually Pruden
e is ignorant as to what programming language you're using: that's all handles by S
ripturian.

APIs

Pruden
e provides you with an espe
ially ri
h set of APIs. They 
ome in three 
ategories:
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• The Pruden
e Core APIs are multilingual: they are implemented via standard JVM 
lasses that 
an be


alled from all supported programming languages: JavaS
ript, Python, Ruby, PHP, Lua, Groovy and Clojure.

Indeed, the entire JVM standard APIs 
an be a

ess in this manner, in addition to any JVM library installed

in your 
ontainer (under �/libraries/jars/�).

• Pruden
e JavaS
ript APIs: these JavaS
ript wrappers over the Pruden
e Core APIs make using them a

bit easier with JavaS
ript. Future versions of Pruden
e may provide similar friendly wrappers for the other

supported languages (please 
ontribute!). Until then, non-JavaS
ript programmers shouldn't be too jealous:

there's nothing that these wrappers 
an do that you 
an't do with the 
ore APIs, and it's easy to look into

the sour
e 
ode in 
ase you want to dupli
ate the same fun
tionality in your language of 
hoi
e.

• Sin
erity JavaS
ript APIs: most of the supported programming languages have ri
h standard libraries as

well as an e
ology of external libraries. JavaS
ript, however, stands out for having a very meager standard

library. To �ll in this gap, Sin
erity 
omes with a useful set of JavaS
ript libraries. Some of these are written

pure JavaS
ript, o�ering new and useful fun
tionality, while others provide JavaS
ript-friendly wrappers over

standard JVM libraries.

For the sake of 
oheren
e and 
onvenien
e all these APIs are do
umented together online, with dire
t links to

the sour
e 
ode. The entire do
umentation uses the JavaS
ript 
alling 
onvention, even for the multlingual APIs,

however it should be trivial to use the 
alling 
onvention (page 79) of your language of 
hoi
e.

You may be further interested in looking up Pruden
e's low-level API, whi
h is also fully do
umented online.

Also, sometimes the best do
umentation is the sour
e 
ode itself.

The development team spends a lot of time meti
ulously do
umenting the APIs. Please send us a

bug report if you �nd a mistake, or think that the do
umentation 
an be improved!

Pruden
e Core APIs

These 
ore APIs 
an be used by any supported programming language. See 
alling 
onventions (page 79) for

instru
tions on how to use these APIs from your language of 
hoi
e.

The APIs 
onsist of four namespa
es (obje
ts) that are de�ned as global variables:

• appli
ation: general appli
ation servi
es, su
h as global state, logging and ba
kground tasks

• 
onversation: servi
es related to the 
urrent request-and-response; available for manual and template re-

sour
es, and also for �lters

• do
ument: a
tually in
orporates two kinds of servi
es:

� a

ess to other do
uments, su
h as exe
uting or requesting them

� low-level a

ess to the 
urrent do
ument

• exe
utable: rarely used, low-level a

ess to S
ripturian

JavaS
ript Libraries

The APIs are only available for JavaS
ript.

To use them, you must �do
ument.require� them a

ording to their URI, and then via their namespa
es. For

example:

do
ument . r e qu i r e (

'/ s i n 
 e r i t y / j son / ' ,

'/ pruden
e/ ta sk s /)

p r i n t l n ( S i n 
 e r i t y . JSON. to ({ h e l l o : ' world ' } ) )

You 
an �nd their sour
e 
ode in the �/libraries/s
ripturian/� dire
tory of your 
ontainer.
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Sin
erity JavaS
ript Library These libraries are intended to �ll in for the la
k of a ri
h standard library for

the JavaS
ript language. They are general-purpose and not spe
i�
 to Pruden
e. If you've installed Pruden
e using

Sin
erity, then you will �nd them in your Sin
erity installation rather than in your Pruden
e 
ontainer (under the

�/libraries/s
ripturian/� dire
tory).

• /sin
erity/
alendar/: useful helpers for JavaS
ript Date obje
ts

• /sin
erity/
lasses/: a ri
h and powerful obje
t-oriented programming (OOP) fa
ility, supporting inheritan
e,

private data and methods, and automati
 
onstru
tors

• /sin
erity/
ryptography/: JavaS
ript-friendly wrappers over the JVM's strong 
ryptographi
 libraries, allow-

ing for digests/hashing, en
ryption/de
ryption, and 
ryptographi
ally-strong random number generation

• /sin
erity/�les/: high-performan
e reading/writing of �les, as well as �lesystem operations

• /sin
erity/iterators/: standardized a

ess to streaming data stru
tures, with plenty of utility 
lasses for stream

manipulation

• /sin
erity/json/: high-performan
e, extensible JSON/JavaS
ript 
onversion

• /sin
erity/jvm/: 
onversions between JavaS
ript and JVM data types

• /sin
erity/lo
alization/: unit 
onversions and human-readable formatting of dates and times

• /sin
erity/lu
ene/: JavaS
ript-friendly wrappers over the Lu
ene sear
h engine

• /sin
erity/mail/: send emails using JavaS
ript-friendly wrappers over JavaMail with support for message

templates

• /sin
erity/obje
ts/: many important enhan
ements to and utilities for working with standard JavaS
ript

obje
ts, su
h as di
ts, arrays and strings

• /sin
erity/platform/: utilities spe
i�
 to the underlying JavaS
ript engine (Nashorn or Rhino)

• /sin
erity/templates/: straightforward and powerful string interpolation

• /sin
erity/xml/: parsing and generation of XML

Pruden
e JavaS
ript Library These are JavaS
ript-friendly wrappers over the Pruden
e Core APIs, as well

as other spe
ial uses for JavaS
ript.

• /pruden
e/logging/: adds automati
 support for string interpolation, ex
eption logging, 
onditional logging,

and other 
onvenient utilities; see logging (page 86) for more details

• /pruden
e/resour
es/: a ri
h set of utilities for generated and parsing web data (page 50)

• /pruden
e/tasks/: JavaS
ript-friendly spawning and s
heduling of ba
kground tasks (page 101)

Libraries for Bootstrap and Con�guration We're listing these libraries separately, be
ause they are spe
i�-


ally meant to be used for appli
ation 
on�guration.

• /sin
erity/annotations/: allows you to easily gather spe
ially marked annotations in text �les, whi
h 
an

in
lude your sour
e 
ode and templates; spe
ially designed to integrate well with s
riptlet 
omments

• /sin
erity/
ontainer/: a

ess to the Sin
erity 
ontainer into whi
h Pruden
e has been installed

• /pruden
e/lazy/: see lazy initialization (page 74) for more details

• /pruden
e/setup/: handles the parsing of routing.js (page 20) and settings.js (page 115)
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Calling Conventions by Language


onve r sa t i on . r ed i r e 
 tSeeOther ( ' http : // news i te . org / ' )


a
h ing . onlyGet = true

app l i 
 a t i on . g l oba l s . put ( ' name ' , ' example ' ) // Nashorn : app l i 
 a t i on . g l oba l s [ ' name ' ℄ = ' example '

If you're using JVM 8, with Nashorn as your JavaS
ript engine, then you 
an treat JVM maps as di
tionaries:

�appli
ation.globals['myapp.data.name'℄�. However, for JVM 7 and Rhino you must use the get- and put- notation:

�appli
ation.globals.get('myapp.data.name')�. In order to support both engines properly, we re
ommend using the

more 
umbersome format used by Rhino.


onve r sa t i on . r ed i r e 
 tSeeOther ( ' http : // news i te . org / ' )


a
h ing . onlyGet = True // Jepp : 
a
h ing . setOnlyGet (True )

app l i 
 a t i on . g l oba l s [ ' name ' ℄ = ' example ' // Jepp : app l i 
 a t i on . getGloba l s ( ) . put ( ' name ' , ' example ' )

If you're using the Jepp engine, rather than the default Jython engine, you will need to use get- and set- notation

to a

ess attributes. For example, use �appli
ation.getArguments()� to a

ess �appli
ation.arguments� in Jepp.

$
onve r sa t i on . red i re
t_see_other ' http :// news i te . org / '

$
a
hing . only_get = true

$app l i 
 a t i on . g l oba l s [ ' name ' ℄ = ' example '

Pruden
e's Ruby engine, JRuby, 
onveniently lets you use the Ruby naming style for API 
alls. For example,

you 
an use �$appli
ation.get_global� instead of �$appli
ation.getGlobal�.

$
onversat ion−>red i r e 
 tSeeOther ( ' http : // news i te . org / ' ) ;

$
ahing−>onlyGet = TRUE;

$app l i 
a t i on−>g loba l s [ ' name ' ℄ = ' example ' ;


onve r sa t i on : r ed i r e 
 tSeeOther ( ' http : // news i te . org / ' )


a
h ing : setOnlyGet ( t rue )

app l i 
 a t i on : getGloba l s ( ) : put ( ' name ' , ' example ' )

You will need to use the get- and set- notation to a

ess attributes. For example, you must use �
onversa-

tion:getEntity()� to a

ess �
onversation.entity�.


onve r sa t i on . r ed i r e 
 tSeeOther ( ' http : // news i te . org / ' )


a
h ing . onlyGet = true

app l i 
 a t i on . g l oba l s [ ' name ' ℄ = ' example '

( . . 
 onve r sa t i on red i r e 
 tSeeOther "http :// news i te . org /")

( . setOnlyGet 
a
h ing true )

( . . a pp l i 
 a t i on getGloba l s ( put "name" "example " ) )

You will need to use get- and set- notation to a

ess attributes. For example, use �(.getArguments appli
ation)�

to a

ess �appli
ation.arguments�. You 
an also use Clojure's bean form, for example �(bean appli
ation)�, to 
reate

a read-only representation of Pruden
e's API servi
es.
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Entry Points

Pruden
e sometimes treats your 
ode as its API: for this, it requires you to implement spe
i�
 �entry points� in

your 
ode. What these are, exa
tly, di�ers per programming language, as detailed below.

JavaS
ript Uses global fun
tions, with the 
amel-
ase naming 
onvention:

fun
 t i on handleGet ( 
onve r sa t i on ) {

return ' Hel lo , world ! '

}

Python Uses global fun
tions, with the lower
ase-with-unders
ores naming 
onvention:

de f handle_get ( 
onve r sa t i on ) :

re turn ' Hel lo , world ! '

Ruby Uses global methods, with the lower
ase-with-unders
ores naming 
onvention:

de f handle_get 
onve r sa t i on

return ' Hel lo , world ! '

end

PHP Uses global fun
tions, with the lower
ase-with-unders
ores naming 
onvention:

fun
 t i on handle_get ( $
onve r sa t i on ) {

return ' Hel lo , world ! ' ;

}

Lua Uses global fun
tions, with the lower
ase-with-unders
ores naming 
onvention:

fun
 t i on handle_get ( 
onve r sa t i on )

return ' Hel lo , world ! '

end

Groovy Uses 
losures tied to global variables (there are no global methods in Groovy), with the 
amel-
ase

naming 
onvention:

handleGet = { 
onver sa t i on −>

return ' Hel lo , world ! '

}

Clojure Uses fun
tions in the 
urrent namespa
e, with the lower
ase-with-dashes naming 
onvention:

( defn handle−get [ 
onve r sa t i on ℄

"Hel lo , world ! " )

State and S
ope

Pruden
e is designed to allow for high 
on
urren
y and s
alability, while at the same time shielding you from the

gorier details. However, it's 
riti
al that you understand how to a

ess and manage state and s
ope with Pruden
e.

appli
ation.globals

The appli
ation.globals and appli
ation.getGlobal APIs are essential for sharing state a
ross the appli
ation: all

appli
ation 
ode 
an a

ess it using the same API, whether it's a manual resour
e (page 35), a template resour
e

(page 39), a �lter (page 107) or a ba
kground task (page 101). Be
ause this means that appli
ation.globals may be

a

essed simultaneous by multiple threads, it's important that you understand how to use them 
on
urrently (page

83).
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For Con�guration Another important use for appli
ation.globals is 
on�guration: you 
an spe
ify 
on�guration

settings as app.globals (page 73) in your settings.js, and then easily a

ess them as appli
ation.globals one the

appli
ation is running.

appli
ation.globals vs. Global Variables Be very 
areful with global variables in Pruden
e: their s
ope is

more limited and more temporary than you might think.

Their behavior is a
tually a very di�erent depending on the exe
ution environment of your 
ode:

• Manual resour
es (page 35) and �lters (page 107): Your global values will persist as long as the 
ode is not

re
ompiled. Anything that will trigger re
ompilation of your 
ode will also involve re
reating a new global


ontext for it, dis
arding all previously used globals. In between these re
ompilations, your globals will persist,

but it's important to remember that they will be shared between all threads, and as thus should be a

essed

with 
on
urren
y te
hniques (page 83).

• Template resour
es (page 39): These are made of programs exe
uted from beginning to end, and as su
h

every exe
ution uses its own global 
ontext. This means that globals are really �lo
al� to the request, like


onversation.lo
als (page 82). But it also means that you don't have to worry about 
on
urren
y when using

them.

A good rule of thumb is to assume that global variables never persist beyond a request, and to use appli
ation.globals

whenever persisten
e is required.

Note for Clojure: Clojure doesn't have true global variables: instead all Vars are bound to a parti
ular

namespa
e. On the other hand, all namespa
es are global to JVM: there are no thread-limited s
opes.

In order to allow for threads to have separate global s
opes, S
ripturian 
reates on-the-�y namespa
es

when ne
essary (this is very lightweight), ea
h with a unique name. Thus, Vars in Clojure end up

behaving exa
tly the same as those in other programming languages.

appli
ation.sharedGlobals

The appli
ation.sharedGlobals and appli
ation.getSharedGlobal APIs have the same s
ope as appli
ation.globals

(page 80), ex
ept they are shared between all running appli
ations.

Generally, it's not su
h a good idea to 
reate interdependen
ies between appli
ations, however there are 
ases

where it is useful:

• If all running appli
ations are 
onne
ting to the same database (or another external resour
e), it 
an be a

good idea to have them share the same 
onne
tion pool. This allows you to 
entrally manage the 
onne
tions

on the JVM.

• You 
an use shared globals to pass messages between running appli
ations: the shared value 
an be a

LinkedBlo
kingQueue or other thread-safe message-passing me
hanism.

• Shared globals 
an be used for system-wide 
on�guration settings. A good way to set shared globals is via a


ustom servi
e (page 116).

If you �nd yourself using appli
ation.sharedGlobals a lot, ask yourself if your 
ode would be better o� en
apsulated

as a single appli
ation: remember that Pruden
e has powerful URI routing, support for virtual hosting (page 117),

et
., letting you easily have one appli
ation work in several sites simultaneously. In short, there might be a better

ar
hite
ture for what you're trying to do.

Note for Clojure: A
tually, Clojure namespa
es are identi
al in s
ope to appli
ation.sharedGlobals

(all Pruden
e appli
ations running in the same JVM share the same Clojure namespa
es), so you might

prefer to use them be
ause they are more idiomati
. Still, appli
ation.sharedGlobals 
an be useful if

you want to share globals with other programming languages.

appli
ation.distributedGlobals and appli
ation.distributedSharedGlobals

The appli
ation.distributedGlobals, appli
ation.getDistributedGlobal, appli
ation.distributedSharedGlobals

and appli
ation.getDistributedSharedGlobal APIs work similarly to appli
ation.globals (page 80) and

appli
ation.sharedGlobals (page 81), ex
ept that they are shared between all members of a 
luster.

See the 
lusters (page 135) 
hapter for more information.
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exe
utable.globals

The exe
utable.globals and exe
utable.getGlobal APIs have a similar s
ope to appli
ation.sharedGlobals (page 81),

ex
ept that they 
an be a

essed by any 
ode running on the JVM using S
ripturian's GlobalS
ope API. They're

useful if you need to share state with non-Pruden
e 
ode.


onversation.lo
als

The 
onversation.lo
als are not �lo
al� in the same way that 
ode s
ope lo
als are. The term �lo
al� here should be

read as �lo
al to the 
onversation.� They are indeed �global� in the sense that they 
an be a

essed by any fun
tion

in your 
ode, but are �lo
al� in the sense that they persist only for the duration of the user request. (Compare with

thread lo
als, whi
h are also �lo
al� in a spe
i�
 sense.)

Their primary use is for sharing state among 
ode along the route: for example, both your resour
e 
ode and

�lters (page 107) will have a

ess to the same 
onversation.lo
als per request. It's this essential feature that leads

them to being used in many ways throughout Pruden
e:

• URI template variables are 
aptured (page 21) into 
onversation.lo
als.

• They 
an be interpolated (page 114) into target URIs

• They are used for inversion of 
ontrol (page 29)

• They are used to inje
t 
ustom values into 
a
he keys (page 62)

• Template blo
ks (page 41) are 
aptured into 
onversation.lo
als


onversation.lo
als vs. Global Variables Sometimes, your language's global variables fun
tion identi
ally to


onversation.lo
als. Consider this template resour
e (page 39):

<html><body>

<% var name = 'Rambo ' ; %>

<%& '/ h e l l o / %>

</body></html>

Our �/libraries/in
ludes/hello.t.html� 
an look like this:

<p>Hel lo , <%= name %>!</p>

As you 
an see, the global variable �name� is indeed shared between these two fragments, and there's no advantage

to using 
onversation.lo
als instead.

But you might have to use 
onversation.lo
als if:

• . . . you need to share state with a �lter (page 107)

• . . . you are mixing s
riptlets written in di�erent languages (page 42)

Syn
hronization

Sometimes e�
ient te
hniques for handling 
on
urren
y (page 83), detailed below, 
an't be implemented, and the

only solution is to ensure single-thread a

ess via syn
hronization.

Syn
hronization is very bad for s
alability : it works against many of the advantages of using multiple

threads, pro
esses and nodes. However, in some situations it may be preferable to the alternatives. Use

it responsibly. Espe
ially, you want to avoid using it in request threads: it makes a bit more sense for

ba
kground task threads (page 101).

Pruden
e makes syn
hronization easy via the appli
ation.getLo
k, appli
ation.getSharedLo
k and

appli
ation.getDistributedSharedLo
k family of APIs. Here's an example of how to use them:

var l o 
k = app l i 
 a t i on . getLo
k ( ' s e r v i 
 e s . remote ' )

l o 
k . l o 
k ( )

t ry {

doSomethingAtomi
allyWithRemoteServi
e ( )
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}

f i n a l l y {

l o
k . unlo
k ( )

}

Note our use of try/�nally: it's in order to guarantee that the lo
k is released, even if an ex
eption is thrown

from our 
ode. Unreleased lo
ks will 
ause your threads to hang.

Also note that lo
ks will stay in memory, unless they are distributed. They take very little memory, but if

for some reason you are generating many lo
ks over time, you may want to 
ull them via the appli
ation.lo
ks or

appli
ation.sharedLo
ks APIs.

Con
urren
y

Though appli
ation.globals (page 80), appli
ation.sharedGlobals (page 81), appli
ation.distributedGlobals (page

81) and exe
utable.globals (page 82) are all thread safe, it's important to understand how to use them properly.

Note for Clojure: Though Clojure goes a long way towards simplifying 
on
urrent programming, it

does not solve the problem of 
on
urrent a

ess to appli
ation.globals. You still need to read this se
tion!

The Problem This 
ode might seem OK to you, but it's subtly broken:

fun
 t i on getConne
t ion ( ) {

var 
onne
t ionPoo l = app l i 
 a t i on . g l oba l s . get ( ' database . pool ' )

i f ( ! S i n 
 e r i t y . Obje
ts . e x i s t s ( 
onne
t ionPoo l ) ) {


onne
t ionPoo l = 
rea t ePoo l ( )

app l i 
 a t i on . g l oba l s . put ( ' database . pool ' , 
onne
t ionPoo l )

}

return 
onne
t ionPoo l . getConne
t ion ( )

}

The problem is that in the short interval between 
omparing the value in the �if� statement and setting the

global value in the �then� statement, another thread may have already set the value. Thus, the �
onne
tionPool�

instan
e you are referring to in the 
urrent thread would be di�erent from the �database.pool� appli
ation.global

used by other threads. The valye is thus not truly shared! In some 
ases, this would only result in a few extra,

unne
essary 
onne
tion pools being 
reated. But in some 
ases, when you rely on the uniqueness of the global, this


an lead to subtle bugs that will appear only under high 
on
urren
y.

New
omers to 
on
urrent programming tend to think that these kinds of bugs are very rare: another

thread would have to set the value exa
tly between our �if� and our �then.� This is wrong: if your

appli
ation has many 
on
urrent users, and your ma
hine has many CPU 
ores, it 
an a
tually happen

quite frequently. And, even if rare, your appli
ation has a 
han
e of breaking if just two users use it at

the same time. This is not a problem you 
an gloss over, even for simple appli
ations.

A Solution Here's a �xed, 
on
urrently safe version of the above 
ode:

fun
 t i on getConne
t ion ( ) {

return app l i 
 a t i on . getGloba l ( ' database . pool ' , 
 r ea t ePoo l ( ) ) . getConne
t ion ( )

}

The appli
ation.getGlobal 
all is an atomi
 
ompare-and-set operation, whi
h guarantees that the returned value

is a unique instan
e.

There are two things worth noting:

• The �xed 
ode is mu
h shorter than the broken 
ode! This is due to the appli
ation.getGlobal API, whi
h

internally a
tually does several operations for you.

• You 
an see that 
reatePool is always 
alled, even if the internal 
ompare-and-set of appli
ation.getGlobal

fails. This means that in some 
ases we will be 
reating a database 
onne
tion pool and then immediately

dis
arding it. This is a waste, but it's also a se
urity issue: under very high 
on
urren
y, we might be 
reating

a lot of these unne
essary 
onne
tion pools, whi
h 
ould in fa
t lead to an overload on our database server.

We thus might be vulnerable to denial of servi
e (DoS) atta
ks.
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A Better Solution We 
an signi�
antly redu
e the number of times 
reatePool is 
alled by 
he
king to see if

the appli
ation.global is already set:

f un
 t i on getConne
t ion ( ) {

var 
onne
t ionPoo l = app l i 
 a t i on . g l oba l s . get ( ' database . pool ' )

i f ( ! S i n 
 e r i t y . Obje
ts . e x i s t s ( 
onne
t ionPoo l ) ) {


onne
t ionPoo l = app l i 
 a t i on . getGloba l ( ' database . pool ' , 
 r ea t ePoo l

( ) )

}

return 
onne
t ionPoo l . getConne
t ion ( )

}

With this 
ode, we might still have 
reatePool 
alled multiple times if the fun
tion is 
alled 
on
urrently while

the appli
ation.global is still unset. The problem will disappear as soon as the appli
ation.global is set, but until

then we still have a window of vulnerability.

Yet Another Solution The only way to guarantee that 
reatePool is not 
alled more than on
e is make the

entire operation atomi
 by syn
hronizing it (page 82):

fun
 t i on getConne
t ion ( ) {

var l o 
k = app l i 
 a t i on . getLo
k ( ' database . pool ' )

l o 
k . l o 
k ( )

t ry {

var 
onne
t ionPoo l = app l i 
 a t i on . g l oba l s . get ( ' database . pool ' )

i f ( ! S i n 
 e r i t y . Obje
ts . e x i s t s ( 
onne
t ionPoo l ) ) {


onne
t ionPoo l = app l i 
 a t i on . getGloba l ( ' database . pool ' ,


 r ea t ePoo l ( ) )

}

return 
onne
t ionPoo l . getConne
t ion ( )

}

f i n a l l y {

l o
k . unlo
k ( )

}

}

Not only is the 
ode above 
ompli
ated, but syn
hronization introdu
es performan
e penalties. It's de�nitely

not a good idea to blindly apply this solution.

Con
urrent programming is non-trivial and always involves weighing the pros and 
ons of various solutions for

spe
i�
 situations. So, hybrid approa
hes are sometimes the best: 
hoose the right solution a

ording to the 
ontext.

Finally, then, here's a version of the above 
ode that will allow us to sele
t if we want to use the lo
k or not:

fun
 t i on getConne
t ion ( s a f e ) {

i f ( s a f e ) {

var l o 
k = app l i 
 a t i on . getLo
k ( ' database . pool ' )

l o 
k . l o 
k ( )

}

try {

var 
onne
t ionPoo l = app l i 
 a t i on . g l oba l s . get ( ' database . pool ' )

i f ( ! S i n 
 e r i t y . Obje
ts . e x i s t s ( 
onne
t ionPoo l ) ) {


onne
t ionPoo l = app l i 
 a t i on . getGloba l ( ' database . pool ' ,


 r ea t ePoo l ( ) )

}

return 
onne
t ionPoo l . getConne
t ion ( )

}

f i n a l l y {

i f ( s a f e ) {

l o 
k . unlo
k ( )

}

}
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}

Exe
ution Environments

This se
tion serves as a summary for advan
ed programmers who are 
urious about the di�eren
es between the

many S
ripturian-based exe
ution environments available in Pruden
e.

Programs vs. Entry Points

These two types of exe
ution environment are very di�erent in terms of programming, s
opes and threads.

Programming Program 
ode is exe
uted from beginning to end, like a s
ript. The programmer has the 
hoi
e

of de�ning fun
tions, 
lasses, et
., but does not have to. Programs 
an be merely a sequen
e of statements.

Entry point 
ode is also exe
uted on
e from beginning to end, however its intended use is within the de�ned

entry points (page 80). So, while you 
an in
lude statements, just like in a program, it would be problemati
 if

they had any side e�e
ts other than setting up the entry points. To understand why, see below.

S
opes and Threads Programs get they own unique global s
ope every time they are exe
uted, whi
h is dis
arded

when the program ends. In the 
ase of 
on�guration s
ripts, this is rather trivial: those s
ripts are all run in a single

thread, on
e, and thus always use a single global s
ope. However, in a threaded environment�template resour
es

(page 39)�you may have many of these global s
opes existing at the same for your the same 
ode. To share state

between the threads, you would thus need to use appli
ation.globals (page 80) or similar me
hanisms.

Entry point 
ode works very di�erently: the 
ode always uses a single global s
ope shared by all threads, and

indeed the 
ode is exe
uted from beginning to end only when initialized. However, if a re
ompilation is triggered

(say, if the sour
e 
ode has been modi�ed), then a new global s
ope will be 
reated, and the 
ode will be exe
uted

from beginning to end again. The impli
ations of this are dis
ussed above in appli
ation.globals vs. global variables

(page 81).

Performan
e Considerations As you may 
on
lude from the above, in threaded environments entry point


ode is exe
uted from beginning to end mu
h less frequently than program 
ode. This means that if performan
e

is 
ru
ial, you should prefer to use entry points over programs. However, there are usually a lot of other fa
tors

involved, and indeed the di�eren
es between these two exe
ution environment types may not be the important on
e.

For example, even though manual resour
es are implemented as entry points, there will likely be no performan
e

advantage in using them instead of template resour
es, even though the latter involves a new global s
ope per ea
h

request. Creating a global s
opes is very lightweight for most programming language engines: the di�eren
es in

performan
e depend more strongly on what kind of 
ode you 
hose to exe
ute in the program.

The only Pruden
e feature that o�ers a 
lear 
hoi
e between these two types is ba
kground tasks spawned via

API (page 102). There, you 
an de
ide as to whether you want to use a program or an entry point.

Comparison Table

Feature Type

Con�guration s
ripts (page 115) programs

Manual resour
es (page 35) entry points

Template resour
es (page 39) programs

Ba
kground tasks (page 101) programs or entry points

Filters (page 107) entry points

Ca
he key template plugins (page 62) entry points

S
riptlet plugins (page 43) entry points

Debugging

Let's start by admitting that the debugging fa
ilities for dynami
 languages on the JVM are la
king: breakpoints

are not supported and there are no language-spe
i�
 runtime inspe
tion tools. However, there are enough other

options for debugging in Pruden
e that you should be able to �nd all your bugs. Squashing them is up to you!
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Live Exe
ution

This immensely powerful (and potentially dangerous) tool (page 49) allows you to exe
ute arbitrary 
ode in live

running appli
ations. There are, of 
ourse, endless ways in whi
h you 
an use this feature for debugging. Below are

a few 
ommon examples.

Dumping Values

Anything you print to standard output will be returned to you:


u r l −−data '<% pr i n t l n ( app l i 
 a t i on . g l oba l s . get ("db . 
onne
t ion ") ) %>' http :// l o 
 a l h o s t :8080/myapp/ exe
ute /

You 
an also dump values to the log (page 86):


 u r l −−data '<% app l i 
 a t i on . l o gg e r . i n f o ( app l i 
 a t i on . g l oba l s . get ("db . 
onne
t ion ") ) %>' http :// l o 
 a l h o s t :8080/myapp/ exe
ute /

S
heduling Ba
kground Tasks

Here's an example of dumping a value to the log every 5 se
onds using a ba
kground task (page 101). First let's


reate �program.js�:

<%

do
ument . r e qu i r e ( ' / pruden
e/ ta sk s / ' )

Pruden
e . Tasks . task ({

fn : fun
 t i on ( ) {

app l i 
 a t i on . l o gg e r . i n f o ( app l i 
 a t i on . g l oba l s . get ( ' db . 
onne
t ion ' ) )

} ,

repeatEvery : '5 s '

})

%>

Then exe
ute it:


 u r l −−data−binary �program . j s http :// l o 
 a l h o s t :8080/myapp/ exe
ute /

Debug Page

The debug page (page 90) 
ontains a lot of useful debugging information. It's easy to get it just by 
ausing an

ex
eption on purpose:


 u r l −−data '<% throw nu l l %>' http :// l o 
 a l h o s t :8080/myapp/ exe
ute /

Logging

Logging is by far the most useful weapon in your debugging arsenal. Learn how to use it and use it well.

Some programming languages�Python and Ruby�have their own standard logging me
hanisms, whi
h you are

wel
ome to use if you prefer. However, 
onsider using Pruden
e's (a
tually Sin
erity's) logging system instead: it

is espe
ially powerful and �exible, and moreover is shared by all programming languages running in Pruden
e.

The default logging 
on�guration (page 89) is produ
tion-ready: it will use the following rolling log �les under

your 
ontainer's �/logs/� dire
tory:

• �
ommon.log�: The rolling log �le shared by all appli
ations and libraries. If they don't spe
ify their own, it

will default to this (it's 
on�gured as atta
hed to the root logger.)

• �appli
ation-[name℄.log�: A rolling log �le per Pruden
e appli
ation, where �[name℄� is the appli
ation's sub-

dire
tory name.

• �web.log�: A rolling log �le of all in
oming HTTP requests in NCSA-style.

• �servi
e-pruden
e.log�: This will be available if you're running Pruden
e as a servi
e (page 145). Note that it

is 
on�gured separately, and does not in fa
t use JVM logging.
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Introdu
tion

It's important to understand that there's a 
lear separation of 
on
erns between what to log and how to log it.

Programming should be 
on
erned only with the what : the use of the API during runtime and the 
ontent of

messages. Administration should be 
on
erned only with the how : 
on�guration of the logging system, whi
h

o

urs during bootstrap.

From a programming perspe
tive, you only 
are about �loggers,� the entities through whi
h you send log mes-

sages. The programmer doesn't a
tually know where the log messages are going. (While it is possible to 
hange

the logging 
on�guration via API during runtime, it is not a 
ommon pra
ti
e.)

�Appenders� are the me
hanisms that a
tually write/store/send the messages somewhere, whether it's to a �le,

to a database, or over the network. The API is entirely ignorant as to what appenders are atta
hed to whi
h loggers :

appenders are purely a matter of 
on�guration.

API

Loggers are identi�ed by a unique name in your 
ontainer, and are 
on�gured globally.

The logger names are hierar
hi
al, whereby the hierar
hy is spe
i�ed using �.�. For example,

�myApp.system.mail� is a 
hild logger of �myApp.system�. A 
hild logger inherits its parent's 
on�guration, whi
h

it 
an then override. Parents inherit from their parents, et
., up to what is 
alled the �root logger,� whi
h is the

logger with an empty string name.

Every log message you send has a �log level.� The lower the level, the more spe
i�
 the message. Loggers are


on�gured with a minimum level: they will log only messages equal to or above it. So, the lower the minimum log

level 
on�gured for the logger, the more 
hatter you should get. The following levels are supported:

• severe (1000): These are very important messages, usually about errors or other problems. You'd likely want

all loggers to in
lude this level. You should use this level sparingly.

• warning (900): These are important, but not 
ru
ial. Usually used for temporary errors or for problems that

do not 
ause failure.

• 
on�g (800): These express 
hange of state (
on�guration), and as su
h probably don't happen that of-

ten. They most likely appear during the initial bootstrapping, but 
an happen while the appli
ation runs if

something 
auses a subsystem to restart or re
on�gure itself.

• info (700): These informational messages are used for keeping tra
k of the appli
ation's runtime health: they

don't spe
ify a problem or a 
hange, only report normal a
tivity. This is the most 
ommonly used message.

• �ne (500): This and the following two levels should be reserved for debugging: you normally won't go beyond

�info� unless you're spe
i�
ally trying to debug a problem, as this would 
ause a lot of 
hatter in your logs.

• �ner (400): More minute debugging.

• �nest (300): Most minute debugging.

appli
ation.logger and appli
ation.getSubLogger appli
ation.logger gives you a

ess to a unique Logger for

the appli
ation, with the �pruden
e.� pre�x. The name of the logger 
an be 
on�gured in settings.js (page 73), and

defaults to the name of the appli
ation's subdire
tory.

The easiest way to use this API is via the methods named after the log levels:

app l i 
 a t i on . l o gg e r . i n f o ( 'An in fo−l e v e l message ' )

app l i 
 a t i on . l o gg e r . warning ( ' Something bad happened ! ' )

appli
ation.getSubLogger 
an be used to easily a

ess 
hild loggers of the appli
ation.logger:

app l i 
 a t i on . getSubLogger ( ' email ' ) . i n f o ( 'An in fo−l e v e l message ' )

If your appli
ation logger name is �wiki�, then the above logger name would be �pruden
e.wiki.email�.
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Other Loggers Instead of using appli
ation.logger and appli
ation.getSubLogger, you 
an a

ess the logging API

dire
tly to retrieve a logger with any name:

importClass ( java . u t i l . l ogg ing . Logger )

var l o gg e r = Logger . getLogger ( 'myApp . system . mail ' )

l o gg e r . i n f o ( 'My l ogg e r ! ' )

/pruden
e/logging/ If you're using JavaS
ript, it's re
ommend that you use this friendly wrapper, whi
h adds

many 
onvenient additions over the raw logging API.

Here are examples of simple logging, where you 
an refer to the log levels using simple strings, or use dedi
ated

methods named after the log levels:

do
ument . r e qu i r e ( ' / pruden
e/ logg ing / ' )

var l o gg e r = new Pruden
e . Logging . Logger ( )

l o gg e r . l og ( ' i n f o ' , 'An in fo rmat i ona l message ' )

l o gg e r . f i n e ( 'A f i n e message ' )

l o gg e r . warning ( 'A warning ' )

new Pruden
e . Logging . Logger ( ' email ' ) . i n f o ( ' He l lo from the Email subsystem ' )

String interpolation is supported for all methods, using /sin
erity/templates/:

l o gg e r . s eve r e ( ' Hi , {0} and {1} ! ' , 'mom' , ' dad ' )

l o gg e r . i n f o ( ' Hi , {name } ! ' , {name : 'mom' } )

l o gg e r . f i n e s t ( ' Hi , {name} ! ' , f un
 t i on ( o r i g i n a l , key ) {

i f ( key == 'name ' ) {

return 'mom'

}

return nu l l

})

Qui
k JSON dump, in short form (single line, 
ondensed) or long form (multi-line, indented):

var x = { t e s t : ' h e l l o ' , more : [ 1 , 2 , 3 ℄ }

l o gg e r . dumpShort (x , 'Our ob j e 
 t in shor t form ' )

l o gg e r . dumpLong(x , 'Our ob j e 
 t in long form ' )

l o gg e r .dump(x , ' This i s an a l i a s f o r dumpShort ' )

Log ex
eptions using full or partial sta
k tra
e (supports both JavaS
ript and JVM ex
eptions):

t ry {

nothing ( )

}


at
h ( e ) {

l o gg e r . ex
ept ion ( e )

}

Also very useful is automati
 timing of se
tions of 
ode, whi
h will emit a message when the fun
tion starts,

when it ends with the exe
ution duration (either due to su

essful 
ompletion or due to a un
aught ex
eption):

l o gg e r . time ( 'The loop ' , f un
 t i on ( ) {

var x = 1

f o r ( var i = 0 ; i < 100000 ; i++) {

x /= 2

}

})

Performan
e Considerations Log messages will not be written if they are 
on�gured to be �ltered out. How-

ever, your 
ode is still 
onstru
ting the message and sending it to the logging system, whi
h may involve a perfor-

man
e hit.

The easiest way to optimize is to 
he
k for the log level before 
onstru
ting the message:
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i f ( l o g g e r . i sLoggab l e ( java . u t i l . l ogg ing . Level . FINE) ) {

var data = heavyFet
hFromDatabase ( )

return ' This fun
 t i on was 
 a l l e d be
ause the " f i n e " l og l e v e l i s permitted '

}

If you're using the /pruden
e/logging/ library, as a short
ut you 
an send an anonymous fun
tion:

l o gg e r . f i n e ( fun
 t i on ( ) {

var data = heavyFet
hFromDatabase ( )

return ' This fun
 t i on was 
 a l l e d be
ause the " f i n e " l og l e v e l i s permitted '

})

Obviously, this is 
umbersome to always follow this format, so it's best used only if 
onstru
ting the message

indeed involves heavy lifting.

Con�guration

You 
on�gure all your loggers and appenders under your 
ontainer's �/
on�guration/logging/� dire
tory, whi
h is

handled by Sin
erity's logging plugin, so it's re
ommended you read the do
umentation there. The plugin has useful

add-ons for 
entralizing logging, for example to a dedi
ated Log4j server, or dire
tly to MongoDB.

The best way to learn how to 
on�gure logging is to go through the default logging 
on�guration. As usual,

Pruden
e and Sin
erity use �
on�guration by s
ript,� so in fa
t you'll be using the /sin
erity/log4j/ library.

Con�guration Log Levels In order to maintain 
onformity, the API used throughout Pruden
e is the standard

JVM logging API (often 
alled JULI: �java.util.logging Interfa
e�). However, the logging system used by default in

Pruden
e is Sin
erity's logging plugin funnels several di�erent logging APIs into Apa
he Log4j.

Unfortunately, until the JVM �nally in
luded a logging standard, there were already other popular

logging APIs. Also unfortunately, the introdu
ed standard is simply not as powerful as Log4j, and we

did not want to 
ompromise on power. Fortunately, the SLF4J library allows Sin
erity to mimi
 all

these various APIs while implementing them in Log4j, so you get the best of all worlds as well as a

uniform system.

The out
ome of this is slightly annoying: the log level names used in the 
on�guration �les (Log4j) are di�erent

from those used in the API (JULI), and indeed the 
on�guration is 
oarser than the API. Here's how they mat
h

up:

Con�guration Log Level API Log Level

fatal

error severe

warn warning


on�g

info info

debug �ne

�ner

tra
e �nest

So, 
on�guring a logger's level to �info� will mean that it will log the following API levels: �info,� �
on�g,� �info,�

�warning� and �severe.�

web.log To learn how to 
on�gure the message format for this spe
ial logger, see the log servi
e (page 121).

Other Loggers Various subsystems within Pruden
e use their own loggers. The default 
on�guration �les set

these to reasonable defaults, whi
h you 
an modify:

• Restlet logs its internal appli
ation events to �org.restlet.Appli
ation.[name℄�. You 
an a

ess this logger in

your 
ode using the appli
ation.appli
ation.logger API. By default, it is atta
hed to the appli
ation's appender

and set to level �warn�.

• Jetty and Hazel
ast both feature robust event logging.
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Qui
k-and-Dirty Logging to the Console

Sometimes, in the midst of intensive debugging, setting up proper logging is just too time 
onsuming. It would also

be wasteful, be
ause you know you will qui
kly delete the logging message on
e you �nd the bug.

In su
h situations the most straightforward solution is to output your message to the 
onsole. Sin
e often

Pruden
e 
aptures standard output (for example, in template resour
es), you may need to override any 
aptures

and go straight to the 
onsole:

java . lang . System . out . p r i n t l n ( ' Desperate t imes 
 a l l f o r de spe ra t e measures ! ' )

Note that there is no 
onsole if you're running Pruden
e as a servi
e/daemon (page 145) (it is 
aptured to the

wrapper log). In those 
ases you either want to swit
h to running Pruden
e from the 
onsole, or use the logging

API instead.

Best Pra
ti
es

There are many di�erent styles of logging, but here are some good rules of thumb:

• Remember that people read the logs! This 
an mean other developers in your team, but it 
an also be you

in the future, at a time when you may forget why you added a parti
ular log message. Be
ause of this, you

always want every log message to be 
lear in and of itself. For example, if you're dumping the 
ontents of a

variable, pre�x it with the name of the variable, as well as the name of the fun
tion or �le from whi
h it is

logged. Otherwise, it would be impossible for others to �nd out where the dump is 
oming from and how to

disable it.

• Use log levels wisely: if you're adding a logging message purely for debugging, don't set it to �info�, otherwise

it will remain as distra
ting 
hatter during normal operations. Use ��ne� instead.

• Some log messages are very spe
i�
, and added during debugging, but would be distra
ting on
e the bug is

solved. In that 
ase make sure to disable the message when you're dong debugging by either swit
hing it to

the ��nest� level, 
ommenting out the 
ode, or just deleting it. Make sure not to 
ommit 
ode that outputs

distra
ting log messages.

• A good, 
lear log is an invaluable debugging tool. A 
onfusing, messy log is worthless!

Debug Page

Un
aught ex
eptions will 
ause Pruden
e to generate a 500 �internal error� HTTP status. When debug mode (page

71) is enabled, this will 
ome with a generated HTML page full of useful debugging information:

• Error sta
k tra
e, with links to the sour
e 
ode

• HTTP request warnings

• HTTP request information, in
luding all headers parsed and organized:

� URIs

� Query params

� Media preferen
es for 
ontent negotiation

� Conditions for 
ontent negotiation

� Ca
hing dire
tives

� Client identi�
ation

� Cookies

� Payload

• 
onversations.lo
als (page 82)

• HTTP response attributes

• Appli
ation information:
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� appli
ation.globals (page 80)

� appli
ation.sharedGlobals (page 81)

� exe
utable.globals (page 82)

• S
ripturian:

� Exe
utable attributes

� Exe
ution 
ontext attributes

• Low-level JVM sta
k tra
e

Obviously, this information may in
lude private data, so you'll want to turn this debug page o� for produ
tion

deployments.

Monitoring

One of the advantages of having Pruden
e running on the JVM is its powerful built-in monitoring 
apabilities

based on JMX te
hnology. Using the VisualVM tool, you 
an get a 
omprehensive view of the JVM's memory use

over time, examine garbage 
olle
tion, threading behavior and performan
e, and perform basi
 pro�ling. It's an

invaluable tool for debugging memory leaks and performan
e bottlene
ks.

Threads

Here are a few 
ommon thread groups you will see for the Pruden
e's subsystems:

• qtp: Jetty server's sele
tors and a

eptors

• HttpClient: Jetty 
lient

• 
ron4j: 
ron4j

• hz: Hazel
ast

• Wrapper: The Sin
erity servi
e plugin wrapper

• JXM and RMI: These are used by JMX itself

The �thread dump� button is very useful for getting a pi
ture of what all threads are doing at a parti
ular moment.

Management Beans

If you install the MBeans plugin, you will gain a

ess to useful information and fun
tionality exposed by Pruden
e's

subsystems:

• java.lang: General JVM tools, su
h as operating system information as well as 
lass loader, memory, 
om-

pilation and threading statisti
s; use the �g
� operation in the �Memory� type to 
ause immediate garbage


olle
tion

• java.nio: Some useful I/O statisti
s

• java.util.logging: Allows you to query the JULI API

• org.apa
he.logging.log4j2: Available when you are using the Sin
erity logging plugin; a

ess to the log-

ging implementation; note that you 
an also install a dedi
ated GUI using the JConsole plugin: see the

Log4j management do
umentation for more information

• org.tanukisoftware.wrapper: Available when you are using the Sin
erity servi
e plugin; operations allows you

to stop/restart the servi
e

Remote JMX

Conne
ting to a running Pruden
e JVM over TCP/IP is not so trivial. See the �extras� se
tion in the

Sin
erity servi
e plugin do
umentation for a guide.
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Memory Leaks

These are sometimes di�
ult to debug: by the time you get an OutOfMemoryError, it might be impossible to


onne
t over JMX.

jmap and jhat You should familiarize yourself with these two powerful heap analysis tools.

Use jmap to get a live dump from a running JVM:

jmap −dump : l i v e , format=b , f i l e =/ f u l l /path/ to/dumps/pruden
e . bin <pid>

If you're getting 
onne
tion errors, try the following:

• In Linux, you might need to enable inter-pro
ess a

ess for ptra
e:

e
ho 0 | sudo tee /pro
 / sys / ke rne l /yama/ptra
e_s
ope

• Try using root a

ess to run jmap

• Try adding the �-F� swit
h (though it will likely only 
reate a partial dump)

When opening the dump using jhat, you might get an OutOfMememoryError (again!) if the �le is very large.

In
rease available memory like so:

jha t −J−mx2000m pruden
e . bin

Point your web browser to http://lo
alhost:7000/ to see jhat's analysis.

More Logging You 
an enfor
e a heap dump to �le upon OutOfMemoryError using the following JVM 
ommand

line swit
hes:

JVM_SWITCHES=\

−XX:+HeapDumpOnOutOfMemoryError \

−XX:HeapDumpPath=/ f u l l /path/ to/ l o g s / \

s i n 
 e r i t y s t a r t pruden
e

Likewise, it's a good idea to turn on the garbage 
olle
tor log:

JVM_SWITCHES=\

−Xlogg
 : / f u l l /path/ to/ l o g s /g
 . l og \

−XX:+PrintGCDetai ls \

−XX:+Pr in tTenur ingDi s t r ibut i on \

s i n 
 e r i t y s t a r t pruden
e

If you're using the Sin
erity servi
e plugin, you 
an enable both of these features by 
reating a

�/
on�guration/servi
e/jvm/memory-monitoring.
onf� �le:

# Out−of−memory heap dumps

−XX:+HeapDumpOnOutOfMemoryError

−XX:HeapDumpPath={s i n 
 e r i t y . 
onta ine r . root }/ l o g s /

# Garbage 
 o l l e 
 t i o n log

−Xlogg
 : { s i n 
 e r i t y . 
onta ine r . root }/ l o g s /g
 . l og

−XX:+PrintGCDetai ls

−XX:+Pr in tTenur ingDi s t r ibut i on

Des
ribing APIs

An important aspe
t of managing a RESTful API is do
umenting it. As with any API do
umentation, it is useful

for humans, both users and developers. But it's also useful for 
onsumption by 
lients, whi
h 
an use a properly-

formatted des
ription to automati
ally generate 
alling interfa
es for your APIs.

Pruden
e allows you to annotate your 
ode with spe
ial 
omments from whi
h a des
ription data 
an be gener-

ated. RESTful des
ription blo
ks in Pruden
e must be delimited with �/***� and �*/� (triple-asterix 
omments).
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This allows the blo
k to be ignored by the programming language, as a regular 
omment, while di�erentiating it

from 
ode do
umentation, whi
h is usually delimited using �/**� and �*/� (double-asterix 
omments, for example

see Sin
erity's JsDo
 plugin). Within these 
omments, Pruden
e will look for spe
ial annotation tags beginning

with ���, similarly to how the JavaDo
 spe
i�
ation works. Annotation values 
an extend a
ross multiple 
omment

lines, and some require spe
ial formats, as detailed below.

Even if you don't intend to support a des
ription te
hnology, adhering to su
h annotation standards is very

useful for do
umenting your URI-spa
e for humans, and 
ourse will allow you to easily support su
h te
hnologies

in the future.

Generating Des
ription Data

The �pruden
e� Sin
erity 
ommand has a �des
ribe� sub-
ommand that will automati
ally gather annotations, parse

them, and generate des
ription data:

s i n 
 e r i t y pruden
e d e s 
 r i b e myapp

Syntax errors will be reported if dis
overed.

By default, des
ription �les will be written to the appli
ation's �des
ription� subdire
tory, but you 
an also

spe
ify a di�erent subdire
tory name:

s i n 
 e r i t y pruden
e d e s 
 r i b e myapp api−do
s

Swagger

Pruden
e supports Swagger (a trademark of Reverb Te
hnologies, In
.), an emerging standard for RESTful API

des
ription with a broad e
osystem of tools and wrappers.

At the very least, you will need a ��swagger� annotation spe
ifying the type for the des
ription blo
k. The

do
uments generated by the �des
ribe� tool (page 93) are fully-
ompliant JSON, indented for human readability,

with a �.json� extension.

Most annotations mat
h the �elds in the Swagger spe
i�
ation, version 1.2, and are explained there. However,

Pruden
e automates many values, and additionally provides sensible defaults.

�swagger info

Provides general information about your API.

You 
an have multiple ��swagger info� blo
ks in your appli
ation, though the parser will merge them all together.

It's good pra
ti
e to pla
e these blo
ks in your settings.js, routing.js, or both.

/∗∗∗

∗ RESTful API f o r My Appl i 
at ion .

∗

∗ �swagger i n f o

∗ �apiVersion 1 .0

∗ �basePath http ://myapp . org/ ap i

∗ �t i t l e My Appl i 
at ion

∗ �des
r ipt ion This API prov ide s a 
 
 e s s to

∗ My Appl i
at ion ' s r e s ou r 
 e s

∗ �l i 
 ense GNU Les s e r General Publ i 
 L i 
 ense 3 . 0

∗ �l i 
 enseUr l http ://www. gnu . org/ l i 
 e n s e s / l g p l . html

∗ �
onta
t i n f o�th r e e 
 r i 
 k e t s . 
om

∗/

��swaggerVersion�, ��apiVersion� and ��basePath� are used as defaults for the ��swagger api� se
tions, whi
h

you may override there.

Additional annotations will get default values, whi
h you may override:

• �swaggerVersion: 1.2
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�swagger api

Represents a group of APIs, often intended to mean a single RESTful resour
e, though it may be useful to group

several resour
es together in some 
ases. In Swagger, all APIs within a group are des
ribed in a single JSON

do
ument.

It's good pra
ti
e to pla
e these blo
ks at the top of the sour
e 
ode �le for a resour
e.

/∗∗∗

∗ This r e sour
e r ep r e s en t s a person in the database . Persons have unique

∗ IDs de f ined by i n t e g e r s .

∗

∗ �swagger ap i

∗ �des
r ipt ion A person

∗ �produ
es app l i 
 a t i on / j son tex t / p l a i n

∗ �
onsumes app l i 
 a t i on / j son tex t / p l a i n

∗/

Values for ��produ
es� and ��
onsumes� may be spe
i�ed in one annotation, or in several:

�produ
es app l i 
 a t i on / j son

�produ
es t ex t / p l a i n

Additional annotations will get default values, whi
h you may override:

• �resour
ePath: if not spe
i�ed, will be automati
ally generated a

ording to the �lename in whi
h this

des
ription blo
k appears; Pruden
e will generate the JSON �le a

ording to its value:

� If it ends with a �/�, will be 
onsidered a dire
tory name, and Pruden
e will put a �index.json� �le in it.

� Otherwise, a �.json� extension will be added to the value to 
reate the �lename

• �swaggerVersion: from the ��swagger info� blo
k

• �apiVersion: from the ��swagger info� blo
k

• �basePath: from the ��swagger info� blo
k

�swagger operation

Represents a single API 
all, a RESTful verb on a URL. An operation must be asso
iated with a ��swagger

api� blo
k, though if one does not exist it will be inferred and generated for you (though without ��des
ription�,

��produ
es�, ��
onsumes�, et
.).

It's good pra
ti
e to pla
e these blo
ks right before the appropriate handler 
ode.

/∗∗∗

∗ Retr i eve a person ' s data a

ord ing to i t s ID .

∗

∗ �swagger ope ra t i on

∗ �summary Ret r i eve s a person

∗ �notes A

esses the MongoDB database

∗ �path /person /{personId}/

∗ �method GET

∗ �ni
kname getPerson

∗ �parameter path personId s t r i n g The person ' s ID

∗ �type Person

∗ �responseMessage 400 Error I nva l i d data

∗ �responseMessage 404 nu l l Not found

∗/

fun
 t i on handleGet ( 
onve r sa t i on ) {

. . .

}
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The link between a ��swagger operation� and its ��swagger api� is via the ��resour
ePath� annotation.

The ��type� annotation mat
hes a ��swagger model� (see below).

You may in
lude none or several ��parameter� annotations, with the following attributes:

1. The parameter type: �path�, �query�, �body�, �header� or �form�

2. Name

3. Type

4. Optional: des
ription

You may in
lude none or several ��responseMessage� annotations, with the following attributes:

1. HTTP status 
ode (an integer)

2. Type: a ��swagger model�, or �null� to spe
ify no 
ontent

3. Optional: des
ription

Additional annotations will get default values, whi
h you may override:

• �resour
ePath: if not spe
i�ed, will use the value for the previous ��swagger api� blo
k; if there is not su
h

blo
k, it will be automati
ally generated a

ording to the �lename in whi
h this des
ription blo
k appears

�swagger model

Represents a data model. As with ��swagger operation�, it is asso
iated with a ��swagger api� blo
k.

/∗∗∗

∗ Person model .

∗

∗ �swagger model

∗ �id Person

∗ �property name s t r i n g

∗ �property lastname s t r i n g

∗/

You may in
lude none or several ��parameter� annotations, with the following attributes:

1. Name

2. Type

Serving Swagger

You 
an serve your Swagger des
ription stati
ally (page 44) via routing.js:

app . route s = {

. . .

'/ api−do
s /∗ ' : {

type : ' s t a t i 
 ' ,

root : ' d e s 
 r i p t i on '

}

}

However, most Swagger 
lients will require Cross-Origin Resour
e Sharing (CORS), whi
h you 
an support using

Pruden
e's CORS �lter (page 111):

app . route s = {

. . .

'/ api−do
s /∗ ' : {

type : ' 
ors ' ,

a l l owOr ig in : '∗ ' ,
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next : {

type : ' s t a t i 
 ' ,

root : ' d e s 
 r i p t i on '

}

}

}

You 
an test your Swagger des
ription using the Swagger UI appli
ation. A demo is available here.

Working with Swagger Clients

Most Swagger 
lients will require your API to use Cross-Origin Resour
e Sharing (CORS), whi
h you 
an support

using Pruden
e's CORS �lter (page 111). For example, if you're implementing your API as manual resour
es (page

35), you 
an just wrap your entire �manual� route type with the �lter:

app . route s = {

. . .

' /∗ ' : [

{

type : ' 
ors ' ,

a l l owOr ig in : '∗ ' ,

allowMethods : [ 'GET' , 'POST' , 'PUT' , 'DELETE' ℄ ,

a l lowHeaders : ' Content−Type ' ,

next : 'manual '

} ,

' templates ' ,

' s t a t i 
 '

℄

}

An additional requirement for CORS is that your resour
es support the HTTP �OPTIONS� verb. This 
an be

easily done with an empty handler:

f un
 t i on handleOptions ( 
onve r sa t i on ) {

return nu l l

}

Of 
ourse, instead of using the CORS �lter, your handlers 
an a
tually set the appropriate CORS headers as is

appropriate. See 
ustom headers (page 54) for more information:

fun
 t i on handleOptions ( 
onve r sa t i on ) {


onve r sa t i on . responseHeaders . s e t ( ' A

ess−Control−Allow−Origin ' , '∗ ' )


onve r sa t i on . responseHeaders . s e t ( ' A

ess−Control−Allow−Methods ' , 'GET, POST, PUT, DELETE' )


onve r sa t i on . responseHeaders . s e t ( ' A

ess−Control−Allow−Headers ' , ' Content−Type ' )

}

FAQ

Please also refer to the FAQs for Sin
erity and S
ripturian.

Te
hnology

How is Pruden
e di�erent from Node.js?

Both are server-side platforms for 
reating network servers using JavaS
ript. Both have evolved to support pa
kage

managers: Sin
erity for Pruden
e, npm for Node.js.

But that's pretty mu
h where the similarities end.
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Purpose and Ar
hite
ture Pruden
e is a 
omprehensive platform for REST servi
es, su
h as web pages and

RESTful APIs. Node.js is a minimalist platform for asyn
hronous servi
es, su
h as streaming video and audio

servers. These are very di�erent use 
ases.

First, note that both use non-blo
king servers at the low level. So they're both asyn
hronous in that parti
ular

respe
t.

On top of the multi-threaded server Pruden
e builds a RESTful appli
ation environment, using Restlet to

handle the many intri
a
ies of HTTP. Why multi-threaded? Be
ause generating HTML is logi
ally a single-event

pro
edure: at the moment you get the 
lient's request, you generate the HTML 
ontent and send it immediately.

Thus, via a managed, 
on�gurable thread-pool, Pruden
e 
an leverage multi-
ore CPUs as well as highly-
on
urrent

database ba
kends to serve several several user requests simultaneously.

Node.js 
ould not be more di�erent: it is by design single-threaded and event-driven: requests are never handed

simultaneously, and only a single CPU 
ore would ever be used by the HTTP server itself.

Seems odd? A
tually, this �raw� ar
hite
ture makes a lot of sense for streaming appli
ations: as opposed to

HTML pages, streams are always multi-event pro
edures, ea
h event generating a �
hunk� of the stream that

saturates the so
ket with data. There is no advantage to using more than one thread if a single thread is already

taking up all the bandwidth. In fa
t, thread syn
hronization 
ould introdu
e overhead that would slow the server

down. Really, your only variable in terms of s
alability is the size of the 
hunks: you'll want them smaller under

high load in order to degrade performan
e fairly among 
lients. That said, other libraries you might use from

Node.js 
an and do use threads: this is useful for CPU-bound workloads su
h as video en
oding.

Node.js is great for its intended use 
ase. It's vastly easier to write event handlers in JavaS
ript than in C/C++,

and JavaS
ript also makes it easy to bootstrap the server. If you're writing a streaming asyn
hronous server, we

highly re
ommend Node.js.

If you like Node.js but JavaS
ript is not your favorite dynami
 language, similarly ex
ellent event-

driven platforms are available for other languages: 
he
k out Tornado and Twisted for Python, and

EventMa
hine for Ruby.

You're Doing It Wrong That said, it's very odd that Node.js has be
ome a popular platform for the non-

streaming, data-driven web: the Express framework, for example, provides some minimal RESTful fun
tionality on

top of Node.js. But event-driven servers are not designed for REST, and are in fa
t quite a bad �t: 
onsider that in a

single-threaded runtime, if a single event handler hangs, the whole server will hang. Node.js deals with the problem

by in e�e
t o�oading the thread pools to external libraries, written in C++. For example, Node.js's database

drivers handle queries in their own 
onne
tion thread pools, and push events to Node.js when data is available.

Still, in your Node.js JavaS
ript event handlers, you have to take extra 
are not to do any time-
onsuming work: a

delay you 
ause would a�e
t all operations waiting their turn on the single-threaded event loop. Thus, to 
reate a

properly s
alable Node.js appli
ation, you must have event handlers with no risky �side e�e
ts�: that heavy lifting

is left to the C++ libraries. The bottom line is that you have an illusion of single-threadedness: you've merely

shifted the workload to the drivers.

And even if you did a good job in JavaS
ript, your implementation will not in any way be more s
alable for this

use 
ase than by using a thread pool: users still need to wait for their requests to 
omplete, and databases still have

to return results before you 
an 
omplete those requests. There's nothing in an event-driven model that 
hanges

these essential fa
ts. (It's worth repeating again: both Pruden
e and Node.js use non-blo
king I/O servers; Node.js

having an event-driven programming model does not allow it to magi
ally handle more 
on
urrent 
onne
tions than

other platforms 
an.)

You 
an add some parallelism by running multiple Node.js pro
esses behind a load balan
er, but the problems

qui
kly multiply: ea
h pro
ess loads its own version of those C++-written drivers, with its own 
onne
tion thread

pool, whi
h 
an't be shared with the other Node.js pro
esses. In Pruden
e, by 
ontrast, the same pool is trivially

shared by all requests. (Pruden
e's threads 
an also share an in-pro
ess memory-based 
a
he ba
kend for the best

possible 
a
hing performan
e at the 1st tier.)

It should be 
lear that Node.js is simply the wrong tool for the job. So, why is Node.js so misused? One reason

is that its raw ar
hite
ture is attra
tively simple: multi-threaded programming is hard to get right, single-threaded

easy. JavaS
ript, too, is attra
tive as a language that many programmers already know. So, despite being a

problemati
 web platform, it's one in whi
h you 
an build web servi
es qui
kly and with little fuss, and sometimes

that's more important than s
alability or even robustness (espe
ially if the goal is to 
reate in-house servi
es). But

another reason for Node.js' popularity is more worrying: ignoran
e. People who should know better heard that

Node.js is �fast� be
ause it's �asyn
hronous� and think that would lead to faster page load-times for web browsers
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and the ability to handle more page hits. That's a very wrong 
on
lusion. You 
an do great REST in Node.js, but

would have to work against the platform's limitations for the s
enario.

We believe that Pruden
e is a mu
h more sensible 
hoi
e for the RESTful web. Beyond the basi
 multi-threaded

model, also 
onsider Pruden
e's many features aimed spe
i�
ally at RESTful s
alability, su
h as integrated 
a
hing

(page 60), full 
ontrol of 
onditional HTTP (page 38), and 
lusters (page 135) for s
aling horizontally in the �
loud.�

Che
k out our S
aling Tips arti
le, too, whi
h is useful even if you don't 
hoose Pruden
e.

Te
hnology and E
osystem Pruden
e was designed spe
i�
ally for the JVM, to provide you with a

ess to its

ri
h and high-quality e
osystem, to leverage its ex
ellent 
on
urren
y libraries and monitoring/pro�ling 
apabilities,

and to be portable and integrative. The JVM platform is very mature and reliable, as are many of the libraries

that Pruden
e uses, su
h as Jetty, Restlet and Hazel
ast. It's easier to 
onne
t C/C++ libraries to Node.js, but on

the other hand it's easier to write and deploy extensions in Java/S
ala/Groovy/Clojure for Pruden
e.

And Pruden
e is not just JavaS
ript: it supports many dynami
 languages running on top of the JVM�Python,

Ruby, PHP, Lua, Groovy and Clojure�as well as their respe
tive e
osystems. That said, it does give spe
ial love to

JavaS
ript: Sin
erity 
omes with a ri
h foundation library, o�ering essentials su
h as OOP and string interpolation,

as well as friendly wrappers for powerful JVM servi
es, su
h as 
on
urrent 
olle
tions and 
ryptography.

Node.js is JavaS
ript-
entri
, and though it has a mu
h younger and narrower e
osystem, it is

vibrant and qui
kly growing.

No Ben
hmarks for You In terms of sheer 
omputational performan
e, Node.js has done well to leverage the

�browser wars,� whi
h have resulted in very performative JavaS
ript interpreters and JIT 
ompilers. However,

it's worth remembering that these engines have been optimized for web browser environments, not servers, and

thus have very limited support for threading. By 
ontrast, Pruden
e 
an run JavaS
ript on your 
hoi
e of either

Nashorn or Rhino, whi
h 
an both use the JVM's ex
ellent 
on
urren
y management. Nashorn promises ex
ellent

performan
e, on par with Java 
ode in some 
ases. Rhino is not as fast, but still performs well and is very mature.

But a 
omparative ben
hmark would make little sense. Node.js' single-threaded model really needs blazing-

fast language performan
e, as it dire
tly a�e
ts its s
alability. Pruden
e's multi-threaded model and RESTful

expe
tations mean that it's rarely CPU-bound: for example, you spend orders of magnitude more time waiting for

database ba
kends to respond than for fun
tions to be 
alled. For the web page use 
ase, smart ar
hite
ture�and

smart 
a
hing�are far more important for s
alability than language engine performan
e.

Note, too, that all the performan
e-
riti
al parts of Pruden
e are written in Java, just as they are written in

C++ for Node.js. There should be no noti
eable performan
e di�eren
es in the basi
 request handling performan
e.

And it's important to remember�and repeat to yourself as mantra�that performan
e does not equal s
alability.

Pruden
e's default HTTP engine is Jetty, whi
h is designed from the ground-up for s
alable web servi
es, and it

behaves smartly under high volumes, even if it might not seem so under trivial and misleading lo
alized ben
hmarks.

It's also easy to repla
e Jetty with other servers (page 99).

Con
lusion Choose the right tool for the job! Node.js is a great 
hoi
e for streaming and streaming-like servi
es,

and Pruden
e�we hope you'll agree�is a great 
hoi
e for web servi
es and RESTful APIs.

How is REST better than RPC?

Well, it's not ne
essarily better. One important advantage is that it works inside the already-existing, already-

deployed infrastru
ture of the World Wide Web, meaning that you 
an immediately bene�t from a wide range of

optimized fun
tionality. We dis
uss this in greater detail in The Case for REST (page 150).

But we don't advo
ate REST for every proje
t. See this dis
ussion (page 155) for one reason why RPC may be

more appropriate. Choose the right tool for the job!

Why does Pruden
e support LESS instead of SASS?

Pruden
e implements LESS using the Less4j library. Unfortunately, there is no SASS implementation that would

dire
tly work on the JVM: we 
ould potentially run it using JRuby, but that is simply too big a dependen
y for a

single feature.

However, nothing is stopping you from running SASS from the 
ommand line to 
reate your CSS.

An alternative to LESS is ZUSS: smaller, but not quite as 
omprehensive. Code to support it is in
luded in

Pruden
e, though you must install the ZUSS Jar yourself.
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How do I use other HTTP servers instead of Jetty?

We re
ommend Jetty and install it by default, but in some 
ases it may be worth using alternatives: for example,

you may want to experiment with di�erent performan
e 
hara
teristi
s for 
ertain deployments or make 
omparative

ben
hmarks.

Fortunately, Restlet de
ouples its API from the server library, and 
omes with extensions to 
onne
t to several

server libraries in addition to Jetty. You 
an install these easily with Sin
erity, though note that you would need

to ex
lude the Jetty extension if you do so: Restlet does not 
urrently run if several server extensions are in the


lasspath at the same time.

For example, let's use the Simple Framework instead of Jetty:

s i n 
 e r i t y add pruden
e . example :

add r e s t l e t . s imple :

ex
 lude org . r e s t l e t . j s e org . r e s t l e t . ext . j e t t y9 :

ex
 lude org . e 
 l i p s e . j e t t y j e t ty−s e r v e r :

i n s t a l l :

s t a r t pruden
e

If Restlet does not �nd any server extension in the 
lasspath, it will default to its own �internal� server, whi
h

is adequate to simple deployments and for testing:

s i n 
 e r i t y add pruden
e . example :

ex
 lude org . r e s t l e t . j s e org . r e s t l e t . ext . j e t t y9 :

ex
 lude org . e 
 l i p s e . j e t t y j e t ty−s e r v e r :

i n s t a l l :

s t a r t pruden
e

Performan
e and S
alability

How well does Pruden
e perform? How well does it s
ale?

First, re
ognize that there are two 
ommon uses for the term �s
ale.� REST is often referred to as an inherently

s
alable ar
hite
ture, but that has more to do with proje
t management than te
hni
al e�e
tiveness. This di�eren
e

is addressed in the �The Case for REST� (page 150).

From the perspe
tive of the ability to respond to user requests, there are three aspe
ts to 
onsider:

1. Serving HTTP Pruden
e 
omes with Jetty, an HTTP server based on the JVM's non-blo
king I/O API.

Jetty handles 
on
urrent HTTP requests very well, and serves stati
 �les at s
ales 
omparable to popular HTTP

servers.

2. Generating HTML Pruden
e implements what might be the most sophisti
ated 
a
hing system (page 60)

of any web development framework. Ca
hing is truly the key to s
alable software. See �S
aling Tips� (page 156)

for a 
omprehensive dis
ussion of the role of 
a
hing.

3. Running 
ode There may be a delay when starting up a spe
i�
 language engine in Pruden
e for the �rst

time in an appli
ation, as it loads and initializes itself. Then, there may be a delay when a

essing a dynami
 web

page or resour
e for the �rst time, or after it has been 
hanged, as it might require 
ompilation. On
e it's up and

running, though, your 
ode performs and s
ale very well�as well as you've written it. You need to understand


on
urren
y and make sure you make good 
hoi
es to handle 
oordination between threads a

essing the same data.

If all is good, your 
ode will a
tually perform better throughout the life of the appli
ation. The JVM learns and

adapts as it runs, and performan
e 
an improve the more the appli
ation is used.

All language engines supported of Pruden
e are generally very fast. In some 
ases, the JVM language imple-

mentations are faster than their �native� equivalents. This is demonstrable for Python, Ruby and PHP. The reason

is that the JVM, soon rea
hing version 8, is a very mature virtual ma
hine, and in
orporates de
ades-worth of

optimizations for live produ
tion environments.

If you are performing CPU-intensive or time-sensitive tasks, then it's best to pro�le these 
ode segments pre
isely.

Exa
t performan
e 
hara
teristi
s depend on the language and engine used. The Be
hmarks Game 
an give you

some 
omparisons of di�erent language engines running high-
omputation programs. In any 
ase, if you have a
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pie
e of intensive 
ode that really needs to perform well, it's probably best to write it in Java and a

ess it from

the your language. You 
an even write it in C or assembly, and have it linked to Java via JNI.

If you're not doing intensive 
omputation, then don't worry too mu
h about your language being �slow.� It's

been shown that for the vast majority of web appli
ations, the performan
e of the web programming language is

rarely the bottlene
k. The de
iding fa
tors are the usually performan
e of the ba
kend data-driving te
hnologies

and ar
hite
tures.

I heard REST is very s
alable. Is this true? Does this mean Pruden
e is �web s
ale�?

Yes, if you know what you're doing. See �The Case for REST� (page 150) and �S
aling Tips� (page 156) for in-depth

dis
ussions.

The bottom line is that it's very easy to make your appli
ation s
ale poorly, whatever te
hnology or ar
hite
ture

you use, and that Pruden
e, in embra
ing REST and the JVM, 
an more easily allow for best-pra
ti
e s
alable

ar
hite
tures than most other web platforms.

That might not be very reassuring, but it's a fa
t of software and hardware ar
hite
ture right now. A
hieving

massive s
ale is 
hallenging.

Errors

How to avoid the �Adapter not available for language: xml� parsing ex
eption for XML �les?

The problem is that the XML header 
onfuses S
ripturian, Pruden
e's language parser, whi
h 
onsiders the �<?� a

possible s
riptlet delimiter:

<?xml ve r s i on = '1.0 ' en
oding='UTF−8'?>

The simple solution is to for
e S
ripturian to use the �<%� for the page via an empty s
riptlet, ignoring all �<?�:

<% %><?xml ve r s i on = '1.0 ' en
oding='UTF−8'?>

Li
ensing

The author is not a lawyer. This is not legal advi
e, but a personal, and possibly wrong interpretation.

The wording of the li
ense itself supersedes anything written here.

Does the LGPL mean I 
an't use Pruden
e unless my produ
t is open sour
ed?

The GPL family of li
enses restri
t your ability to redistribute software, not to use it. You are free to use Pruden
e

as you please within your organization, even if you're using it to serve publi
 web sites�though with no warranty

nor an impli
it guarantee of support from the 
opyright holder, Three Cri
kets LLC.

The GPL would thus only be an issue if you're selling, or even giving away, a produ
t that would in
lude

Pruden
e.

And note that Pruden
e uses the Lesser GPL, whi
h has even fewer restri
tions on redistribution than the regular

GPL. Essentially, as long as you do not alter Pruden
e in any way, you 
an in
lude Pruden
e in any produ
t, even

if it is not free. With one ex
eption: Pruden
e uses version 3 of the Lesser GPL, whi
h requires your produ
t to

not restri
t users' ownership of data via s
hemes su
h as DRM if Pruden
e is to be in
luded in its distribution.

Even if your produ
t does not qualify for in
luding Pruden
e in it, you always have the option of distributing

your produ
t without Pruden
e, and instru
ting your 
ustomers to download and install Pruden
e on their own.

We understand that in some 
ases open sour
ing your produ
t is impossible, and passing the burden to the users

is 
umbersome. As a last resort, we o�er you a 
ommer
ial li
ense as an alternative to the GPL. Please 
onta
t

Three Cri
kets for details.

Three Cri
kets, the original developers of Pruden
e, are not trying to for
e you to pur
hase it. That is not our

business model, and we furthermore �nd su
h tri
kery bad for building trusting relationships. Instead, we hope to

en
ourage you to 1) pay Three Cri
kets for 
onsultation, support and development servi
es for Pruden
e, and to 2)


onsider releasing your own produ
t as free software, thereby truly sharing your innovation with all of so
iety.
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Why the LGPL and not the GPL?

The Lesser GPL used to be 
alled the �Library GPL,� and was originally drafted for glib
. It is meant for spe
ial


ases in whi
h the full GPL 
ould limit the adoption of a produ
t, whi
h would be self-defeating. The assumption

is that there are many alternatives with fewer restri
tions on distribution.

In the 
ase of the Linux proje
t, the full GPL has done a wonderful job at 
onvin
ing vendors to open sour
e

their 
ode in order to ship their produ
ts with Linux inside. However, it doesn't seem likely that they would do the

same for Pruden
e. There are so many great web development platforms out there with fewer restri
tions.

Note that the LGPL version 3 has a 
lause allowing you to �upgrade� Pruden
e to the full GPL for in
lusion in

your GPL-ed produ
t. This is a terri�
 feature, and another reason to love this ex
ellent li
ense.

Part II

Advan
ed Manual

Ba
kground Tasks

The primary workload of a web platform is in handling user requests, and in Pruden
e these are handled in a


on�gurable thread pool managed by the web server (usually Jetty). However, �primary� does not mean �only�

or even �most�: your appli
ation may be doing lots of other work both to serve users and to keep itself running

properly. In Pruden
e, we 
all these �ba
kground tasks.� They are run in a separate thread pool, and 
an even be

�farmed out� in the 
luster (page 135).

The 
ommon use 
ases are:

• Doing work in 
onne
tion to user requests that 
an happen outside of requests: sending email noti�
ations,

updating a statisti
s database, et
. Even if this happens a bit later than the user request, the user experien
e

would not su�er. By performing this work in the ba
kground, you 
an ensure that the request thread is freed

as qui
kly as possible, whi
h 
an go a long way towards improving your s
alability.

• Doing work for users that 
annot or should not be done within a request thread: en
oding videos, intera
ting

with 3rd-party servi
es, performing long sear
hes, et
. All of these 
ould hang the request thread for far too

long, whi
h 
ould severely limit your s
alability. In these 
ases you would need to �nd some way to let the user

know that the work they needed is done. Often, results are stored in a database. (Diligen
e's Progress Servi
e

is a generi
 tool for handling these s
enarios.)

• Maintenan
e tasks unrelated to user requests: 
leaning up idle sessions, pruning 
a
hes and unused results,

sending out digest emails, et
. These tasks are often s
heduled to be run on a regular basis: daily, every 5

minutes, et
.

In order to support these diverse use 
ases, Pruden
e allows for several ways to s
hedule and spawn ba
kground

tasks.

Implementing Tasks

Pruden
e supports two ways to implement tasks. Note that in both 
ases, you may implement the task in any

supported programming language: it doesn't matter whi
h language 
alls the API and whi
h language implements

the task.

As Programs These tasks are exe
uted from beginning to end. They 
an, of 
ourse, in
lude libraries, de�ne

fun
tions and 
lasses, et
. You may optionally send the task an arbitrary �
ontext,� whi
h will be a

essible via the

do
ument.
ontext API.

A simple example:

var 
ount = do
ument . 
ontext

f o r ( var i = 0 ; i < 
ount ; i++) {

app l i 
 a t i on . l o gg e r . i n f o ( '# ' + i )

}
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As Entry Points in Programs These tasks are loaded into memory on
e: Pruden
e will 
all a spe
i�ed entry

point every time the task is spawned. The �
ontext� will be provided as an entry point argument. Additionally,

entry points allow you to return a value to the 
aller.

A simple example:

fun
 t i on myEntryPoint ( 
ontext ) {

var 
ount = do
ument . 
ontext

f o r ( var i = 0 ; i < 
ount ; i++) {

app l i 
 a t i on . l o gg e r . i n f o ( '# ' + i )

}

return ' f i n i s h ed '

}

Performan
e Considerations Generally, tasks implemented as entry points will be spawned faster (page 85).

So, the rule of thumb should be:

• Implement your task as a program if it is supposed to run only on
e in a while.

• Implement your task as an entry point if it is frequently used.

APIs for Spawning and S
heduling

We'll dis
uss the higher-level API below (page 104). However, it's useful to start with the lower-level API, so you


an better understand the many options.

Libraries

To spawn and/or s
hedule 
ode in your appli
ation's �/libraries/� subdire
tory, use the appli
ation.exe
uteTask API.

As a �rst example, let's spawn a program task:

app l i 
 a t i on . exe
uteTask (

' wiki ' , '/ ta sk s / h e l l o / ' , nu l l ,

{name : ' Mi
hael ' } ,

0 , 0 , f a l s e )

Our program would be in �/libraries/tasks/hello.js�:

a pp l i 
 a t i on . l o gg e r . i n f o ( ' Hel lo , ' + do
ument . 
ontext . name)

The �rst argument to exe
uteTask is the appli
ation's name on the internal host (page 31). If you leave it as

null, it would default to the 
urrent appli
ation. The se
ond is the library URI. The third is the entry point name

(not used in this example), and the fourth is the optional 
ontext.

The �nal three arguments are for s
heduling:

• delay: Millise
onds before starting the task; zero means ASAP

• repeatEvery: Millise
onds after whi
h the task will be repeated; zero means no repetitions

• �xedRepeat: Boolean; not used when �repeatEvery� is zero; if true, �repeatEvery� will be �xed a

ording

to the 
lo
k; if false, �repeatEvery� will be 
ounted from when ea
h task �nishes exe
uting

For our se
ond example, let's use an entry point:

app l i 
 a t i on . exe
uteTask (

nul l , '/ ta sk s / h e l l o / ' , ' sayHel lo ' ,

{name : ' Mi
hael ' } ,

0 , 0 , f a l s e )

Our program with its entry point:

f un
 t i on sayHel lo ( 
ontext ) {

app l i 
 a t i on . l o gg e r . i n f o ( ' Hel lo , ' + 
ontext . name)

}
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Literal S
riptlet Code

To spawn and/or s
hedule literal s
riptlet sour
e 
ode as a task, use the appli
ation.
odeTask API. Note that the

sour
e 
ode must provided as s
riptlets, identi
al to the format of template resour
es (page 39):

app l i 
 a t i on . 
odeTask(

nul l , "<% app l i 
 a t i on . l o gg e r . i n f o ( ' Hel lo , ' + do
ument . 
ontext . name) %>",

{name : ' Mi
hael ' } ,

0 , 0 , f a l s e )

The arguments are similar to exe
uteTask, ex
ept that literal sour
e 
ode is provided instead of a library name,

and there is no entry point name.

This API is useful for generating the task's sour
e 
ode on demand.

The s
riptlet format makes it possible to run tasks in any supported programming language:

app l i 
 a t i on . 
odeTask(

nul l , "<%python app l i 
 a t i on . l o gg e r . i n f o ( ' He l lo from Python , ' + do
ument . 
ontext ) %>",

' Mi
hael ' ,

0 , 0 , f a l s e )

Can
eling Tasks

All the APIs return a JVM Future instan
e, whi
h you 
an use to 
an
el the task:

var fu ture = app l i 
 a t i on . 
odeTask ( . . . )

f u tu re . 
an
e l ( t rue )

Return Values

As mentioned above, entry points 
an return values to the 
aller. This is also handled via the Future:

var fu ture = app l i 
 a t i on . 
odeTask ( . . . )

var r = future . get (500 , java . u t i l . 
on
urrent . TimeUnit .MILLISECONDS)

Generally, it's not a very good idea to use the returned Future. The advantage of ba
kground tasks

is in allowing you to release the 
urrent thread, but if you blo
k waiting for a task to 
omplete, then

you will be doing the opposite. A better way to return values from ba
kground tasks store them in a

database and attempt to fet
h them later, as in the Diligen
e's Progress Servi
e. However, if you keep

the blo
k times very short, the Future has its uses: for example, it provides an easy way to 
all 
ode in

one programming language from another.

Distributed Task APIs

When working with a Pruden
e 
lusters (page 135), you 
an spawn tasks on other nodes in the 
luster. This feature

enables you to easily 
reate spe
ialized task farms (page 137) for �exible, s
alable deployments.

The task APIs have distributed versions: appli
ation.distributedExe
uteTask and

appli
ation.distributedCodeTask. The di�eren
e is that the distributed versions don't have the three s
heduling

arguments: you 
an't delay or repeat distributed tasks. On the other hand, you have two extra arguments for

optionally hinting where in the 
luster you would want them exe
uted:

• where: If this is a string, it is interpreted as a 
omma-separated list of node tags (page 137). When �multi�

is false, it will sele
t the �rst node that mat
hes any of the required tags. When �multi� is true, it will sele
t

all nodes that mat
h any of the tags. A null value here means to let Hazel
ast de
ide: when �multi� is true,

this would mean all nodes.

• multi: Boolean; when false, will spawn on only one member in the 
luster; when true, will spawn on all

members spe
i�ed; note that when �multi� is true, the return value is a map of Hazel
ast Member instan
es

to their appropriate Future instan
es

In this example, we don't 
are when in the 
luster the task will be exe
uted on
e:
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app l i 
 a t i on . distr ibutedCodeTask (

nul l , "<% app l i 
 a t i on . l o gg e r . i n f o ( ' Hel lo , ' + do
ument . 
ontext . name) %>",

{name : ' Mi
hael ' } ,

nu l l , f a l s e )

In this example, we'll spawn a maintenan
e task on all nodes:

app l i 
 a t i on . d i s t r ibutedExe
uteTask (

' maintenan
e ' , '/ ta sk s / 
leanup / ' , nu l l ,

'now ' ,

nu l l , t rue )

Note that, of 
ourse, the appli
ation �maintenan
e� as well as the library �/tasks/
leanup/� have to be present

on all nodes in the 
luster.

Serialization For distributed tasks, your sent 
ontexts as well as your returned values must be serializable in

order for them to be transferred over the network. If you're using JavaS
ript, this likely means sti
king to primitive

types: strings and numbers. However, you 
an serialize the data yourself: say, into JSON when spawning the task,

and then from JSON in the task implementation. (The high-level API does this for you.)

High-Level API

If you're using JavaS
ript, you 
an use the Pruden
e.Tasks.task as a short
ut to all the APIs mentioned above. An

example:

do
ument . r e qu i r e ( ' / pruden
e/ ta sk s / ' )

Pruden
e . Tasks . task ({

u r i : '/ ta sk s /
leanup ' ,

app l i 
 a t i on : ' maintenan
e '

})

It 
omes with some sweet JavaS
ript sugar. For example, you 
an dire
tly spawn fun
tions:

fun
 t i on 
leanup ( 
ontext ) {

app l i 
 a t i on . l o gg e r . i n f o ( ' Cleaning up : ' + 
ontext . time )

}

Pruden
e . Tasks . task ({

fn : 
leanup ,


ontext : { time : 'now ' } ,

j s on : true ,

d i s t r i b u t e d : t rue

})

Behind the s
enes, the above a
tually serializes the fun
tion sour
e 
ode, and 
alls

appli
ation.distributedCodeTask (so JavaS
ript sta
k 
losure won't work). The �json: true� param adds

some useful magi
: it will serialize the 
ontext, and then wrap 
ode to deserialize the 
ontext around task 
ode.

So, the above will work just �ne as a distributed task.

(While 
onvenient, it's generally more e�
ient to invoke an entry point in a library than to serialize fun
tion


ode like so.)

Here's an example of blo
king until we get a result:

var fu ture = Pruden
e . Tasks . task ({

u r i : '/ ta sk s /math / ' ,

entryPoint : ' mult iply ' ,


ontext : [ 5 , 6 , 8 ℄ ,

pure : true ,

b lo
k : '1 s '

})

p r in t ( fu ture . get ( ) )
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Note the �pure: true� param that for
es the API to send the 
ontext as is: otherwise it will send it as a string

to ensure support for serialization. (JavaS
ript data stru
tures are not, unfortunately, serializable.)

In 
ase you're 
urious, he's the task for that example:

fun
 t i on mult ip ly ( e lements ) {

var r = 1

f o r ( var e in elements ) {

r ∗= elements [ e ℄

}

return r

}

An Even Lower-Level API

If you have some knowledge of Java programming, you may a

ess the task exe
utor dire
tly via the

appli
ation.exe
utor API.

Appli
ation 
rontab

Pruden
e supports 
rontab �les that mimi
 the format used by that ubiquitous s
heduling program.

This fa
ility lets you s
hedule tasks to run at spe
i�
 (Gregorian) 
alendri
al times. It works similarly to 
alling

appli
ation.
odeTask (page 103) with the repetition params, but allows for more su

in
t, 
alendri
al repetition

patterns. Also, the fa
ility is always on, as long as your Pruden
e 
ontainer is running: you do not have to 
all an

API to enable it.

To use this fa
ility, pla
e a �le with the name �
rontab� in your appli
ation's base subdire
tory. Ea
h line of the

�le starts with s
heduling pattern and ends with the task name. Empty lines and 
omments beginning with �#�

are ignored. Example:

∗ ∗ ∗ ∗ ∗ / ta sk s / every−minute /

59 23 ∗ ∗ tue , f r i <% app l i 
 a t i on . getSubLogger ( ' s
heduled ' ) . i n f o ( ' I t i s Tue or Fri , 11 :59PM' ) %>

Notes:

• The 
rontab �les will be 
he
ked for 
hanges and parsed on
e per minute. This means that you 
an edit this

�le and have your task s
heduling 
hange on the �y without restarting Pruden
e.

• The s
heduler does not 
he
k to see if a task �nished running before spawning a new instan
e of it, so that

even if a task is not done yet, but it's time for it to be spawned again, you'll have multiple instan
es of the

task running at the same time. If this is problemati
, 
onsider using the task APIs (page 102) instead, with

the ��xedRepeat� param set to false.

Sending a Context

Optionally, you may add more text after the task name and whitespa
e: anything there is grabbed as a single string

and sent as the 
ontext to the task, whi
h 
an be a

essed there using the do
ument.
ontext API. Be
ause 
rontab

is a text �le, only textual 
ontexts may be sent, but you 
an use JSON, XML or other en
odings to 
reate 
omplex


ontexts.

For example:

∗ ∗ ∗ ∗ ∗ / ta sk s / every−minute / {"message " : "This i s a JSON 
ontext "}

S
heduling Patterns

The s
heduling pattern is a series of �ve settings separated by whitespa
e:

1. Minutes of the hour, 0-59

2. Hour of the day, 0-23

3. Day of the month, 1-31; the spe
ial setting �L� signi�es the last day of the month, whi
h varies per month

and year
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4. Month of the year, 1-12; three-letter English month names may be used instead of numbers: �jan�, �feb�,

�mar�, et
.

5. Day of the week, 0-6; three-letter English day names may be used instead of numbers: �sun�, �mon�, �tue�,

et
.

The following rules apply:

• Any of these settings 
an be �*�, signifying that every value would mat
h: every minute, every hour, every

day, et
.

• Use a slash to mat
h only numbers that divide equally by the number after the slash (
an also be used on �*�)

• Ranges (in
lusive) are possible, separated by hyphens

• Multiple values per setting are possible, separated by 
ommas

• Multiple whole patterns are possible, separated by pipes (�|�: a logi
al �or�)

Note that you 
an s
hedule the same task on multiple lines, whi
h is not equivalent to using the pipe: multiple lines

means that multiple task instan
es might be spawned simultaneously if mat
hed on more than one line. Contrarily,

using the pipe 
ounts as a single mat
h.

Example Patterns Every minute:

∗ ∗ ∗ ∗ ∗

11:59pm every Tuesday and Friday:

59 23 ∗ ∗ tue , f r i

Every 5 minutes in the morning, between 5 to 8am, otherwise every 30 minutes:

∗/5 5−7 ∗ ∗ ∗ |∗/30 0−4,8−23 ∗ ∗ ∗

The same as above, but with one added to all minutes of the hour:

1 , 6 , 11 , 16 , 21 , 26 , 31 , 36 , 41 , 46 , 51 , 56 5−7 ∗ ∗ ∗ | 1 , 31 0−4,8−23 ∗ ∗ ∗

System 
rontab

You 
an also set up a spe
ial 
rontab to run arbitrary Java stati
 methods and non-JVM system pro
esses, just like

with the system 
ron, by 
reating a �/
omponent/
rontab� �le.

Here's an example:

0 5 ∗ ∗ ∗ s o l . exe

0 ,30 ∗ ∗ ∗ ∗ OUT:C: \ ping . txt ping 1 0 . 9 . 4 3 . 5 5

0 ,30 4 ∗ ∗ ∗ "OUT:C: \ Do
uments and Se t t i n g s \Carlo \ping . txt " ping 1 0 . 9 . 4 3 . 5 5

0 3 ∗ ∗ ∗ ENV:JAVA_HOME=C:\ jdks \1 . 4 . 2_15 DIR :C: \ myproje
t OUT:C: \ myproje
t \ bu i ld .

l og C: \ myproje
t \ bu i ld . bat "Night ly Bui ld"

0 4 ∗ ∗ ∗ java : mypa
kage . MyClass#s t a r tApp l i 
 a t i on myOption1 myOption2

The format is di�erent from the appli
ation 
rontabs: see the 
ron4j do
umentation for 
omplete details.

Like the appli
ation 
rontabs, it will be enabled as long as the Pruden
e 
ontainer is running, and 
an be edited

at runtime.


rontab APIs

For dire
t a

ess to the 
rontab, use appli
ation.taskColle
tor for the 
urrent appli
ation's Appli
ationTaskColle
tor,

and appli
ation.s
heduler for the 
omponent-wide 
ron4j S
heduler.

These APIs let you modify the 
rontab in memory. However, note that if you edit your 
rontab, the task table

will be reset and reloaded, losing the 
hanges you made via the API.
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/startup/

It's often useful to s
hedule a task to be run as soon as the appli
ation starts: to initialize resour
es, turn on

subsystems, do initial testing, et
.

Upon startup, Pruden
e will automati
ally spawn �/startup/� as a ba
kground task. So, you 
an 
reate a

�le 
alled �/libraries/startup.js�, �/libraries/startup.py�, �/libraries/startup/default.js�, et
. For example, here's

�/libraries/startup.js�:

app l i 
 a t i on . l o gg e r . i n f o ( 'Our app l i 
 a t i on s t a r t ed ! ' )

Tweaking

Learn how to 
on�gure the size of the thread pool for task APIs here (page 122).

For 
rontab 
on�guration, see here (page 123).

Filters

In Pruden
e, ��lters� are route types (page 23) used to add e�e
ts to resour
es. Though you 
an often 
ode the

same e�e
t dire
tly into a resour
e, �lters are de
oupled from resour
es, allowing you to reuse an e�e
t on many

resour
es, whi
h is espe
ially useful with mapping route types (page 22).

Furthermore, �lters are the only way to add e�e
ts to stati
 resour
es (page 44), whi
h 
annot themselves be

programmed.

Be
ause it's easy to enable and disable �lters just by editing routing.js, �lters are often used to add debugging

and testing e�e
ts.

Tutorial

Filters are implemented similarly to manual resour
es (page 35): as sour
e 
ode �les (in any supported language)

with either or both �lter entry points: handleBefore and handleAfter. The former is 
alled before all requests rea
h

the next (downstream) route type, and the latter is 
alled on the way ba
k, after the downstream �nishes its work.

Let's start with 
on�guring our �lter, using the ��lter� route type (page 23) in routing.js. We'll put it in front

of all our main mapping resour
es:

app . route s = {

. . .

' /∗ ' : {

type : ' f i l t e r ' ,

l i b r a r y : '/my− f i l t e r / ' ,

next : [

'manual ' ,

' templates ' ,

' s t a t i 
 '

℄

}

}

Now let's 
reate the a
tual �lter in �/libraries/my-�lter.js�. We'll start with a trivial implementation of the

handleAfter entry point (page 80):

fun
 t i on handleAfter ( 
onve r sa t i on ) {

app l i 
 a t i on . l o gg e r . i n f o ( 'We got a reque s t f o r a r e sour
e at : ' + 
onver sa t i on . r e f e r e n 
 e )

}

Our �lter doesn't do mu
h yet, but it's easy to test that the 
ode is being 
alled by looking at the log. Of 
ourse

you 
an do many other things here, as detailed in the examples below. Most of the 
onversation APIs are available

to you, in
luding the redire
tion APIs.

Note that while you need to restart your appli
ation for the 
hanges in routing.js to take hold, you are free to

edit my-�lter.js and have the 
hanges pi
ked up on-the-�y.

handleBefore is a bit more sophisti
ated than handleAfter, in that it also requires a return value:
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f un
 t i on handleBefore ( 
onve r sa t i on ) {

app l i 
 a t i on . l o gg e r . i n f o ( 'We got a reque s t f o r a r e sour
e at : ' + 
onver sa t i on . r e f e r e n 
 e )

return ' 
ontinue '

}

Three literal return values are supported, as either a string or a number:

• �
ontinue� or 0: Continue to the �next� handler

• �skip� or 1: Skip the �next� route type and go immediately to our own handleAfter

• �stop� or 2: Stop our handling altogether: the same as �skip,� but handleAfter is not 
alled (note that if a

�lter was installed before us, it would still be 
alled)

Again, you may de�ne both a handleBefore and a handleAfter in the same �lter.

Examples

Changing the Request

It may be useful to 
hange user requests for testing purposes. Spe
i�
ally, we 
an a�e
t 
ontent negotiation by


hanging the a

epted formats de
lared by the user.

For example, let's say we want to disable 
ompression for all resour
es, even if 
lients de
lare that they are


apable of handling it:

f un
 t i on handleBefore ( 
onve r sa t i on ) {


onve r sa t i on . 
 l i e n t . a

eptedEn
odings . 
 l e a r ( )

return ' 
ontinue '

}

Easy! Note that this would be mu
h harder to a
hieve retroa
tively, by 
hanging the response: we would have

to de
ompress all 
ompressed responses. Some e�e
ts are mu
h better implemented in handleBefore.

Overriding the Response

Filters 
an be useful for overriding the response under 
ertain 
onditions.

The following example always sets the response to a web page displaying �blo
ked!�, unless a spe
ial �admin�


ookie (page 53) is used with a magi
 value. It 
an be used to make sure that 
ertain resour
es are unavailable for

users who are not administrators:

f un
 t i on handleAfter ( 
onve r sa t i on ) {

i f ( ! i sAuthor i z ed ( 
onve r sa t i on ) ) {

var 
ontent = '<html><body>' + 
onver sa t i on . r e f e r e n 
 e + ' i s blo
ked to you!</body></html>'


onve r sa t i on . setResponseText ( 
ontent , ' t ex t /html ' , ' en ' , 'UTF−8 ')

}

}

fun
 t i on i sAuthor i z ed ( 
onve r sa t i on ) {

var 
ook i e = 
onver sa t i on . getCookie ( ' admin ' )

return ( nu l l !== 
ook i e ) && ( 
ook i e . va lue == 'magi
123 ' )

}

Another, simpler tri
k, would be to redire
t the response:

fun
 t i on handleAfter ( 
onve r sa t i on ) {

i f ( ! i sAuthor i z ed ( 
onve r sa t i on ) ) {


onve r sa t i on . r ed i r e 
 tSeeOther ( 
onve r sa t i on . base + '/ blo
ked / ' )

}

}
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Note on 
hanging the response: You might think that �lters 
ould be useful to a�e
t the 
ontent

of responses, for example to ��lter out� data from HTML pages. A
tually, Pruden
e �lters are not a

good way to do this, be
ause there's no guarantee that response payloads returned from downstream

resour
es are textual, even if the 
ontent is text: they 
ould very well be 
ompressed (gzip) and also


hunked. You would then need to de
ode, disassemble, make your 
hanges, and then reassemble su
h

responses, whi
h is neither trivial nor e�
ient. Content �ltering should best be handled at the level of

the resour
e 
ode itself, before the response payload is 
reated.

Side E�e
ts

Filters don't have to 
hange anything about the request or the response. They 
an be useful for gathering statisti
s

or other debugging information.

In this example, we'll gather statisti
s about agent self-identi�
ation: spe
i�
ally web browser produ
t names

and operating systems (via the 
onversation.
lient API):

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / templates / ' )

importClass (

java . u t i l . 
on
urrent . Con
urrentHashMap ,

java . u t i l . 
on
urrent . atomi
 . Atomi
Integer )

var l o gg e r = app l i 
 a t i on . getSubLogger ( ' s t a t i s t i 
 s ' )

fun
 t i on handleBefore ( 
onve r sa t i on ) {

var agent = 
onver sa t i on . 
 l i e n t . agentName

var os = 
onver sa t i on . 
 l i e n t . agentAt t r ibute s . get ( ' osData ' )

getCounter ( ' agent ' , agent ) . in
rementAndGet ( )

getCounter ( ' os ' , os ) . in
rementAndGet ( )

l o gg e r . i n f o ( ' Agent s t a t s : ' + app l i 
 a t i on . g l oba l s . get ( ' 
ounters . agent ' ) )

l o gg e r . i n f o ( 'OS s t a t s : ' + app l i 
 a t i on . g l oba l s . get ( ' 
ounters . os ' ) )

re turn ' 
ontinue '

}

fun
 t i on getCounter ( s e 
 t i on , name) {

var 
ounters = app l i 
 a t i on . getGloba l ( ' 
ounters . ' + se
 t i on , new Con
urrentHashMap ( ) )

var 
ounter = 
ounters . get (name)

i f ( nu l l === 
ounter ) {


ounter = new Atomi
Integer ( )

var e x i s t i n g = 
ounters . putI fAbsent (name , 
ounter )

i f ( nu l l !== ex i s t i n g ) {


ounter = ex i s t i n g

}

}

return 
ounter

}

Here we're storing statisti
s in memory and sending them to the log, but for your uses you might prefer to store

them in a database using atomi
 operations.

Built-in Filters

Pruden
e 
omes with a few built-in �lters, ea
h with its own route type (page 23). Many of them are useful

spe
i�
ally with stati
 resour
es (page 44), and are dis
ussed in that 
hapter. A few others are more generally

useful, and are dis
ussed here.
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Inversion of Control (IoC) via Inje
tion

You already know that you 
an 
on�gure parts of your appli
ation via appli
ation.global presets (page 73). Globals,

of 
ourse, a�e
t the entire appli
ation. However, you may sometimes need lo
al 
on�gurations: the ability to a

spe
i�
 instan
e of a resour
es di�erently from others. That's where the �inje
tor� route type (page 23) 
omes in.

Note that be
ause IoC is most often used together with 
apturing and dispat
hing, there is a short
ut notation

to apply to the �
apture� and �dispat
h� route types (page 29). However, you 
an also use inje
tion independently.

An example for routing.js:

app . route s = {

. . .

'/ user /{name}/ ' : {

type : ' i n j e 
 t o r ' ,

l o 
 a l s : {

deployment : ' produ
t ion '

} ,

next : ' �user '

}

}

To a

ess the inje
ted value in your resour
e 
ode, simply use the 
onversation.lo
als API:

var deployment = 
onver sa t i on . l o 
 a l s . get ( ' deployment ' )

i f ( deployment == ' produ
t ion ' ) {

. . .

}

You 
an inje
t any kind of obje
t using an inje
tor, though keep in mind that the native types of

JavaS
ript may not be easily a

essible in other programming languages. For example, if you're inje
ting

a di
t or an array, it would not be automati
ally 
onverted to, say, a Python di
t or ve
tor. However,

primitive types su
h as strings and numbers would be OK for all supported languages.

Templates Note that inje
tors spe
ially re
ognize Template instan
es and 
asts them before inje
ting. This

allows you to interpolate 
onversation attributes (page 111) into strings:

app . route s = {

. . .

'/ user /{name}/ ' : {

type : ' i n j e 
 t o r ' ,

l o 
 a l s : {

pro to
o l : new org . r e s t l e t . r ou t ing . Template ( ' {p } ' ) ,

deployment : ' produ
t ion '

} ,

next : ' �user '

}

}

(The above example is not that useful: you 
an just as easily a

ess the proto
ol using


onversation.request.proto
ol.name.)

HTTP Authenti
ation

You 
an implement simple HTTP authenti
ation using the �basi
HttpAuthenti
ator� route type (page 23):

app . route s = {

. . .

' /∗ ' : {

type : ' bas i 
HttpAuthent i
ator ' ,

realm : ' Authorized use r s only ! ' ,


 r e d e n t i a l s : {
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moderator : ' moderatorpassword ' ,

admin : ' adminpassword '

} ,

next : [

'manual ' ,

' templates '

℄

}

}

Note that the implementation relies on basi
 authenti
ation (BA), whi
h is unen
rypted. It is thus strongly

re
ommended that you use it only with HTTPS (page 118).

Cross-Origin Resour
e Sharing (CORS)

You 
an add Cross-Origin Resour
e Sharing (CORS) headers using the �
ors� route type (page 24):

app . route s = {

. . .

' /∗ ' : {

type : ' 
ors ' ,

a l l owOr ig in : '∗ ' ,

allowMethods : [ 'GET' , 'POST' ℄ ,

a l lowHeaders : [ ' Content−Type ' , ' Last−Modified ' , ' Expires ' ℄ ,

maxAge : ' farFuture ' ,

next : [

'manual ' ,

' templates '

℄

}

}

Note that �magAge� is in se
onds, and must be greater than zero. You 
an spe
ify it as as either a number or

a string (page 70), or use �farFuture� as a short
ut for 10 years.

String Interpolation

Template variables, delimited by 
urly bra
kets, 
an be used to interpolate strings for three use 
ases:

• Captured URI targets, via the �
apture� route type (page 23)

• Redire
tion URI targets, via the �redire
t� route type (page 23)

• Ca
he key templates (page 62)

Pruden
e supports many built-in interpolation variables, extra
ted from the 
onversation attributes and summarized

below. See also the related Restlet API do
umentation.

Note that for 
a
he key templates, it's possible to 
reate your own interpolation variables using plugins (page

62).

Request URIs

These variables are 
omposed of a pre�x and a su�x. The pre�x spe
i�es whi
h URI you are referring to, while

the su�x spe
i�es the part of that URI. For example, the pre�x �{r-}� 
an be 
ombined with the su�x �{-i}� for

�{ri}�, to spe
ify the 
omplete request URI.
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Pre�xes

• {r-}: a
tual URI (referen
e)

• {h-}: virtual host URI

• {o-}: the appli
ation's root URI on the 
urrent virtual host

• {f-}: the referring URI (sent by some 
lients: usually means that the 
lient 
li
ked a hyperlink or was redire
ted

here from elsewhere)

Su�xes

• {-i}: the 
omplete URI (identi�er)

• {-h}: the host identi�er (proto
ol + authority)

• {-a}: the authority (for URLs, this is the host or IP address)

• {-p}: the path (everything after the authority)

• {-r}: the remaining part of the path after the base URI, not in
luding the query (see below)

• {-e}: a relative path from the URI to the appli
ation's base URI (see below; note that this is a 
onstru
ted

value, not merely a string extra
ted from the URI)

• {-q}: the query (everything after the �?�)

• {-f}: the fragment (the tag after the �#�; note that web browsers handle fragments internally and never

send them to the server, however fragments may exist in URIs sent from the server: see the �{R-}� variable

mentioned below)

Base URIs

Every URI also has a �base� version of it: in the 
ase of wild
ard URI templates, it is the URI before the wild
ard

begins. Otherwise it is usually the appli
ation's root URI on the virtual host. It is used in the �{-r}� and �{-e}�

su�xes above.

To refer to the base URI dire
tly, use the spe
ial �{-b-}� in�x, to whi
h you would still need to add one of the

above su�xes. For example, �{rbi}� refers to the 
omplete base URI of the a
tual URI.

Relative URIs

For 
a
he key templates only, you 
an also use the �{
b}� variable. It is equivalent to 
alling the


onversation.base API.

Interpolating the Wild
ard

This is a 
ommon use 
ase for redire
tion, so even though it's in
luded in the do
umentation above, it's worth

emphasizing. A

ording to the rules, the �*� would be the �{rr}� variable. For example:

app . route s = {

. . .

'/ a s s e t s /∗ ' : '/ f i l e s /media/{ r r } '

}

The above would 
apture a URI su
h as �/assets/images/logo.png� to �/�les/media/images/logo.png�.

The wild
ard 
an also be a

essed via API (page 51).

Request Attributes

• {p}: the proto
ol (�http,� �https,� �ftp,� et
.)

• {m}: the method (in HTTP, it would be �GET,� �POST,� �PUT,� �DELETE,� et
.)

• {d}: date (in the RFC1123 format used by HTTP)
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Client Attributes

• {
ia}: 
lient IP address

• {
iua}: 
lient upstream IP address (if the request rea
hed us through an upstream load balan
er)

• {
ig}: 
lient agent name (for example, and identi�er for the browser)

Payload Attributes

All these refer to the payload (�entity�) sent by the 
lient.

• {es}: entity size (in bytes)

• {emt}: entity media (MIME) type

• {e
s}: entity 
hara
ter set

• {el}: entity language

• {ee}: entity en
oding

• {et}: entity tag (HTTP ETag)

• {eed}: entity expiration date

• {emd}: entity modi�
ation date

Negotiated Attributes

These are the result of 
ontent negotiation, and are used spe
i�
ally for 
a
he key templates.

• {nmt}: negotiated media (MIME) type

• {nl}: negotiated language

• {ne}: negotiated en
oding

Implementation Attributes

These are used spe
i�
ally for 
a
he key templates.

• {dn}: do
ument name

• {an}: appli
ation name

Response Attributes

These attributes are not normally used in Pruden
e�they are not used in routing nor in 
a
he key templates�but

are mentioned here for 
ompletion. They are all in upper
ase to di�erentiate them from the request variables:

• {S}: the HTTP status 
ode

• {SIA}: server IP address

• {SIP}: server port number

• {SIG}: server agent name

• {R-}: the redire
tion URI (see �Request URIs� above for a list of su�xes, whi
h must also be in upper
ase)

Additionally, all the entity attributes 
an be used in upper
ase to 
orrespond to the response entity. For example,

�{ES}� for the response entity size, �{EMT}� for the response media type, et
.
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onversation.lo
als

As we've seen in the app.routes guide (page 21), URI templates delimited by 
urly bra
kets 
an be used to parse

in
oming request URIs and extra
t the values into 
onversation.lo
als (page 82). For example, a �/person/{id}/�

URI template will mat
h the �/person/linus/� URI and extra
t �linus� into the �id� 
onversation.lo
al.

But you 
an also do the opposite: interpolate the values that were extra
ted from the mat
hed URI template.

An example of redire
tion (page 54) that both extra
ts and interpolates:

app . route s = {

. . .

"/ person /{ id }/" : ">http :// news i te . org/ p r o f i l e /? id={id }"

}

The Internal URI-spa
e

Who says that you need HTTP, or any kind of networking, for REST? The prin
iples are themselves appli
able

and suitable to in-memory 
ommuni
ation, and represent an attra
tive ar
hite
tural paradigm for APIs: attra
tive

espe
ially be
ause it 
an work both lo
ally and over the wire. This useful feature gives you 
onsiderable deployment

�exibility: you 
an easily export a whole API layer to another running instan
e in the 
luster (page 135). For an

example of this, see the MVC 
hapter (page 134).

The RIAP Pseudo-Proto
ol

In Pruden
e, internal REST is straightforwardly supported by spe
ifying the �RIAP� pseudo-proto
ol in URIs.

RIAP stands for �Restlet Internal A

ess Proto
ol�. There are two 
ommon formats for RIAP URIs:

• �riap://appli
ation/*�: This will route to the 
urrent appli
ation.

• �riap://
omponent/{appli
ation}/*�: This will use the 
omponent's internal router, to whi
h appli
ations

atta
h by default using their subdire
tory name, allowing you to send requests to any appli
ation. You


hange the default name by 
on�guring the �internal� host in app.hosts (page 31).

In both 
ases the wild
ard will exa
tly mat
h the URI templates you've mapped in app.routes (page 21).

Internal Requests

You 
an use RIAP URIs everywhere a full URI is used in Pruden
e, for example, when using the

Pruden
e.Resour
es.request and do
ument.external APIs. See the se
tion on external requests (page 59) for exam-

ples.

However, the APIs 
an also impli
itly 
reate these RIAP URIs for you. For example:

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var weather = Pruden
e . Resour
es . r eque s t ({

u r i : '/ weather / ' ,

mediaType : ' app l i 
 a t i on / json '

})

Pruden
e.Resour
es.request will automati
ally assume that URIs beginning with �/� are internal, and thus set

the �internal� param to true. The URI used would in fa
t be an RIAP URI: �riap://appli
ation/weather/�.

To a

ess a di�erent appli
ation:

var weather = Pruden
e . Resour
es . r eque s t ({

u r i : '/ weather / ' ,

i n t e r n a l : ' weatherapp '

mediaType : ' app l i 
 a t i on / json '

})

The a
tual URI would be �riap://
omponent/weatherapp/weather/�.
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Low Level For non-JavaS
ript you 
an use the lower-level do
ument.internal and do
ument.internalOther APIs:

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / json ' )

var r e sour
e = do
ument . i n t e r n a l ( ' / weather / ' , ' a pp l i 
 a t i on / json ' )

r e s u l t = re sour
e . get ( )

i f ( nu l l !== r e s u l t ) {

weather = S i n 
 e r i t y . JSON. from ( r e s u l t . t ex t )

}

To a

ess a di�erent appli
ation:

r e sour
e = do
ument . i n t e rna lOthe r ( ' weatherapp ' , '/ weather / ' , ' a pp l i 
 a t i on / json ' )

Private URI-spa
e

Internal requests bypass the hiding me
hanism in routing.js (page 22). Thus, if you want some URIs to only be

usable internally, simply hide them from the publi
 URI-spa
e.

Avoiding Serialization for Internal Requests

The web data 
hapter 
overs the 
reation of response payloads (page 56). There is, however, a possible optimization

for internal requests. If your textual and binary representations are serialized versions of data stru
tures, it would be

unne
essary and wasteful to go through serialization/deserialization for an internal request. A simple optimization

would be to pass the data �as is,� whi
h is a
tually very similar to a return value for a mundane fun
tion 
all.

This works using the spe
ial �appli
ation/internal� MIME type. If sele
ted�whether negotiated for or expli
itly

overridden (page 58)�then return values are indeed sent �as is.� For example:

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )

i f ( 
onve r sa t i on . i n t e r n a l ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / i n t e rna l ' )

}

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var data = . . .

re turn 
onve r sa t i on . mediaTypeName == ' app l i 
 a t i on / i n t e rna l ' ?

data : S i n 
 e r i t y . JSON. to ( data )

}

Note that we've added support for �appli
ation/internal� only to internal requests, veri�ed using the


onversation.internal API. The reason is that we don't want to allow �appli
ation/internal� representations over

HTTP. (A
tually, that 
ould work if the obje
t is itself JVM-serializable, but that's a more advan
ed use 
ase we

won't deal with here.)

Con�guration

Your Pruden
e 
ontainer's �/
omponent/� dire
tory has various subdire
tories in whi
h you 
an 
on�gure it.

Pruden
e uses �
on�guration-by-s
ript� almost everywhere: 
on�guration �les are true JavaS
ript sour
e 
ode,

meaning that you 
an do pretty mu
h anything you need during the bootstrap pro
ess, allowing for dynami



on�gurations that adjust to their deployed environments.

Pruden
e, as of version 2.0, does not support live re-
on�guration. You must restart Pruden
e in order

for 
hanged settings to take hold. The one ex
eption is the system 
rontab (page 106): 
hanges there

are pi
ked up on-the-�y on
e per minute.

/
on�guration/logging/

Used by the Sin
erity logging plugin. Con�gure system-wide logging here, using Apa
he log4j.
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/
on�guration/sin
erity/

Used by Sin
erity to manage installation of pa
kages in your Pruden
e 
ontainer. You usually won't be editing this

�les dire
tly, instead using �sin
erity� 
ommands to manipulate it. However, take spe
ial note of artifa
ts.
onf if

you are 
ommitting your 
ontainer to a VCS.

/
on�guration/hazel
ast/

Con�gure Hazel
ast here, if you are running in a 
luster (page 135). Note that the 
on�guration is a
tually loaded

by the distributed servi
e (page 123).

You have two options for 
on�guration:

• By s
ript, at �/
on�guration/hazel
ast/�. This is the default method, and is re
ommended.

• By standard XML �le, at �/
on�guration/hazel
ast.
onf�. This method is provided for 
ompatibility, and it's

generally preferable to use the by-s
ript 
on�guration. An example �le is provided for you at �/
on�gura-

tion/hazel
ast.alt.
onf�. If you rename this �le to �hazel
ast.
onf�, then it will be used instead of the by-s
ript


on�guration.

For your 
onvenien
e, the entire 
om.hazel
ast.
on�g pa
kage is already imported for 
on�guration-by-s
ript. See

the Hazel
ast 
on�guration guide for a general overview.

The default 
on�guration 
reates a single Hazel
ast instan
e belonging to an �appli
ation� 
luster, and the default


on�guration of appli
ations points them to use this instan
e, though ea
h appli
ation gets its own Hazel
ast map

to handles it appli
ation.distributedGlobals API (page 81). However, you 
an 
on�gure appli
ations to use any

Hazel
ast instan
e, as well as 
hange whi
h shared obje
ts to use, in their settings.js (page 73). This allows ea
h

appli
ation to belong to a di�erent Hazel
ast 
luster.

Likewise, if you are using Hazel
ast as a 
a
he ba
kend (page 121), it will default to use the Hazel
ast �appli
a-

tion� instan
e. However, you 
an set the 
a
he ba
kend to use its own Hazel
ast instan
e in its 
onstru
tor.

There are good reasons why you might want a more 
omplex 
on�guration: for example, if you're doing task

farming (page 137), you might want the �task� nodes to be separate from the �appli
ation� nodes. A 
ommented-out

suggested 
on�guration for this is in
luded�see the 
lusters 
hapter for a detailed explanation.

/
omponent/

The Pruden
e 
omponent is bootstrapped here. If you wish to understand exa
tly how it works, take a look at

�/
omponent/default.js�.

sharedGlobals

In all the �/
omponent/� 
on�guration �les, you have a

ess to a global �sharedGlobals� JavaS
ript di
t. Values you

set here will be
ome appli
ation.sharedGlobals (page 81) on
e the 
omponent is started. This di
t works similarly

to app.globals in settings.js (page 73); it is likewise ��attened.�

For an example, here we set a database 
onne
tion pool as a shared global, using a 
ustom servi
e (page 121)

de�ned in �/
omponent/servi
es/database/default.js�:

sharedGloba l s . database = sharedGloba l s . database | | {}

sharedGloba l s . database . pool = 
rea t ePoo l ( )

Initializers

In all the �/
omponent/� 
on�guration �les, you have a

ess to a global �initializers� JavaS
ript array. Any fun
tion

you add to this array will be exe
uted after the 
omponent is started, in the order in whi
h they were added. Here's

a trivial usage example:

i n i t i a l i z e r s . push ( fun
 t i on ( ) {

p r i n t l n ( ' This i s my t r i v i a l i n i t i a l i z e r ! ' )

})
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/
omponent/hosts/

Restlet has ex
ellent virtual host support. There is a many-to-many relationship routing between servers, hosts

and appli
ations, allowing you 
onsiderable �exibility in binding your URI-spa
es. For example, you 
an easily

have a single Pruden
e 
ontainer (running in a single JVM instan
e) managing several sites at on
e, with several

appli
ations, on several domains, on several servers.

De�ne your virtual hosts as �.js� �les under �/
omponent/hosts/�. A minimal host de�nition would like this:

var host = new Virtua lHost ( 
omponent . 
ontext )

host . name = ' pr iva t ehos t '


omponent . ho s t s . add ( host )

The �host.name� param exa
tly mat
hes the string used in app.hosts (page 30) per ea
h appli
ation.

A virtual host 
an route a

ording to domain name, and in
oming server IP address and port assignment:

host . resour
eS
heme = [ s t r i n g ℄

host . resour
eDomain = [ s t r i n g ℄

host . r e sour
ePor t = [ s t r i n g ℄

host . serverAddress = [ s t r i n g ℄

host . s e rve rPor t = [ s t r i n g ℄

host . hostS
heme = [ s t r i n g ℄

host . hostDomain = [ s t r i n g ℄

host . hostPort = [ s t r i n g ℄

�*� wild
ards are supported for all of these properties. If you do not expli
itly set a property value, it will

default to �*�.

Some notes:

• �resour
eS
heme�, �resour
eDomain� and �resour
ePort� refer to the a
tual in
oming URI. Thus �resour
ePort�

would be meaningful only if URIs expli
itly in
lude a port number, a rather rare situation. To mat
h a host

to a spe
i�
 server you would likely want to use �serverPort�.

• �hostS
heme�, �hostDomain� and �hostPort� are for mat
hing the �Host� HTTP header used by load balan
ers

and other proxies (page 143).

The Hungry Host

The �default� host that 
omes with the Pruden
e skeleton doesn't 
on�gure any routing limitations, meaning that

all in
oming requests are routed (equivalent to setting all properties at �*�). We 
all su
h a host �hungry,� be
ause

it will �eat� any request 
oming its way, denying any other virtual hosts the opportunity to route them. Thus, if

you want to use more than one host, you have to make sure that the hungry host is the last one, so that it a
ts as

a fallba
k when other hosts don't mat
h in
oming requests. Be
ause host �les are exe
uted in alphabeti
al order,

a good way to ensure that the hungry host is last is to number your host �lenames. For example:

• �1-publi
.js�

• �2-private.js�

• �3-default.js� (this is the hungry host)

Deploying Multiple Sites

Using the virtual hosts and appli
ation model, Pruden
e 
an let you manage several sites using a single Pruden
e

installation (a �
ontainer�). But is this always a good idea?

Advantages of Using a Single Container

1. Possibly simpler deployment: you are using a single base dire
tory for the entire proje
t, whi
h might be

easier for you. Be
ause all 
on�guration is done by JavaS
ript inside the 
ontainer, it is very �exible.

2. Less memory use than running multiple JVMs.

3. Shared memory: you 
an use appli
ation.sharedGlobals (page 81) to share state between appli
ations.

117



Advantages of Using Multiple Containers

1. Possibly simpler deployment: several base dire
tories 
an mean separate 
ode/distribution repositories, whi
h

might be easier for you. You'll 
on�gure routing between them at your load balan
er (page 140).

2. Robustness: 
rashes/deadlo
ks/memory leaks in one VM won't a�e
t others. With this in mind, it may even

be worth having ea
h single appli
ation running in its own JVM/
ontainer.

3. Run-time �exibility: you 
an restart the JVM for one 
ontainer without a�e
ting others that are running.

There is no performan
e advantage in either s
enario. Everything in Pruden
e is designed around high-
on
urren
y

and threading, and generally threads are managed by the OS globally.

Well, there are 
aveats to that statement: Linux 
an group threads per running pro
ess for purposes

of prioritization, but this is mostly used for desktop appli
ations. The feature 
ould possibly be useful

when running several Pruden
e 
ontainers, if you want to guarantee high thread priority to one of the


ontainers over the others. This kind of tweaking would only e�e
t very high 
on
urren
y and highly

CPU-bound deployments.

/
omponent/servers/

De�ne your servers as �.js� �les under �/
omponent/servers/�. At the minimum, you must spe
ify a proto
ol and a

port. Here's an example de�nition for an HTTP server, �http.js�:

var s e r v e r = new Server ( Proto
o l .HTTP, 8080)

s e r v e r . name = 'myserver '


omponent . s e r v e r s . add ( s e r v e r )

The server name is optional, and used for debugging.

An important 
on�guration is to bind a server to a spe
i�
 IP address, in 
ase your ma
hine has more than one

IP address:

s e r v e r . address = [ s t r i n g ℄

There are many 
on�guration parameters for Jetty, the HTTP engine, whi
h you 
an set as parameters in the

server's 
ontext. Here we'll in
rease the size of the thread pool and lower the idle timeout:

s e r v e r . 
ontext . parameters . s e t ( ' threadPool . minThreads ' , ' 50 ' )

s e r v e r . 
ontext . parameters . s e t ( ' threadPool . maxThreads ' , ' 300 ' )

s e r v e r . 
ontext . parameters . s e t ( ' 
onne
tor . idleTimeout ' , '10000 ' )

For a 
omplete list of available 
on�guration parameters, see HttpServerHelper. Make sure to 
he
k the do
u-

mentation for all the parent 
lasses, be
ause they are inherited. Note that parameters are always set as strings,

even if they are interpreted as other types.

(That link was for Jetty 9; use this link if you are using Jetty 8 on JVM 6.)

Load Balan
ing Are your server running behind a load balan
er? See the explanation here (page 143) as to why

you would want to add this:

s e r v e r . 
ontext . parameters . s e t ( ' useForwardedForHeader ' , ' true ' )

Se
ure Servers (HTTPS)

If you are using a load balan
er (page 140), it may make sense to handle se
ure 
onne
tions there. But Pruden
e 
an

also handle se
ure (HTTPS) 
onne
tions itself. Here's an example 
on�guration for �/
omponent/servers/https.js�:

var s e r v e r = new Server ( Proto
o l .HTTPS, 443)

s e r v e r . name = ' se
ure '


omponent . s e r v e r s . add ( s e r v e r )

// Conf igure i t to use our s e 
 u r i t y keys

s e r v e r . 
ontext . parameters . s e t ( ' keystorePath ' , '/ path/pruden
e . jks ' )

s e r v e r . 
ontext . parameters . s e t ( ' keystorePassword ' , ' mykeystorepassword ' )

// s e r v e r . 
ontext . parameters . s e t ( ' keyPassword ' , 'mykeypassword ' )

See DefaultSslContextFa
tory for all se
urity 
on�guration parameters.
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Se
urity Keys The above 
on�guration assumes the you have a Java KeyStore (JKS) �le at �/path/pruden
e.jks�


ontaining your se
urity key. You 
an 
reate a key using the �keytool� utility that is bundled with most JDKs. For

example:

key too l −keys to r e /path/pruden
e . j k s −a l i a s mykey −genkey −keya lg RSA

When 
reating the keystore, you will be asked provide a password for it, and you may optionally provide a

password for your key, too, in whi
h 
ase you need to 
omment out the relevant line in the example above. (The

key alias and key password would be transferred together with the key if you move it to a di�erent keystore.)

Note that if you want to make 
lient requests to a server that uses su
h a self-
reated key, you will need your


lient to re
ognize that key. If this is done from the JVM, this means setting the �javax.net.ssl.trustStore� JVM

property. For example, if you're using Pruden
e's request API (page 59), you will need to start Pruden
e like so:

JVM_SWITCHES=−Djavax . net . s s l . t r u s t S t o r e=/path/pruden
e . j k s s i n 
 e r i t y s t a r t pruden
e

Su
h self-
reated keys are useful for 
ontrolled intranet environments, in whi
h you 
an provide 
lients with the

publi
 key, but for Internet appli
ations you will likely want a key 
reated by one of the �
erti�
ate authorities�

trusted by most web browsers. Some of these 
erti�
ate authorities may 
onveniently let you download a key in

JKS format. Otherwise, if they support PKCS12 format, you 
an use keytool (only JVM version 6 and later) to


onvert PKCS12 to JKS. For example:

key too l −importkeystore −s r 
 s t o r e t yp e PKCS12 −s r 
 k ey s t o r e /path/pruden
e . pk
s12 −

des tkeys to r e /path/pruden
e . j k s

If your 
erti�
ate authority won't even let you download PKCS12 �le, you 
an 
reate one from your �.key� and

�.
rt� (or �.pem�) �les using OpenSSL:

opens s l pk
s12 −inkey /path/mykey . key −in /path/mykey . 
 r t −export −out /path/

pruden
e . pk
s12

(Note that in this 
ase you must give your new PKCS12 a non-empty password, or else keytool will fail with an

unhelpful error message.)

API It's sometimes ne
essary to support HTTPS spe
ially in your implementation. One useful strategy is to


reate separate appli
ations for HTTP and HTTPS, and then atta
h them to di�erent virtual hosts (page 117), one

for ea
h proto
ol (the �resour
eS
heme� parameter). However, if the appli
ation behaves mostly the same for HTTP

and HTTPS, but di�ers only in a few spe
i�
 resour
es, it may be useful to 
he
k for HTTPS programmati
ally,

via the 
onversation.referen
e.s
hemeProto
ol API. For example:

i f ( 
onve r sa t i on . r e f e r e n 
 e . s
heme == ' https ' ) {

. . .

}

Other Server Engines

Pruden
e, by default, uses Jetty 9 as its server engine. Jetty is mature, performant and eminently s
alable, and we

highly re
ommend it for produ
tion environments.

However, it's possible to repla
e Jetty with a di�erent engine should you require. To do this, you must remove the

Jetty Restlet 9 
onne
tor from your 
ontainer, and install a di�erent 
onne
tor instead, as well as its dependen
ies.

To make sure Jetty 9 is ex
luded from the next installation, you 
an use the following Sin
erity 
ommand:

s i n 
 e r i t y ex
 lude org . r e s t l e t . j s e r e s t l e t−j e t t y 9 :

ex
 lude org . e 
 l i p s e . j e t t y j e t ty−s e 
 u r i t y :

ex
 lude org . e 
 l i p s e . j e t t y j e t ty−
 l i e n t

As of Restlet 2.2, three alternatives are available:

Jetty 8 This is the re
ommended alternative to Jetty 9 if you 
annot use JVM 7 or above, and are limited to

JVM 6. To install it:

s i n 
 e r i t y add org . r e s t l e t . j s e r e s t l e t−j e t t y : i n s t a l l

The 
on�guration parameters are do
umented here.

119

http://docs.oracle.com/javase/6/docs/technotes/tools/solaris/keytool.html
http://www.openssl.org/
http://threecrickets.com/api/javascript/?namespace=conversation&item=conversation.reference
http://www.eclipse.org/jetty/
http://restlet.org/learn/javadocs/2.2/jse/ext/index.html?org/restlet/ext/jetty/HttpServerHelper.html


Simple Simple Framework, whi
h also works on JVM 6, is a lighter alternative to Jetty. Its do
umentation makes

some 
ontroversial 
laims about its improved s
alability in 
omparison to Jetty, but we en
ourage you to verify

them for yourself. To install it:

s i n 
 e r i t y add org . r e s t l e t . j s e r e s t l e t−s imple : i n s t a l l

The 
on�guration parameters are do
umented here.

Restlet's Internal Server Engine Will be used if no other 
onne
tor is installed. While the internal engine may

be adequate for testing, we found that it su�ers from stability problems, and do not re
ommend it for produ
tion

environments.

/
omponent/
lients/

Client 
onne
tors have two main use 
ases:

• External requests (page 59). Most often you will use �http:� and �https:� 
onne
tors, but you might also need

��le:�, �ftp:�, WebDAV extensions and/or others.

• Stati
 resour
es (page 44) internally require a ��le:� 
lient 
onne
tor.

To add a 
lient, add a �.js� �le to �/
omponent/
lients/�. For example, here's a minimal 
on�guration for an HTTP


lient, �http.js�:

importClass ( org . r e s t l e t . data . Proto
o l )

var 
 l i e n t = 
omponent . 
 l i e n t s . add ( Proto
o l .HTTP)

Clients are 
on�gured by setting parameters in their 
ontext:


 l i e n t . 
ontext . parameters . s e t ( ' so
ketTimeout ' , '10000 ' )

For a 
omplete list of available 
on�guration parameters, see HttpClientHelper. Make sure to 
he
k the do
u-

mentation for all the parent 
lasses, be
ause they are inherited. Note that parameters are always set as strings,

even if they are interpreted as other types.

(That link was for Jetty 9; use this link if you are using Apa
he HttpClient on JVM 6.)

Other Client Engines

Pruden
e, by default, uses Jetty 9 as its 
lient engine. Jetty is mature, performant and eminently s
alable, and we

highly re
ommend it for produ
tion environments.

However, it's possible to repla
e Jetty with a di�erent engine should you require. To do this, you must remove the

Jetty Restlet 9 
onne
tor from your 
ontainer, and install a di�erent 
onne
tor instead, as well as its dependen
ies.

To make sure Jetty 9 is ex
luded from the next installation, you 
an use the following Sin
erity 
ommand:

s i n 
 e r i t y ex
 lude org . r e s t l e t . j s e r e s t l e t−j e t t y 9 :

ex
 lude org . e 
 l i p s e . j e t t y j e t ty−s e 
 u r i t y :

ex
 lude org . e 
 l i p s e . j e t t y j e t ty−
 l i e n t

As of Restlet 2.2, three alternatives are available:

Apa
he HttpClient Apa
he HttpClient is the re
ommended alternative to Jetty 9 if you 
annot use JVM 7 or

above, and are limited to JVM 6. To install it:

s i n 
 e r i t y add org . r e s t l e t . j s e r e s t l e t−h t t p 
 l i e n t : i n s t a l l

The 
on�guration parameters are do
umented here.

URLConne
tion This engine uses the java.net.URLConne
tion 
lass in
luded in the JVM. It does not s
ale well,

however it does support FTP 
onne
tions. To install it:

s i n 
 e r i t y add org . r e s t l e t . j s e r e s t l e t−net : i n s t a l l

The 
on�guration parameters are do
umented here for HTTP, and here for FTP.
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Restlet's Internal Client Engine Will be used if no other 
onne
tor is installed. While the internal engine may

be adequate for testing, we found that it su�ers from stability problems, and do not re
ommend it for produ
tion

environments.

/
omponent/servi
es/

Servi
es are run after the 
omponent is 
on�gured but before it is started. Several servi
es are required to support

various Pruden
e features, but you may freely add your own subdire
tories here, to support your own features and

subsystems.

Remember that your 
ustom servi
es have a

ess to �sharedGlobals� (page 116) and �initializers� (page 116).

/
omponent/servi
es/log

Pruden
e supports NCSA-style logging of all in
oming 
lient requests, to all servers. By default, we just 
on�gure

the logger name here (the default is �web�):


omponent . l o gS e rv i 
 e . loggerName = 'web '

You may also further 
on�gure the log format using the string interpolation variables (page 111):


omponent . l o gS e rv i 
 e . responseLogFormat = '{d}\ t { 
 i a }\ t { r i }\ t {S} '

See the Restlet do
umentation for more information.

To learn how 
on�gure this logger and 
onne
t it to an appender, refer to the do
umentation for Sin
erity's

logging plugin. By default, Pruden
e will use a rolling �le appender to �/logs/web.log�.

/
omponent/servi
es/pruden
e/status

Here you may 
on�gure system-wide 
ustom error pages. Though appli
ations may de�ne their own 
ustom error

pages using app.errors (page 30), you 
an set them up here, too. Note that app.errors takes pre
eden
e over

de�nitions here: you may thus treat this feature as a fallba
k option for when appli
ations do not handle errors

themselves.

An example de�nition:

s t a tu sS e rv i 
 e . 
apture (404 , 'myapp ' , '/404/ ' , 
omponent . 
ontext )

The 
apture API uses an appli
ation's internal name (page 31), allowing you to implement the error page in

any installed appli
ation. Note that this API does not let you 
apture-and-hide the target URI, e.g. �/404/!�. If

you wish to hide it, you must do so in the appli
ation's app.routes.

/
omponent/servi
es/pruden
e/
a
hing

Con�gure the 
a
hing (page 60) ba
kends here.

In �/servi
es/pruden
e/
a
hing/default.js�, a ChainCa
he instan
e is set up as the main 
a
he implementation.

This allows you to 
reate a tiered 
a
he. Ea
h tier should be added in order: the �rst tier added to the 
hain is the

�rst one from whi
h Pruden
e will fet
h, so it usually should be the fastest ba
kend. When storing entries in the


a
he, all tiers will be invoked.

Con�gure your tiered ba
kends under �/servi
es/pruden
e/
a
hing/ba
kends/�, making sure that their �lenames

are in alphabeti
al order. By default, Pruden
e 
alls these �ba
kend.1.js�, �ba
kend.2.js�, et
., though you may your

use your own alphabeti
 s
heme.

In-Pro
ess Memory Ca
he By default, Pruden
e sets up an InPro
essMemoryCa
he as the �rst tier. Its

default max size is 1MB, however it's re
ommended to in
rease this size a

ording to your ma
hine's available

RAM. Note that if you're limiting the JVM's RAM usage in some way (for example, if you're using the Sin
erity

servi
e plugin), then you want to make sure that the JVM has enough room for your 
a
he as well as its normal

operational requirements.

Though the in-pro
ess memory 
a
he o�ers the best possible performan
e, it's of 
ourse limited in size. For very

large web sites, it might be too small to be e�e
tive: if 
a
he entries keep being dis
arded to make room for others,

it will not be helping you mu
h as a 1st tier ba
kend. Make sure to monitor your usage 
arefully to see how often


a
he entries are dis
arded. Otherwise, good alternatives for the 1st tier would be Hazel
ast or mem
a
hed.
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Other Ca
he Ba
kends The following 
a
he ba
kends are all supported in Pruden
e:

• Hazel
ast: If you're already running in a 
luster (page 135), enabling a Hazel
ast-based 
a
he ba
kend is a

great idea, be
ause you've already deployed it. This 
a
he ba
kend is in essen
e similar to the in-pro
ess

memory 
a
he, ex
ept that you will be pooling together the RAM from all running JVMs in the 
luster. Note

that it's possible to add lazy persisten
e plugins to Hazel
ast, to make sure your data is stored on disk. Note

that it doesn't make mu
h sense to use the in-pro
ess memory 
a
he together with Hazel
ast: 
hoose one or

the other. See the API do
umentation.

• mem
a
hed: For very large web sites, even your pooled RAM in the 
luster may not be enough. In that 
ase,

you may 
onsider 
reating a separate mem
a
hed-based 
luster, entirely devoted to 
a
hing. An advantage of

mema
hed is that it's very standard and widely supported, so you may also be able to use your 
a
he 
luster for

other systems. Note that though mem
a
hed is not persistent by design, there exist 
ompatible alternatives,

su
h as Tarantool, that allow lazy persisten
e of your 
a
hed data to disk. See the API do
umentation.

• MongoDB: If you're using MongoDB to store your data, it makes perfe
t sense to also use it as a 
a
he, as it

performs very well and provides you with instant persisten
e, as well as support for truly enormous 
a
hes.

You 
an also use a 
apped 
olle
tion for even better performan
e, at the expense of limiting your 
a
he size.

Also, Pruden
e 
an store its 
a
he entries as stru
tured MongoDB do
uments, making it very easy to debug

or otherwise 
olle
t statisti
s dire
tly from the 
a
he 
olle
tion. See the API do
umentation.

• SQL: This is a great 
hoi
e if you're using a relational (SQL) database to store your data. Advo
ates of

�NoSQL� like to 
laim that relational databases are �slow,� but that's nonsense: Pruden
e doesn't use trans-

a
tions for its implementation, and performan
e should be ex
ellent, no worse than �NoSQL,� espe
ially with

some 
areful tuning. It's de�nitely �ne as a 2nd-tier 
a
he. Pra
ti
ally any database 
an be supported via

JDBC, though we also have a spe
ial implementation for the H2 database, making it easy to test lo
ally,

be
ause H2 
an run inside Pruden
e's JVM. See the API do
umentation (also for H2).

Easy Installation We've made it easy to install the dependen
ies for all the supported 
a
he ba
kends via

Sin
erity pa
kages and short
uts. The pa
kages will also install an example 
on�guration, as a 2nd-level tier (after

the default in-pro
ess memory 
a
he), in the �le �/servi
es/pruden
e/
a
hing/ba
kends/ba
kend.2.js�. Here's a

table of the short
uts, as well as the full pa
kage identi�ers:

Ba
kend Short
ut Identi�er

Hazel
ast pruden
e.
a
he.hazel
ast 
om.three
ri
kets.pruden
e pruden
e-
a
he-hazel
ast

mema
hed pruden
e.
a
he.mema
hed 
om.three
ri
kets.pruden
e pruden
e-
a
he-mem
a
hed

MongoDB pruden
e.
a
he.mongodb 
om.three
ri
kets.pruden
e pruden
e-
a
he-mongodb

H2 pruden
e.
a
he.h2 
om.three
ri
kets.pruden
e pruden
e-
a
he-h2

For example, to install the H2 
a
he ba
kend in the se
ond tier:

s i n 
 e r i t y add pruden
e . 
a
he . h2 : i n s t a l l

The default 
on�guration will put the H2 �les under �/
a
he/pruden
e/
a
he/�.

/
omponent/servi
es/pruden
e/startup

This servi
e provides you with a

ess to a global �startupTasks� JavaS
ript array. Any obje
t implementing Callable

or Runnable that you add to this array will be exe
uted after the 
omponent 
on�gured but before is started in a

multi-threaded task pool. You 
an 
on�gure the thread pool here.

This feature is used by the defrost/preheat feature (page 33).

/
omponent/servi
es/pruden
e/exe
utor

This servi
e 
on�gures the thread pool used for ba
kground task exe
ution (page 101). You may 
hange the size

of the thread pool here, or otherwise install spe
ialized implementations. By default Pruden
e uses (number of

CPU 
ores * 2 + 1) for the pool size, a formula whi
h o�ers good performan
e under high loads for 
ommon

network-bound s
enarios, though you may want to de
rease this size for heavy CPU-bound workloads.

See the Exe
utors API for a few other built-in options. Note, however, that your implementation must support

the S
heduledExe
utorServi
e interfa
e if you wish to support task s
heduling.

The exe
utor 
an be a

essed via the appli
ation.exe
utor API.
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/
omponent/servi
es/pruden
e/s
heduler

The s
heduler is used to handle the 
rontab feature (page 105). By default, Pruden
e here sets up a s
heduler for

the 
omponent, a

essible via the appli
ation.s
heduler API, and also installs the system-wide 
rontab (page 106).

You may edit this �le to add other spe
ialized 
rontabs, or otherwise set up s
heduled tasks.

See the 
ron4j S
heduler do
umentation for more options.

/
omponent/servi
es/pruden
e/distributed

This servi
e's job is to load the Hazel
ast 
on�guration (page 116).

/
omponent/servi
es/pruden
e/singleton

Pruden
e assumes a single Restlet Component instan
e. If for some reason you have a more 
omplex setup, you


an 
on�gure Pruden
e's initialization here.

/
omponent/servi
es/pruden
e/version

Provides a

ess to Pruden
e, Restlet and Jetty versions, and prints out the wel
oming message. There's not mu
h

to 
on�gure here, but feel free to examine the 
ode!

/
omponent/templates/

The �pruden
e 
reate� Sin
erity 
ommand 
opies and adapts the appli
ation template under �/
omponent/tem-

plates/default/�. You 
an 
reate your own templates in that dire
tory, and use their name as a se
ond argument

to the �pruden
e 
reate� 
ommand, e.g.: �sin
erity pruden
e 
reate wiki mytemplate�. Likely, you'd want to 
opy

the default template and modify it.

The me
hanism interpolates the �${APPLICATION}� string in any of these �les to be the appli
ation name

argument you supplied as the �rst argument to �pruden
e 
reate�.

Model-View-Controller (MVC)

The sour
e 
ode for the examples in this 
hapter is available for download.

Ba
kground

The model-view-
ontroller (MVC) family of ar
hite
tural patterns has had great in�uen
e over user-interfa
e pro-

gramming and even design. At its 
ore is the idea that the �model� (the data) and the �view� (the user interfa
e)

should be de
oupled and isolated. This essentially good idea allows ea
h layer to be optimized and tested on its

own. It also allows the se
ondary bene�t of easier refa
toring in the future, in 
ase one of the layers needs to be

repla
ed with a di�erent te
hnology, a not un
ommon requirement.

Forms, Forms, Forms The problem is that you need an intermediary: a middle layer. For this reason, �
lassi
�

MVC, based around a thi
k 
ontroller layer, isn't as popular as it used to be: the 
ontroller does as mu
h as

possible in order to automate the development of user interfa
es for very large appli
ations that require 
onstant

maintenan
e and tweaking. This kind of MVC thus handles form validation, binding of form �elds to database


olumns, and even form �ows.

Forms, forms, as far as the eye 
an see. MVC was, and still is, the domain of �enterprise� user interfa
es. It's

telling that the manipulation of the data model is 
alled �business logi
�: the use 
ase for MVC is big business

for big businesses. At its best, MVC makes hundreds of forms easier to maintain in the long run. At its worst,

programmers drown in an o
ean of 
ontroller 
on�guration �les, �ghting against opaque layers of APIs that 
an

only do what they were programmed to do, but not ne
essarily what is needed for a sensible UI.

Outside of the big business world, UI implementations use more �exible derivatives of MVC, su
h as

Model-View-Presenter (MVP). The �presenter� is not an opaque layer, but rather is implemented dire
tly by the

programmer in 
ode, often by inheriting 
lasses that provide the basi
 fun
tionality while allowing for 
ustomiza-

tion. Depending on the variation you're using, the �business logi
� might even be in the presenter rather than the

model. Still, implementing MVP, like MVC, often 
omes from the same anxiety about mixing model and view.
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MVC and the Web These two do not seem an obvious mat
h. The web is RESTful, su
h that the user interfa
e

(the �view�) is no di�erent from data (the �model�): both are RESTful resour
es, implemented similarly. In other

words, in REST the model is the view.

Well, that's only really and entirely true for the �
lassi
� web. Using JavaS
ript and other in-browser plugins,

we get a �ri
h� web that a
ts no di�erently from desktop appli
ations. The ba
kend remains RESTful, essentially

the �model,� with 
ontrollers/presenters as well as views implemented entirely 
lient-side. You 
an do full-blown,


onventional MVC with the �ri
h� web.

MVC, however, has found inroads into the 
lassi
 web: there exist many frameworks that treat web pages as

a pure �view,� an approa
h they go so far as to enfor
e by allowing you to embed only limited templating 
ode

into your HTML. Some of these frameworks even allow you to 
on�gure the form �ow, whi
h they then use to

generate an opaque URI-spa
e for you, and 
an even sabotage the browser �ba
k� button to enfor
e that �ow.

(MVC automation at its �nest! Or worst. . . )

The impetus for these brutally extreme measures is similar to the one with whi
h we started: a desire to de
ouple

the user interfa
e from everything else. HTML is the realm of web designers, not programmers, and mixing the work

of both professions into a single �le presents proje
t management 
hallenges. However, there's a produ
tive distan
e

between 
leaning up HTML pages and full-blown MVC, whi
h unfortunately not enough frameworks explore. And

a
tually, not everything 
alled �MVC� really is MVC.

So what are we left with in Pruden
e? As you'll see, Pruden
e supports a straightforward MVP ar
hite
ture

while still adhering to RESTful prin
iples. Read on, and 
onsider if it would bene�t your proje
t to use it. You do

not have to. Our re
ommendation is to use what works best for you and your development team.

Tutorial

Models

You should implement this layer as is appropriate to the database te
hnology and s
hema you are using. Obje
t-

oriented ar
hite
ture are 
ommon, but of 
ourse not ne
essary. The model layer as a whole should live in your

�/libraries/� subdire
tory. For this example, let's put it under �/libraries/models/�.

Do you want the �business logi
� to live in the model layer? If so, your 
lasses should be of a somewhat higher

level of abstra
tion above the a
tual data stru
ture. If you prefer the models to more dire
tly represent the data,

then you have the option of putting the �business logi
� in your presenters instead.

For our example, let's implement a simple in-memory model, as �/libraries/models/user.js�:

var Models = Models | | {}

/∗∗

∗ Retr i eve a person model from the database .

∗/

Models . getPerson = fun
 t i on (name) {

var person = new Models . Person ( )

person . setUsername (name)

return person

}

Models . Person = fun
 t i on ( ) {

t h i s . getUsername = fun
 t i on ( ) {

return t h i s . username

}

t h i s . setUsername = fun
 t i on ( username ) {

t h i s . username = username

}

t h i s . getComments = fun
 t i on ( ) {

return t h i s . 
omments

}

t h i s . 
omments = new Models . Messages ( )
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}

Models . Messages = fun
 t i on ( ) {

t h i s . get = fun
 t i on ( ) {

return t h i s . messages

}

t h i s . add = fun
 t i on ( message ) {

t h i s . messages . append (message )

}

t h i s . messages = [ ' This i s a t e s t . ' , ' This i s a l s o a t e s t . ' ℄

}

Views

In Pruden
e, these are hidden template resour
es (page 39). For this example, let's put them under �/libraries/in-


ludes/views/�.

If you prefer to use templating languages for your views, Velo
ity and Su

in
t are supported (page 42). Your

designers may also �nd it useful to use the supported HTML markup languages (page 42). Even if you prefer

templating, you 
an still �drop down� to dynami
 languages, su
h as JavaS
ript (server-side), when useful: Pruden
e

allows you to easily mix and mat
h s
riplets in di�erent languages. If you do so, take spe
ial note of the nifty

in-�ow tag.

There are some who shudder at the thought of mixing dynami
 languages and HTML. This likely 
omes

from bad experien
e with poorly-designed PHP/JSP/ASP appli
ations, where everything gets mixed

together into the �view� �le. If you're afraid of losing 
ontrol, then you 
an simply make yourself a

rule that only templating languages are allowed in template resour
es. It's purely a matter of proje
t

management dis
ipline. We re
ommend, however, relaxing some of that extremism: for example, you


an make the rule that no �business logi
� should appear together with HTML, while still allowing some

�exibility for using server-side JavaS
ript, but only for UI-related work. Still un
onvin
ed? We'll show

you below how to use your favorite pure templating engine with Pruden
e (page 127).

The required data will be inje
ted into the view by the presenter as an �obje
t� POST payload, available via the


onversation.entity API. We'll detail below how that happens. For now, here's our example view, �/libraries/in-


ludes/views/user/
omments.html�:

<html>

<%

var 
ontext = 
onver sa t i on . en t i t y . ob j e 
 t

var person = 
ontext . person

var 
omments = person . getComments ( ) . get ( )

%>

<body>

<p>These are the 
omments f o r user : <%= person . getUsername ( ) %></p>

<table>

<% f o r ( var 
 in 
omments) { %>

<tr><td><%= 
omments [ 
 ℄ %></td></tr>

<% } %>

</table>

<p>You may add a 
omment here :</p>

<form>

<input name="
omment" />

<input type="submit " />

</form>

</body>

</html>
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Presenters

In Pruden
e, these are the resour
es that are a
tually exposed in the URI-spa
e, while the views remain hidden.

The presenter retrieves the appropriate view and presents it to the user.

You 
an use either manual or template resour
es as your presenters. However, manual resour
es (page 35) o�er

a bit more �exibility, so we will 
hoose them for our example. Our example presenter is in �/resour
es/user/
om-

ments.m.js�:

do
ument . r e qu i r e (

'/ models/ user / ' ,

'/ pruden
e/ r e s ou r 
 e s / ' ,

'/ s i n 
 e r i t y / ob j e 
 t s / ' )

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t /html ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var name = 
onver sa t i on . l o 
 a l s . get ( ' name ' )

var person = Models . getPerson (name)

return getView ( ' user /
omments ' , {person : person })

}

fun
 t i on handlePost ( 
onve r sa t i on ) {

var name = 
onver sa t i on . l o 
 a l s . get ( ' name ' )

var 
omment = 
onver sa t i on . form . get ( ' 
omment ' )

var person = Models . getPerson (name)

person . getComments ( ) . add (
omment )

return getView ( ' user /
omments ' , {person : person })

}

fun
 t i on getView ( view , 
ontext ) {

var page = Pruden
e . Resour
es . r eque s t ({

u r i : '/ views / ' + view + '/ ' ,

i n t e r n a l : true ,

method : ' post ' ,

mediaType : ' t ex t /∗ ' ,

payload : {

type : ' ob je
t ' ,

va lue : 
ontext

}

})

return S i n 
 e r i t y . Obje
ts . e x i s t s ( page ) ? page : 404

}

To keep the example su

in
t, we're only making use of a single view in this presenter, though it should be 
lear

that you 
an use any appropriate logi
 here to retrieve any view using getView.

getView is where the MVC �magi
� happens, but as you 
an see it's really nothing more than an internal request.

We're spe
i�
ally using two spe
ial features of internal requests:

• We 
an request URIs that are hidden: in this 
ase, anything under �/libraries/in
ludes/�.

• We 
an transfer �POST� payloads dire
tly using the �obje
t� type: see (page 115).

We'll remind you also that internal requests are fast. They emphati
ally do not use HTTP, and �obje
t�-type

payloads are not serialized.

Here's our routing.js entry for the presenter:

app . route s = {

. . .
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'/ user /{name}/
omments / ' : '/ user /
omments / ! '

}

Note the use of 
apture-and-hide (page 26).

Voila. Test your new MVC appli
ation by pointing your web browser to �/user/Linus/
omments/� under your

appli
ation's base URL.

Impli
ations for Ca
hing

You have two options for implementing 
a
hing (page 60):

• You 
an 
a
he the presenter, by simply adding a 
a
hing.duration (page 61) dire
tive in handleInit. However,

this would mean that all views would be 
a
hed using the same parameters, whi
h may not be �exible enough.

• You 
an 
a
he the views. Your presenter logi
 will always be 
alled for every request, but the views may be

fet
hed from the 
a
he. This will allow every view to use its own 
a
hing parameters. However, you should

take 
are to remember that the request hitting the template resour
e is the internal one, not the external

one, whi
h a
tually hits the presenter. If there are attributes of the external request that you want to use for

the 
a
he key template, then you must transfer them manually.

View Templates

One size does not �t all. Almost every web framework 
omes with its own solution to templating, with its own

idiosyn
rati
 syntax and set of features, manifesting its own templating philosophy. As you've probably pi
ked

up, Pruden
e's philosophy is that the programmer knows best: s
riptlets should be able do anything, and the

programmer doesn't need to be �prote
ted� from bad de
isions via a dumbed-down, sandboxed templating domain

language.

There are two 
ommon 
ounter-arguments, whi
h we don't think are very 
onvin
ing.

The �rst is that the people designing the templates might not, in fa
t, know best: they might not be pro�
ient

programmers, but instead web designers who spe
ialize in HTML/CSS 
oding and testing. They would be able to

deal with a few inserted template 
odes, but not a full-blown programming language. The �real� programmers would

be writing the 
ontrollers/presenters, and inje
ting values into the templates a

ording to the web designers' needs.

This argument 
arries less validity than it used to: pro�
ient web designers these days need to know JavaS
ript,

and if they 
an handle 
lient-side JavaS
ript, they should be able to handle server-side JavaS
ript, too. Will they

need to learn some new things? Yes, but learning a new templating language is no trivial task, either.

The se
ond 
ounter-argument is about dis
ipline: even 
ompetent programmers might be tempted to make

�short
uts,� and insert �business logi
� into what should be purely a �view.� This would short-
ir
uit the MVC

separation and 
reate hard-to-manage �spaghetti� 
ode. A restri
ted templating language 
ould, then, enfor
e this

dis
ipline. This seems like a brutal solution: programmers get annoyed if their own platforms don't trust them,

and in any 
ase 
an 
ir
umvent these restri
tions by writing plugins that would then do what they need. But the

real issue is that dis
ipline should be handled as a so
ial issue of proje
t management, not by tools.

In any 
ase, we won't for
e our philosophy on you: Pruden
e has built in support for two templating engines

(page 42), and it's easy to plug in a wide range of alternative templating engines into Pruden
e. If you're familiar

and 
omfortable with a parti
ular one, use it. We'll guide you in this se
tion.

There are many templating engines you 
an use. The best performing and most minimal solutions are pure

JVM libraries: StringTemplate, Thymeleaf, Snippetory and Chunk. However, popular ones use other languages,

for example Jinja2 for Python. Below are examples per both types.

The te
hnique we'll show for using both types is the same: writing a 
ustom dispat
her (page 32), so make sure

you understand dispat
hing before you 
ontinue to read.

StringTemplate Example

For this example, we 
hose StringTemplate: it's very minimal, and stringently espouses a philosophy entirely

opposite to Pruden
e's: proof that Pruden
e is not for
ing you into a paradigm! We'll of 
ourse use the Java/JVM

port, though note that StringTemplate is also ported to other languages.

It's available on Maven Central, so you 
an install it in your 
ontainer using Sin
erity:

s i n 
 e r i t y atta
h maven−
 en t r a l : add org . an t l r ST4 : i n s t a l l
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Otherwise, you 
an also download the binary Jar from the StringTemplate site and pla
e it in your 
ontainer's

�/libraries/jars/� dire
tory.

Here's our appli
ation's �/libraries/dispat
hers/st.js�:

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / ob j e 
 t s / ' )

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t /html ' )

}

fun
 t i on handlePost ( 
onve r sa t i on ) {

i f ( ! 
onve r sa t i on . i n t e r n a l ) {

return 404

}

var id = Str ing ( 
onve r sa t i on . l o 
 a l s . get ( ' 
om . t h r e e 
 r i 
 k e t s . pruden
e . d i spa t 
he r . id ' ) )

i f ( id . endsWith ( ' / ' ) ) {

id = id . s ub s t r i n g (0 , id . l ength − 1)

}

var s t = getDir ( ) . get Instan
eOf ( id )

i f ( ! S i n 
 e r i t y . Obje
ts . e x i s t s ( s t ) ) {

return 404

}

i f ( S i n 
 e r i t y . Obje
ts . e x i s t s ( 
onve r sa t i on . en t i t y ) ) {

var 
ontext = 
onver sa t i on . en t i t y . ob j e 
 t

i f ( S i n 
 e r i t y . Obje
ts . e x i s t s ( 
onve r sa t i on . 
ontext ) ) {

f o r ( var key in 
ontext ) {

var va lue = 
ontext [ key ℄

i f ( S i n 
 e r i t y . Obje
ts . i sArray ( va lue ) ) {

f o r ( var v in va lue ) {

s t . add ( key , va lue [ v ℄ )

}

}

e l s e {

s t . add ( key , va lue )

}

}

}

}

return s t . render ( )

}

fun
 t i on getDir ( ) {

var d i r = new org . s t r ing t emp la t e . v4 . STRawGroupDir( app l i 
 a t i on . root + '/ l i b r a r i e s / views / ' )

d i r . de l im i t e rS ta r tChar = '$ '

d i r . de l imiterStopChar = ' $ '

re turn d i r

}

The StringTemplate API is very straightforward and this 
ode should be easy to follow. Notes:

• We've allowed only internal requests through: we want to hide this dispat
her from the publi
 URI spa
e

be
ause it should only a

essed by our presenters.

• We're stripping trailing slashes from the ID be
ause STRawGroupDir doesn't support them.

• We've swit
hed to the older �$� delimiters be
ause the default �<� and �>� delimiters are awkward to use

with HTML.

• STRawGroupDir does not pi
k up template �le 
hanges on-the-�y, so we're re
reating it per request. Be
ause
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it 
a
hes 
ompiled templates, it would be more e�
ient to make it a global, but they you would have to �nd

an alternative way for invalidating it for live appli
ation edits.

Now for our routing.js:

app . route s = {

. . .

'/ views /∗ ' : ' �st : { r r } '

}

app . d i s pa t 
h e r s = {

. . .

s t : {

d i spa t 
he r : '/ d i s pa t 
h e r s / s t / '

}

}

See how we've interpolated the wild
ard (page 112) into �{rr}�: this means that a URI su
h as �/views/hello/�

would translate to the ID �hello�.

Let's 
reate our template, �/libraries/views/user/
omments.st�:

<html>

<body>

<p>These are the 
omments f o r user : $username$</p>

<table>

$
omments : { 
 | <tr><td>$
$</td></tr>}$

</tab le>

</body>

</html>

Note the use of an anonymous template (a lambda). As an alternative, we 
an also use named templates,

whi
h we 
an to group into reusable libraries. This is easy to do with group �les. With that, here's an alternative

de�nition of the above, saved as �/libraries/views/user.stg�:


omments ( username , 
omments ) : := <<

<html>

<body>

<p>These are the 
omments f o r user : $username$</p>

<table>

$
omments : row ( ) $

</tab le>

</body>

</html>

>>

row( 
ontent ) : := <<

<tr><td>$
ontent$ </td></tr>

>>

Note that STRawGroupDir treats these �.stg� �les as if they were a dire
tory with multiple �les when you look

up an ID, so the URI to a

ess �
omments� would be the same in both 
ases: �/views/users/
omments/�.

Finally, our presenters would work the same as in the MVC tutorial (page 126). The only 
hange would be to

�atten out the 
ontexts for StringTemplate to use:

var person = Models . getPerson (name)

. . .

r e turn getView ( ' user /
omments ' , {

username : person . getUsername ( ) ,


omments : person . getComments ( ) . get ( )

})

That's it!
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Impli
ations for Ca
hing You 
an set 
a
hing on your presenter, but unfortunately you 
an't set di�erent


a
hing parameters per view. StringTemplate's brutal reje
tion of any kind of programming logi
 in templates

means that you 
an't �
all� anything from within a template, not even to 
hange a parameter.

In our next example, we'll be using a more �exible engine that allows for more integration with Pruden
e

features.

Jinja2 Example

Jinja2 is an embeddable engine that mimi
s the well-known template syntax of the Django framework. We'll go

over its basi
 integration into Pruden
e, and also show you how to write Jinja2 
ustom tags to easily take advantage

of Pruden
e's 
a
hing me
hanism (page 60).

First we need to install Python and Jinja2 in our 
ontainer:

s i n 
 e r i t y add python : i n s t a l l : e a s y_ in s t a l l J in j a2==2.6 s imp l e j son

We're also installing the simplejson library, be
ause Jython doesn't 
ome with the JSON support we'll need

(more on that later).

Note that Jinja2 version 2.7 doesn't work in Jython (might be �xed for version 2.8), but version 2.6

does, so that's what we use here.

For our dispat
her, we'll do something a bit di�erent from before: be
ause we want to support 
a
hing of templates,

we will want the a
tual template renderer as a template resour
e (page 39). The dispat
her, then, will simply

delegate to that template resour
e. Another 
hange is that we'll be writing it all in Python, so we 
an 
all the

Jinja2 API. Let's start with �/libraries/dispat
hers/jinja.py�:

import s imple j son , u r l l i b

from 
om . t h r e e 
 r i 
 k e t s . pruden
e . u t i l import In t e rna lRepre s en ta t i on

de f handle_in i t ( 
onve r sa t i on ) :


onve r sa t i on . addMediaTypeByName ( ' t ex t /html ' )

de f handle_post ( 
onve r sa t i on ) :

i f not 
onve r sa t i on . i n t e r n a l :

re turn 404

id = 
onver sa t i on . l o 
 a l s [ ' 
om . t h r e e 
 r i 
 k e t s . pruden
e . d i spa t 
he r . id ' ℄

i f id [−1℄ == ' / ' :

id = id [0 : −1 ℄

id += ' . html '


ontext = {}

i f 
onve r sa t i on . en t i t y :

i f 
onve r sa t i on . en t i t y . mediaType . name == ' app l i 
 a t i on / i n t e rna l ' :


ontext = 
onver sa t i on . en t i t y . ob j e 
 t

e l s e :


ontext = 
onver sa t i on . en t i t y . t ex t

i f 
ontext :


ontext = s imp l e j son . l oads ( 
ontext )

payload = Inte rna lRepre s en ta t i on ({

' 
ontext ' : 
ontext ,

' ur i ' : s t r ( 
onve r sa t i on . r e f e r e n 
 e ) ,

' base_uri ' : s t r ( 
onve r sa t i on . r e f e r e n 
 e . baseRef )} )

r e sour
e = do
ument . i n t e r n a l ( ' / j i n j a−template / ' + u r l l i b . quote ( id , ' ' ) + '/ ' , ' t ex t /html ' )

r e s u l t = re sour
e . post ( payload )

i f not r e s u l t :

re turn 404

return r e s u l t . t ex t

Notes:

• We've allowed only internal requests through: we want to hide this dispat
her from the publi
 URI spa
e

be
ause it should only be a

essed by our presenters.
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• Jinja2's FileSystemLoader requires the full �lename, so we're stripping trailing slashes and adding �.html�.

• We're forwarding a few useful attributes of the request: the original URI and the original base URI. We'll

show you later how to use those for our 
ustom tags.

• We're supporting �appli
ation/internal� payloads (page 115), but also JSON payloads. Avoiding serialization

is �ne for Python-to-Python 
alls, but if we 
all from another programming language�say, JavaS
ript�the

native stru
tures are in
ompatible. Thus, we're allowing the use of JSON as an inter
hange format. On

the other side, when we send the payload to �/jinja-template/�, it's �ne to send a raw obje
t, be
ause it's

Python-to-Python.

Our template resour
e is �/resour
es/jinja-template.t.html�:

<%python

import u r l l i b

from j i n j a 2 import Environment , Fi leSystemLoader

from j i n j a 2 . ex
ept i ons import TemplateNotFound

from os import sep

id = u r l l i b . unquote ( 
onve r sa t i on . l o 
 a l s [ ' id ' ℄ )

payload = 
onver sa t i on . en t i t y . ob j e 
 t


ontext = payload [ ' 
ontext ' ℄

l oade r = app l i 
 a t i on . g l oba l s [ ' j i n a j 2 . loader ' ℄

i f not l oade r :

l oade r = FileSystemLoader ( app l i 
 a t i on . root . path + sep + ' l i b r a r i e s ' + sep + ' views ' )

l oade r = app l i 
 a t i on . getGloba l ( ' j i n j a 2 . loader ' , l oade r )

env = Environment ( l oade r=loade r )

t ry :

template = env . get_template ( id )

p r in t template . render ( 
ontext )

ex
ept TemplateNotFound :


onve r sa t i on . statusCode = 404

%>

The Jinja2 API is very straightforward and this 
ode should be easy to follow. Note that we're 
a
hing the

FileSystemLoader as an appli
ation.global: be
ause it 
an pi
k up our 
hanges on-the-�y and 
a
he them, it's

eminently reusable.

Now for our routing.js:

app . route s = {

. . .

'/ views /∗ ' : ' �j in ja : { r r } ' ,

'/ j i n j a−template /{ id }/ ' : '/ j i n j a−template / ! '

}

app . d i s pa t 
h e r s = {

. . .

j i n j a : {

d i spa t 
he r : '/ d i s pa t 
h e r s / j i n j a / '

}

}

See how we've interpolated the wild
ard (page 112) into �{rr}�: this means that a URI su
h as �/views/hello/�

would translate to the ID �hello/�.

Let's 
reate our template, �/libraries/views/user/
omments.html�:

<html>

<body>
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<p>These are the 
omments f o r user : {{username}}</p>

<table>

{% f o r 
omment in 
omments %}

<tr><td>{{
omment}}</td></tr>

{% endfor %}

</tab le>

</body>

</html>

Finally, we need to make two 
hanges to our presenter (page 126). First, we need to isend JSON payloads (if

we were writing it in Python, we 
ould optimize by sending �obje
t� payloads):

re turn getView ( ' user /
omments ' , {

username : person . getUsername ( ) ,


omments : person . getComments ( ) . get ( )

})

fun
 t i on getView ( view , 
ontext ) {

var page = Pruden
e . Resour
es . r eque s t ({

u r i : '/ views / ' + view + '/ ' ,

i n t e r n a l : true ,

method : ' post ' ,

mediaType : ' t ex t /∗ ' ,

payload : {

type : ' j son ' ,

va lue : 
ontext

}

})

return S i n 
 e r i t y . Obje
ts . e x i s t s ( page ) ? page : 404

}

And we have to ��atten� the model in order to make JSON-able:

var person = Models . getPerson (name)

. . .

r e turn getView ( ' user /
omments ' , {

username : person . getUsername ( ) ,


omments : person . getComments ( ) . get ( )

})

That's it!

Custom Tags It's fairly easy to add 
ustom tags to Jinja2. Let's add some to support Pruden
e 
a
hing, as well

as other useful Pruden
e values. Here's �/libraries/jinja_extensions.py�:

from j i n j a 2 import nodes

from j i n j a 2 . ext import Extension

from org . r e s t l e t . data import Referen
e


 l a s s Pruden
e ( Extension ) :

# a s e t o f names that t r i g g e r the ex tens i on

tags = s e t ( [ ' 
urrent_uri ' , ' app l i 
a t i on_ur i ' , ' to_base ' , ' 
a
he_duration ' , ' 
a
he_tags ' ℄ )

de f __init__( s e l f , environment ) :

super ( Pruden
e , s e l f ) . __init__( environment )

# add the d e f a u l t s to the environment

environment . extend (

pruden
e_
a
hing=None ,

pruden
e_uri=None ,
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pruden
e_base_uri=None

)

de f parse ( s e l f , pa r s e r ) :

token = par s e r . stream . next ( )

tag = token . va lue

l i n eno = token . l i n eno

i f tag == ' 
urrent_uri ' :

r e turn _ l i t e r a l ( s e l f . environment . pruden
e_uri , l i n eno )

e l i f tag == ' app l i 
a t i on_ur i ' :

r e turn _ l i t e r a l ( s e l f . environment . pruden
e_base_uri , l i n eno )

e l i f tag == ' to_base ' :

base = Referen
e ( s e l f . environment . pruden
e_base_uri )

r e f e r e n 
 e = Referen
e ( base , s e l f . environment . pruden
e_uri )

# r ev e r s e r e l a t i v e path to the base

r e l a t i v e = base . g e tRe la t i veRe f ( r e f e r e n 
 e ) . path

return _ l i t e r a l ( r e l a t i v e , l i n eno )

e l i f tag == ' 
a
he_duration ' :

durat ion = par s e r . parse_express ion ( ) . as_
onst ( )

s e l f . environment . pruden
e_
a
hing . durat ion = durat ion

e l i f tag == ' 
a
he_tags ' :

tags = [ par s e r . parse_express ion ( ) . as_
onst ( ) ℄

whi l e par s e r . stream . sk ip_i f ( ' 
omma ' ) :

tags . append ( par s e r . parse_express ion ( ) . as_
onst ( ) )


a
he_tags = s e l f . environment . pruden
e_
a
hing . tags

f o r tag in tags :


a
he_tags . add ( tag )

return _ l i t e r a l ( ' ' , l i n eno )

de f _print ( text , l i n eno ) :

re turn nodes . Output ( [ nodes . TemplateData( t ex t ) ℄ ) . se t_l ineno ( l i n eno )

We'll then modify our �/resour
es/jinja-template.t.html� to use our extension, and set it up using the attributes

forwarded from the dispat
her.:

env = Environment ( l oade r=loader , ex t ens i ons =[ ' j i n j a_ex t en s i on s . Pruden
e ' ℄ )

env . pruden
e_
a
hing = 
a
h ing

env . pruden
e_uri = payload [ ' ur i ' ℄

env . pruden
e_base_uri = payload [ ' base_uri ' ℄

Here's a simple template to test the extensions:

<html>

{% 
a
he_duration 5000 %}

{% 
a
he_tags ' tag1 ' , ' tag2 ' %}

<body>

<p>This page i s 
a
hed f o r 5 se
onds .</p>

<p><b>
urrent_uri </b>: {% 
urrent_ur i %}</p>

<p><b>app l i 
a t i on_ur i</b>: {% app l i 
a t i on_ur i %}</p>

<p><b>to_base</b>: {% to_base %}</p>
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</body>

</html>

RESTful Models

In our MVC tutorial above, we've implemented our models as 
lasses (OOP). However, it may make sense to

implement them as RESTful resour
es instead.

Doing so allows for powerful deployment �exibility: it would be possible to de
ouple the model layer entirely,

over HTTP. For example, you 
ould have �model servers� running at one data 
enter, 
lose to the database servers,

while �presentation servers� run elsewhere, providing the dire
t responses to users. In this s
enario, the presenters

would be 
alling the models using se
ured HTTP requests, instead of fun
tion 
alls.

Even if you're not planning for su
h �exibility at the moment, it might still be a good idea to allow for it in the

future. Until then, you 
ould optimize by treating the model layer as an internal API (page 114), whi
h makes it

about as fast as fun
tion 
alls.

There are two potential downsides to a RESTful model layer. First, there's the added programming 
omplex-

ity: it's easier to 
reate a 
lass than a resour
e. Se
ond, RESTful resour
es are limited to four verbs: though

GET/POST/PUT/DELETE might be enough for most CRUD operations, it 
an prove harder to design a RESTful

URI-spa
e for 
omplex �business logi
.�

A good 
ompromise, if ne
essary, 
an be to still use HTTP to a

ess models, just not RESTfully: use Remote

Pro
edure Call (RPC) instead. We dis
uss this option in the URI-spa
e ar
hite
ture tips (page 155).

Tutorial

For simpli
ity, we'll use a mapped resour
e, �/resour
es/models/person.m.js�:

do
ument . r e qu i r e (

'/ models/ user / ' ,

'/ s i n 
 e r i t y / json ' )

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )

i f ( 
onve r sa t i on . i n t e r n a l ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / i n t e rna l ' )

}

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var name = 
onver sa t i on . l o 
 a l s . get ( ' name ' )

var person = Models . getPerson (name)

var r e s u l t = {

username : person . getUsername ( ) ,


omments : person . getComments ( ) . get ( )

}

return 
onve r sa t i on . mediaTypeName == ' app l i 
 a t i on / i n t e rna l ' ? r e s u l t : S i n 
 e r i t y .JSON. to ( r e s u l t )

}

fun
 t i on handlePost ( 
onve r sa t i on ) {

var name = 
onver sa t i on . l o 
 a l s . get ( ' name ' )

var payload = S i n 
 e r i t y .JSON. from ( 
onver sa t i on . en t i t y . t ex t )

i f ( payload . 
omment ) {

var person = Models . getPerson (name)

person . getComments ( ) . add (
omment )

var r e s u l t = {

username : person . getUsername ( ) ,


omments : person . getComments ( ) . get ( )

}

return 
onve r sa t i on . mediaTypeName == ' app l i 
 a t i on / i n t e rna l ' ? r e s u l t : S i n 
 e r i t y .JSON. to ( r e s u l t )
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}

return 400

}

Note that we've optimized for internal requests (page 115).

We would then modify our presenter like so:

fun
 t i on handleGet ( 
onve r sa t i on ) {

var name = 
onver sa t i on . l o 
 a l s . get ( ' name ' )

var person = getModel ( ' person / ' + en
odeURIComponent (name ) )

return getView ( ' 
omments ' , {person : person })

}

fun
 t i on handlePost ( 
onve r sa t i on ) {

var name = 
onver sa t i on . l o 
 a l s . get ( ' name ' )

var 
omment = 
onver sa t i on . form . get ( ' 
omment ' )

var person = postModel ( ' person / ' + en
odeURIComponent (name ) , {
omment : 
omment})

return getView ( ' 
omments ' , {person : person })

}

fun
 t i on getModel (model ) {

return Pruden
e . Resour
es . r eque s t ({

u r i : '/models / ' + model + '/ ' ,

i n t e r n a l : t rue

})

}

fun
 t i on postModel (model , payload ) {

return Pruden
e . Resour
es . r eque s t ({

u r i : '/models / ' + model + '/ ' ,

i n t e r n a l : true ,

method : ' post '

payload : {

type : ' ob je
t ' ,

va lue : payload

}

})

}

We've assumed an internal request here, but it's easy to 
hange it to an external request if the model layer runs

elsewhere on the network.

Finally, here's our addition to routing.js, using 
apture-and-hide (page 26):

app . route s = {

. . .

'/ models/ person /{name}/ ' : '/models/ person / ! '

}

Clusters

Multiple JVMs running Pruden
e, on several ma
hines or on a single one, may share 
ertain resour
es. The running

instan
es do not have to be identi
al (�redundant�), though in some deployment s
enarios (page 138) they should

be.

Many of the 
lustering features in Pruden
e rely on the ex
ellent Hazel
ast library: Hazel
ast allows Pruden
e

nodes to to share state and lo
ks and to run tasks remotely. Its auto-dis
overy feature is espe
ially useful for �exible


loud deployments.

You don't have to dig deep into Hazel
ast: the 
ore features work out-of-the-box with Pruden
e, and are fully

explained in this 
hapter. However, if you're serious about 
lustering, it's a good idea to study Hazel
ast and see
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what more, perhaps, it 
an do for you. Espe
ially, you may want to tweak the default 
on�guration (page 116), for

example to add ba
kups, 
hange evi
tion poli
ies, 
reate node groups, enable SSL, en
ryption, et
.

Shared State

Easily share in-memory data between all nodes and appli
ations in the 
luster using the

appli
ation.distributedGlobals and appli
ation.distributedSharedGlobals API family (page 81).

Con
urren
y

Like the other globals, distributed globals support 
on
urrently atomi
 operations (page 83). In the following

example, we make sure that the default value is only ever set on
e:

var de fau l tPer son = {name : ' Linus ' , r o l e : ' boss ' }

var person =

S i n 
 e r i t y . JSON. from ( app l i 
 a t i on . ge tD i s t r ibutedGloba l ( ' person ' , S i n 
 e r i t y .

JSON. to ( de fau l tPer son ) ) )

Serializability

Distributed globals must be serializable. If they aren't, you will get an ex
eption when Hazel
ast attempts to move

the data between nodes.

If you're using JavaS
ript, this unfortunately means that you are limited to primitive types. One easy way to

get around this is to serialize via JSON:

do
ument . r e qu i r e ( ' / s i n 
 e r i t y / j son / ' )

var person = {name : ' Linus ' , r o l e : ' boss ' }

app l i 
 a t i on . d i s t r i bu t edG loba l s . put ( ' person ' , S i n 
 e r i t y .JSON. to ( person ) )

person = S i n 
 e r i t y .JSON. from ( app l i 
 a t i on . d i s t r i bu t edG loba l s . get ( ' person ' ) )

p r i n t l n ( person . name)

Con�guration

You 
an 
on�gure the distributed globals in �/
on�guration/hazel
ast/appli
ation/globals.js� (page 116), as a map

named �
om.three
ri
kets.pruden
e.distributedGlobals.[name℄�, where �name� is the appli
ation name. You 
an also


hange the name of that map in settings.js (page 73).

Cluster-Wide Syn
hronization

Use the appli
ation.getDistributedSharedLo
k API (page 82) to syn
hronize a

ess to resour
es for the entire 
luster:

var l o 
k = app l i 
 a t i on . getDis t r ibutedSharedLo
k ( ' s e r v i 
 e s . remote ' )

l o 
k . l o 
k ( )

t ry {

doSomethingAtomi
allyWithRemoteServi
e ( )

}

f i n a l l y {

l o
k . unlo
k ( )

}

This apparently simple tool o�ers a reliable and thus powerful guarantee for atomi
ity a
ross entire deployments,

even very large ones. It 
an repla
e the need to use a separate, dedi
ated syn
hronization tool, su
h as is provided

Apa
he ZooKeeper. Just make sure you understand the detrimental e�e
t its use 
ould have for your s
alability.

See the Hazel
ast do
umentation for more information on distributed lo
ks.

136

http://zookeeper.apache.org/
http://hazelcast.com/docs/latest/manual/multi_html/ch02s07.html


Task Farms

The distributed task APIs (page 103) let you spawn tasks anywhere, everywhere, or on spe
i�
 nodes in the 
luster.

This powerful feature is only really useful in a heterogeneous 
luster: if all your nodes are the same, and all of

them are answering user requests behind a load balan
er (page 140), then it's hard to see what advantage you would

get by spawning ba
kground tasks on a node other than the one that answered the request. However, if you have a

separate set of nodes spe
i�
ally designated to running tasks, or even multiple sets dedi
ated to tasks of di�erent

kinds, then you gain 
onsiderable 
ontrol over your deployment strategies. You 
an s
ale out your �web nodes� if

you need to handle more user requests, and separately s
ale out your �task nodes,� �
a
he nodes,� �database nodes,�

et
. This deployment strategy is key to 
ost-e�
ient use of your resour
es.

Pruden
e supports two ways to 
reate su
h a heterogeneous 
luster.

Tagging Nodes

You 
an �tag� ea
h node in your 
luster with one or more 
ustom strings. Many nodes may share the same tag, or

you may 
reate unique tags for some nodes in order to refer to them, and only them, dire
tly.

To tag nodes, edit their �/
on�guration/hazel
ast/default/default.js�. As an example, let's give our node two

tags, �video-en
oding� and �ba
kup�:


 on f i g . memberAttributeConfig . s e t S t r i n gAt t r i bu t e ( ' 
om . t h r e e 
 r i 
 k e t s . pruden
e . tags ' , ' video−en
oding , ba
kup ' )

We 
an then use the distributed task APIs (page 103) to exe
ute a single task on any one of the �video-en
oding�

nodes:

Pruden
e . Tasks . task ({

u r i : '/ reen
ode−video / ,


ontext : { f i l ename : ' great_movie . avi ' , r e s o l u t i o n : {w: 600 , h : 400}} ,

j s on : true ,

d i s t r i b u t e d : true ,

where : ' video−en
oding '

})

Or, we 
an exe
ute a ba
kup operation on all the �ba
kup� nodes:

Pruden
e . Tasks . task ({

u r i : '/ ba
kup / ,

d i s t r i b u t e d : true ,

mult i : true ,

where : ' ba
kup '

})

Note that �where� 
an also be a 
omma-separated list.

Separate Cluster for Tasks

In a more 
omplex deployment, you may want your task farm as an entirely separate Hazel
ast 
luster. For example,

your task farm may be running in an entirely di�erent data 
enter, and you do not need or want it to share state

with the appli
ation 
luster.

By default, Pruden
e exe
utes all tasks on one Hazel
ast instan
e, but it allows you to 
on�gure a separate

instan
e for tasks. To enable this s
enario, Pruden
e 
omes with 
ommented-out 
on�gurations (page 116) for both

the �task� nodes (the servers) and for the nodes that will be spawning the tasks (the 
lients):

• �/
on�guration/hazel
ast/task/1-server.js�: Enable this if you want this node to be a full member of the �task�


luster, whi
h means it will be able to a

ept and run distributed tasks. Note that the node would still be a

member of the �appli
ation� 
luster (unless you disable its 
on�guration expli
itly), meaning it will be able

to share state (page 136) with the appli
ation nodes.

• �/
on�guration/hazel
ast/task/2-
lient.js�: Enable this if you want this node to be able to spawn tasks in

the �task� 
luster. This 
reates a lightweight Hazel
astClient for the �tasks� 
luster, whi
h is not an a
tual

member.

137

http://www.hazelcast.com/docs/3.1/javadoc/index.html?com/hazelcast/client/HazelcastClient.html


It normally doesn't make sense to have both �1-server.js� and �2-
lient.js� enabled on the same node: a server is

already a full member, and doesn't have to also be a lightweight 
lient. However, it 
an be useful to enable both for

the purpose of testing the 
omplete loop in a single 
ontainer: it will work. (That's why there are numeri
 pre�xes

for the �lenames: this makes sure they are initialized in the 
orre
t order if both are enabled.)

On
e 
on�gured, you 
an use the task APIs as usual on both the 
lient and server nodes, but the tasks will

only run on the server nodes. Note that you 
an still use node tags (page 137) for the server nodes by editing

�1-server.js�.

For more options for partitioning 
lusters in Hazel
ast, see its grouping feature.

Shared Ca
he

Obviously, in a 
luster you want to use a shared 
a
he ba
kend, and even implement a tiered 
a
hing strategy. The


on�guration 
hapter (page 121) details your many built-in options.

Centralized Logging

There are four possible strategies for handling logging in a 
luster, ea
h with its own advantages:

• Let every node keep its own log �les, whi
h is the default 
on�guration in Pruden
e. This makes it easier to

debug problems spe
i�
 to ea
h node. However, in a load-balan
ing s
enario (page 140) it 
an be very hard

to follow user a
tivities over time, be
ause ea
h request might be logged on a di�erent node.

• Centralize all logging. There are a
tually two ways to a
hieve this in Pruden
e:

� Log to a database. Sin
erity's logging plugin 
omes with powerful support for logging to MongoDB.

� Run a dedi
ated logging node (a Apa
he Log4j server). This is again expli
itly supported by

Sin
erity's logging plugin: it allows all your nodes to send their log messages to the logging node over

the network. The logging node will be doing the a
tual message writing.

• It's easy to log both lo
ally and 
entrally, immediately giving you the bene�ts of both worlds, at the 
ost of

some wasted resour
es due to the dupli
ation.

• A hybrid approa
h 
an be the best idea: some loggers might be stored lo
ally, others might write to the


entral log.

Deployment

�Deployment� here refers to getting your Pruden
e appli
ations running so that users 
an, well, use them. The


hallenge is that the development environment is often quite di�erent from the produ
tion, staging and testing

environments, and indeed it's the point where development work must integrate with systems administration and

operations.

Approa
hing deployment 
an qui
kly mire you into a 
omparison of ideologies of proje
t management: some

prefer Continuous Integration (CI) and agile methods, others prefer more 
areful deployment by humans a

ording

to step-by-step plans. We'll bypass the ideologi
al dis
ussion here, and deal spe
i�
ally with the te
hni
al possi-

bilities and tools. It's up to you to de
ide whi
h deployment te
hnologies �t best with or best enable your proje
t

management ideology.

Deployment Strategies

File Syn
hronization

Sometimes the best strategies are the most straightforward.

Be
ause your entire Pruden
e installation is 
ontained in one dire
tory, you 
an simply 
opy it from your

development environment to your deployment environments. Even better, you 
an use a syn
hronization tool like

rsyn
, whi
h will e�
iently 
opy only the updated/new �les. Best of all, you 
an use a two-way syn
hronization

tool like Unison, whi
h allows on-the-�y 
hanges you make at the deployment environment to syn
hronize ba
k to

your development environment. Both tools mentioned use 
ompression and bat
h transfers for speed and 
an run

over SSH for se
urity.
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A
tually, the deployment origin does not have to be a single programmer's development environment: you 
an


reate a dedi
ated deploying environment from whi
h to deploy to all nodes and have it shared among a team of

programmers.

Example Let's see how this is done using Unison. First, let's 
reate a pro�le in our development environment.

We'll store it in �~/.unison/produ
tion.prf�:

root = /path/ to /pruden
e

root = ssh :// node1 . mysite . org //path/ to/pruden
e

root = ssh :// node2 . mysite . org //path/ to/pruden
e

i gnore = Path 
a
he

ignore = Path l o g s

i gnore = Path 
omponent/ app l i 
 a t i o n s/ s t i 
 k s t i 
 k /data

i gnore = Path . g i t

i gnore = Path . g i t i g n o r e

Note how easy it is to in
lude several nodes in a single pro�le. Also note that likely want to ex
lude syn
ing

a few lo
alized dire
tories: in this example, we're ignoring an extra data path and also �les used by our version


ontrol system, Git.

To syn
hronize with the above pro�le, run this:

unison produ
t ion −bat
h

Of 
ourse, you 
an 
reate additional pro�les, for example �staging.prf� for your staging environment.

Version Control Systems (VCS)

If you're already using a VCS, why not use it to deploy your appli
ations, too? In many ways, this is as straight-

forward as �le syn
hronization, though there are a few important advantages and disadvantages:

• You don't need a deploying origin: every node 
an update itself.

• You 
an automati
ally upgrade/downgrade simply by 
he
king out a revision, tag or bran
h.

• Distributed VCSs (su
h as Git and Mer
urial) normally require a 
lone of the entire repository, in
luding its

history. This 
an be quite heavy and redundant. One solution is to do a �shallow 
lone,� whi
h avoids the

history. However, shallow 
lones have several limitations that might make them di�
ult to use.

• VCSs don't deal well with large binary �les. For development work, there are good solutions, su
h as git-annex

for Git. However, these solutions don't solve the problem for deployment: you still need to get those binaries

to your deployed environment somehow.

• Allowing VCS a

ess from your deployed environment might be an una

eptable se
urity risk.

You 
an also adopt a hybrid strategy: use VCS to deploy the main appli
ation 
ode, and install the other parts of

it (in
luding Pruden
e itself) via some other means.

Be sure to read the Sin
erity tutorial, whi
h gives you a few suggestions to using a VCS with Pruden
e, whi
h

apply to development as well as to deployment.

Pa
kaging

You 
an en
apsulate your entire Pruden
e 
ontainer, or individual appli
ations and servi
es, into deployable, ver-

sioned, interdependent, signed pa
kages.

Though 
on�guring and 
reating the pa
kages is the hard part, deploying them is often very easy. Pa
kaging's big

advantage in how easy and safe it makes uninstalling, upgrading and downgrading pro
esses. The strategy indeed

reveals many of its advantages when it is used modularly: it makes it possible to install/upgrade/downgrade only

spe
i�
 appli
ations or servi
es, while leaving the rest of the deployment inta
t. Di�erent types of nodes 
ould thus

be installed as assemblages (meta-pa
kages) of parti
ular pa
kages. Finally, 
areful management of dependen
ies


an be used to ensure that the pa
kage has everything it needs to run properly.

Modularity has a huge 
ost in terms of proje
t management 
omplexity, whi
h should not be underestimated.

However, if you're already managing your proje
t as separate modules, with their own roadmaps and version

progression, it 
an make a lot of sense to deploy it that way, too.
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There are many pa
kaging standards and tools out there, but we'll mention a few that you are espe
ially likely

to use with Pruden
e.

Maven Apa
he Maven is a 
omprehensive (and highly 
omplex) proje
t management tool for the JVM, espe
ially

targeted at the Java language and related te
hnologies. Whether or not you use the Maven tool itself, its repository

format (also known as iBiblio) has be
ome the de fa
to standard for JVM pa
kaging.

The Sin
erity tool, on whi
h Pruden
e is itself distributed, uses the Maven repository format, but adds a few

important (and optional) features to its pa
kaging spe
i�
ation, namely the ability to unpa
k ar
hives into the


ontainer, and to run install/uninstall hooks for ea
h pa
kage. We re
ommend Sin
erity for Maven-type pa
kage

deployment: it will handle not only your own pa
kages, but also Pruden
e itself, as well as other Sin
erity plugins

and add-ons.

You 
an pa
kage and publish your pa
kages using the Maven tool: the Sin
erity pa
kaging do
umentation

in
ludes a template 
on�guration for Maven, whi
h you 
an easily modify for your own pa
kages (and bypass

Maven's notorious learning 
urve). Alternatively, you 
an use easier tools like Gradle and Ivy.

Maintaining and managing the repository is easy enough. At its most straightforward, you 
an simply host the

repository's �lesystem via a web server. However, there are also several powerful tools and hosted solutions o�ering

many useful features, su
h as proxying of other repositories. Sonatype's Nexus is espe
ially easy to install and get

running using Sin
erity. Another great option is JFrog's Artifa
tory.

Debian and RPM If you are deploying to nodes based on a Linux-based operating system, then you're are

likely already using a pa
kaging system: either Debian or RPM. Using the native pa
kaging system for your own

deployment gives you the very useful advantage of allowing for dependen
ies to OS pa
kages, as well as having a

single, uni�ed pa
kaging system for everything. At the very least, for example, you'll want your Pruden
e pa
kages

to depend on a JVM. By 
reating a meta-pa
kage for ea
h node type, you 
an then install and upgrade entire nodes,

starting from a freshly installed operating system, by simply installing a single pa
kage.

Debian is the the more 
omplex of the two standards: it's a
tually not just a �le format, but part of a 
ompre-

hensive, integrated operating system build system, requiring several highly spe
i�
 
on�guration �les per pa
kage.

It might be easier to use more minimal tools for pa
kaging your Pruden
e appli
ations: we re
ommend jdeb for

Debian and Redline for RPM, whi
h both run on the JVM and 
an be integrated into Ant builds.

Another important advantage of using Debian or RPM is that you 
an integrate your Pruden
e pa
kages into


omprehensive infrastru
ture management and or
hestration tools. There is a great variety among these: some are

tied to spe
i�
 operating systems, some are hosted, some proprietary. If you're using Ubuntu, you 
an use Juju and

Lands
ape. For RedHat and CentOS, you 
an use YADT, whi
h 
an also be used for your build pro
ess.

Load Balan
ing

One of the great advantages of REST ar
hite
tures (page 150) is that they're trivial, in an ar
hite
tural sense, to

s
ale horizontally: any number of identi
al nodes 
an sit 
omfortably behind a load balan
er. Be
ause ea
h REST

request is self-
ontained, it doesn't matter whi
h node handles whi
h request.

Well, that's a bit idealized. A
tually, requests are not themselves identi
al: some might need a

ess

shared resour
es, su
h as databases and task farms (page 137), and in 
omplex appli
ations it may make

sense to have di�erent kinds of nodes answering di�erent kinds of requests, or at the very least it may

be important to route 
ertain requests to 
ertain nodes that would do a better job at servi
ing the

request (for example, if they are nearer to the spe
i�
 resour
es the request needs). Your routing needs

might be quite sophisti
ated. See a more 
omprehensive dis
ussion of the �partitioning� problem in the

s
aling tips arti
le (page 163). Nevertheless, for simpler appli
ations load balan
ing is indeed trivial,

and ready-made produ
ts, servi
es and algorithms will �t most use 
ases.

Clusters

You don't have to enable 
lusters (page 135) in order to 
reate a load-balan
ed Pruden
e deployment. However,

you 
an use the 
luster features to allow for powerful 
ooperation between nodes.

In parti
ular, take a look at the task farming (page 137) feature: you 
an run a separate task farm 
luster

without the appli
ation nodes forming a 
luster themselves.
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Choi
es

Good load balan
ers do more than just s
ale: they allow for robustness by removing problemati
 nodes from the

pool, either be
ause of errors or be
ause of poor performan
e. Often, you 
an 
on�gure the various thresholds and

the behavior of the ba
k-o� algorithms.

If you're deploying to a hosted �
loud� environment, it 
ould be that your host provides a load-balan
ing solution.

It's often a good 
hoi
e: these load balan
ers will likely perform better and be more reliable than those running

inside a virtual host. However, they may not be �exible (or trustworthy) enough for your needs. It's easy enough

to install your own load balan
er using a wide range of produ
ts: we'll provide examples for using two popular

solutions below.

Who should handle SSL? Pruden
e 
an handle SSL perfe
tly �ne on its own (page 118). However,

when using a load balan
er, you may have the option of �terminating� SSL there. The problem with

terminating SSL early is that you have unen
rypted pa
kets moving between the load balan
er and your

nodes, whi
h is a se
urity risk. You de�nitely want SSL going all the way to Pruden
e if you're deployed

in an environment you 
an't trust. Otherwise, terminating early is often re
ommended, as it 
an o�er

better utilization of your appli
ation node resour
es, and allow for simpler deployments. Both examples

below demonstrate how to terminate SSL at the load balan
er.

Nginx

Nginx is a popular general-purpose web server, whi
h has several high-quality modules. It's a good 
hoi
e if you

need other features in addition to load balan
ing, but also works �ne as a standalone load balan
er. Refer to the

do
umentation for the proxy and upstream modules for a 
omplete referen
e.

Here's a simple 
on�guration:

http {

s e r v e r {

l i s t e n 80 ;

l o 
 a t i o n / {

proxy_pass http :// pruden
e ;

}

}

s e r v e r {

l i s t e n 443 ;

keepal ive_timeout 70 ;

s s l on ;

s s l_
 e r t i f i 
 a t e_key / e t 
 / s s l / s e r v e r . key ;

s s l _ 
 e r t i f i 
 a t e / e t 
 / s s l / s e r v e r . 
 r t ;

s s l_p ro t o 
o l s SSLv3 TLSv1 TLSv1 . 1 TLSv1 . 2 ;

s s l_
 i ph e r s AES128−SHA:AES256−SHA:RC4−SHA:DES−CBC3−SHA:RC4−MD5;

ss l_sess ion_
a
he shared : SSL :10m;

ss l_sess ion_t imeout 10m;

l o 
 a t i o n / {

proxy_pass http :// se
ure_pruden
e ;

}

}

upstream pruden
e {

s e r v e r node1 .myapp . org : 8 080 ;

s e r v e r node2 .myapp . org : 8 080 ;

s e r v e r node3 .myapp . org : 8 080 ;

}

upstream se
ure_pruden
e {

s e r v e r node1 .myapp . org : 8 081 ;

s e r v e r node2 .myapp . org : 8 081 ;
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s e r v e r node3 .myapp . org : 8 081 ;

}

}

Nginx o�ers some useful routing features. For example, you 
an gives nodes �weights,� where a higher weight

means that more requests will be sent to that node:

upstream pruden
e {

ip_hash ;

s e r v e r node1 .myapp . org :8080 weight=1;

s e r v e r node2 .myapp . org :8080 weight=2;

s e r v e r node3 .myapp . org :8080 weight=4;

}

Or you 
an enable 
lient IP-based routing, so that requests from a parti
ular 
lient will always go to the same

node:

upstream pruden
e {

ip_hash ;

s e r v e r node1 .myapp . org : 8 080 ;

s e r v e r node2 .myapp . org : 8 080 ;

s e r v e r node3 .myapp . org : 8 080 ;

}

Perlbal

Perlbal is a minimalist web server dedi
ated solely to load balan
ing. It o�ers very few 
on�guration options, but

is eminently ha
kable due to being written in 
risp Perl. It is re
ommended for users who don't like �ddling with

knobs or who appre
iate single-purpose tools.

Here's an example �perlbal.
onf�:

CREATE POOL pool

SET nod e f i l e = / e t
 / p e r l b a l /nodes

CREATE POOL se
ure_pool

SET nod e f i l e = / e t
 / p e r l b a l / se
ure_nodes

# HTTP

CREATE SERVICE balan
er

SET l i s t e n = 0 . 0 . 0 . 0 : 8 0

SET r o l e = reverse_proxy

SET pool = pool

SET veri fy_ba
kend = on

# HTTPS

CREATE SERVICE se
ure_balan
er

SET l i s t e n = 0 . 0 . 0 . 0 : 4 4 3

SET r o l e = reverse_proxy

SET pool = se
ure_pool

SET veri fy_ba
kend = on

SET enable_ss l = on

SET ss l_key_f i l e = / e t
 / s s l / s e r v e r . key

SET s s l_ 
 e r t_ f i l e = / e t
 / s s l / s e r v e r . 
 r t

# The f o l l ow ing i s re
ommended to work around a bug in o lde r v e r s i on s o f IE

# ( the d e f au l t i s ALL : !LOW: !EXP)

SET s s l_
 i ph e r_ l i s t = ALL : !ADH: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+

eNULL

# In t e rna l management port
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CREATE SERVICE mgmt

SET r o l e = management

SET l i s t e n = 127 . 0 . 0 . 1 : 6 0000

ENABLE balan
er

ENABLE se
ure_balan
er

ENABLE mgmt

The �nodes� �le is a list of IP addresses (not hostnames!) with ports. We'll add three Pruden
e instan
es

running at the default server port:

1 92 . 1 68 . 1 . 1 0 : 8 080

192 . 1 68 . 1 . 1 1 : 8 080

192 . 1 68 . 1 . 1 2 : 8 080

The �se
ure_nodes� �le is the same, but uses our separate server port:

1 92 . 1 68 . 1 . 1 0 : 8 081

192 . 1 68 . 1 . 1 1 : 8 081

192 . 1 68 . 1 . 1 2 : 8 081

If the node �les are edited, Perlbal will pi
k up their 
hanges on the �y.

Web Data

The load balan
er handles user requests instead of your Pruden
e instan
es. (This is sometimes, annoyingly from

the 
lient's perspe
tive, 
alled a �reverse� proxy.) This means that request headers might be modi�ed before they

rea
h you, and response headers after they leave you.

Your Host One thorny issue is that the host and port you get are di�erent from those the 
lient sent. For

example, the 
lient might have made a request to �https://myapp.org/myapp/� (at port 443), but it rea
hes your

node as �http://192.168.1.10:8081/myapp/�.

In terms of routing your URI-spa
e, this is not a problem: Pruden
e always uses the URL in the original request.

However, you might 
are about whi
h node you are on, for example if you need to a

ess lo
al servi
es. Usefully,

the standard HTTP/1.1 �Host� header is meant just for this use 
ase: your load balan
er will likely override the

header sent by the 
lient, and instead set it to the URL it uses to a

ess you. In Pruden
e, you 
an a

ess its parsed

value via the 
onversation.request.hostRef API:

var hostRef = 
onver sa t i on . r eque s t . hostRef

var host = hostRef . hostDomain // ' 1 92 . 1 68 . 1 . 1 0 '

var port = hostRef . hostPort // 8081

var pro to
o l = hostRef . s
heme // ' http '

The same value is used for virtual host 
on�guration (page 117).

In some 
ases you might want the load balan
er to work transparently, leaving the original �Host� header inta
t.

This behavior is sometimes 
on�gurable in load balan
ers. For example, in Nginx:

l o 
 a t i o n / {

proxy_pass http :// pruden
e ;

proxy_set_header Host $http_host ;

}

Client IP Address Pruden
e's 
onversation.
lient.upstreamAddress API identi�es the request's 
lient, however,

in a load-balan
ing s
enario, the 
lient is a
tually the load balan
er itself. This is tri
ky: there a
tually might

be various 
omponents (load balan
ers, 
a
hes, gateways) along the way, so how 
an the original IP address be

preserved?

The short answer is that this will likely just work in Pruden
e with the default 
on�guration.

The long answer is that although HTTP as of version 1.1 does not have a standard solution for this, a de fa
to

standard (whi
h originated in Squid) is widely supported, of using the �X-Forwarded-For� header. The value is

a 
omma-separated list of all 
lient IP addresses in order, so ea
h 
omponent along the way 
an append itself to

before forwarding onward. The �rst IP address would thus be the original 
lient.
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Be
ause this is not yet truly standard, Restlet does not, by default, interpret the header. However, it does

support it, and the default server 
on�guration (page 118) in Pruden
e enables it. You 
an see this in �/
omponen-

t/servers/http.js�:

s e r v e r . 
ontext . parameters . s e t ( ' useForwardedForHeader ' , ' true ' )

Without this, 
onversation.
lient.upstreamAddress would return only the last 
lient IP address.

Remember that for this to work properly, your load balan
er must set �X-Forwarded-For�. When in doubt, 
he
k

its do
umentation.

Adaptable Con�gurations

The Sin
erity tool, whi
h is used to bootstrap Pruden
e, gives you a lot deployment power.

In parti
ular, the "
on�guration-by-s
ript" prin
iple means that you don't have to 
reate separate 
on�guration

�les for di�erent deployment environments: you 
an use the same deployed �les for development, staging, testing

and produ
tion.

This depends on the s
ripts dis
overing in what environment they are running, and performing the appropriate


on�guration. Here are a few suggested dis
overy methods:

By System Con�guration File You 
an 
on�gure your node via a single �le. For example, let's 
reate �/et
/de-

ployment�:

DEPLOYMENT=produ
t ion

In our Pruden
e bootstrapping s
ripts, we 
an parse the �le safely like so:

do
ument . r e qu i r e ( ' / s i n 
 e r i t y /jvm/ ' )

var deployment = ' stag ing '

t ry {

deployment = S i n 
 e r i t y .JVM. f romPropert i e s ( S i n 
 e r i t y .JVM. l o adPrope r t i e s ( ' / e t 
 /deployment ' ) ) .DEPLOYMENT

} 
at
h (x ) {}

p r i n t l n ( ' Deployment : ' + deployment )

i f ( deployment == ' development ' ) {

. . .

}

Note that we are defaulting to �staging� in 
ase the �le doesn't exist. Defaulting to �development� might be

risky: development deployments usually reveal too mu
h data, or otherwise provide se
urity overrides.

The advantage of this �le format is that it's very easy to parse in other languages, so you 
an use it to 
on�gure

non-Pruden
e 
omponents, too. Here's an example in bash:

i f [ −f / e t 
 /deployment ℄ ; then

. / e t 
 /deployment

e
ho "Deployment : $DEPLOYMENT"

e l s e

DEPLOYMENT=stag ing

e
ho "Deployment : s tag ing ( d e f au l t )"

f i

By IP Address Your deployment environment might be known a

ording to the lo
al IP address or subnetwork.

It's possible to lookup the IP address in a table, or other parse parts of it (the subnetwork).

To retrieve it, the following might work:

var address = java . net . InetAddress . l o 
a lHos t . hostAddress

This API won't work as expe
ted in some lo
al 
on�gurations, instead returning the loopba
k address, �127.0.0.1�.

Also, some nodes may have multiple IP addresses. To iterate all lo
al IP addresses, use this 
ode:
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var addre s s e s = [ ℄

f o r ( var e = java . net . NetworkInter fa
e . ne twork In te r f a 
e s ; e . hasMoreElements ( ) ; ) {

var i n t e r f a 
 e = e . nextElement ( )

f o r ( var ee = i n t e r f a 
 e . i n e tAddre s s e s ; ee . hasMoreElements ( ) ; ) {

var address = ee . nextElement ( )

i f ( ! address . loopba
kAddress ) {

addre s s e s . push ( address . hostAddress )

}

}

}

By �Cloud� API If you're running in a �
loud� environment, your host likely provides you with an API servi
e

to dis
over your node's name, group it belongs to, et
., making it easy to determine your deployment environment.

Many 
loud environments support the OpenSta
k API, whi
h you 
an a

ess easily dire
tly via RESTful requests

(page 59) or a dedi
ated JVM wrapper. Spe
i�
ally, its identity servi
e 
an be used to retrieve information about

the 
urrent node.

For example, let's list the tenants of our node:

do
ument . r e qu i r e ( ' / pruden
e/ r e s ou r 
 e s / ' )

var opensta
kBaseUri = . . .

var tenants = Pruden
e . Resour
es . r eque s t ({

u r i : opensta
kBaseUri + ' v2 .0/ tenants ' ,

mediaType : ' app l i 
 a t i on / json '

})

f o r ( var t in tenants ) {

var tenant = tenants [ t ℄

p r i n t l n ( tenant . name)

}

Note that the above 
ode will only work from a running Pruden
e appli
ation: during bootstrapping, you will

have to use a di�erent method to make REST requests, for example the dedi
ated JVM wrapper.

Operating System Servi
e (Daemon)

In produ
tion environments it's re
ommend to have Pruden
e installed as an operating system servi
e (�daemon�),

whi
h allows you to use standard tools to start, stop and monitor its status. It will also guarantee that Pruden
e

starts as qui
kly as possible when the system starts, redu
ing downtime in the 
ases of restarts.

In Pruden
e this is best handled by installing the Sin
erity servi
e plugin, whi
h adds a powerful native

�wrapper� servi
e around the JVM. The do
umentation there also provides you with examples of how to install it

in your operating system.

Note that the wrapper uses its own logging system, separate from the one used by Pruden
e (page 86), though

the default 
on�gurations of both will work well together.

Se
urity

Se
uring your deployment is important whether you're running an Internet site or a lo
al intranet site. A
tually,

�se
urity� is an umbrella term for various aspe
ts dealing with, ahem, unintended use of your site:

• You want to make sure that outsiders do not have a

ess to your se
ret data.

• You want to make sure that outsiders, and possibly even you, don't have a

ess to other users' data, for whi
h

you are the trusted 
aretaker.

• You want to make sure that outsiders 
annot take modify your site's operation, essentially hija
king it for

their own uses, while using your users' 
on�den
e in you for their own purposes.

• You want to make sure that outsiders 
annot stop your site from operating. This is often 
alled a Denial of

Servi
e (DoS) atta
k.
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It's 
ru
ial that you study this topi
 well or hire an expert to handle it for you. It's astounding how often big,

�trusted� 
ompanies fail miserably in se
uring their appli
ations. Don't wait until the �re starts to put it out:

prevent it from ever happening.

Unfortunately, it's not a simple problem �eld: atta
ks are getting more and more sophisti
ated, using sheer


omputational prowess to break through en
ryption, �rainbow� atta
ks to un
over user passwords, and �nding


lever loopholes for inje
ting 
ode into your appli
ation or database runtime. We de�nitely 
an't 
over all aspe
ts

of se
urity here, espe
ially be
ause it's a moving target. But we'll 
over some essentials that are dire
tly related to

Pruden
e and the deployment te
hnologies mentioned in this 
hapter.

Is Pruden
e less se
ure, as an open sour
e produ
t, than proprietary alternatives? To be honest, there's

something s
ary about revealing all your 
ards to the ha
kers. At the same time, these 
ards are also seen

by the 
ommunity of users, like you, who have an interest in plugging se
urity holes as soon as they're

dis
overed. With 
losed-sour
e software, ignoran
e is bliss: you have to rely on indire
t knowledge to

evaluate just how se
ure it is. And if a loophole is dis
overed, you have to rely on others to �x it. With

Pruden
e, you don't have to wait for us: we've gone to great lengths not only to share the 
ode, but

also to make it as easy as possible for you to build your own pat
hed-up Pruden
e. When all the fa
tors

are 
onsidered, we believe that open sour
e is the better 
hoi
e in the long run for those who 
are about

se
urity.

Lo
ked-Down User

When appli
ations are ha
ked, your only line of defense is the operating system. And let's put is plainly: all

appli
ations have exploits. Thus, espe
ially be
ause it's so easy, there's no ex
use not to implement basi
 operating

system se
urity.

The �rst thing you should do is 
reate a spe
ial user that will spawn and thus own the Pruden
e pro
ess. If

you're running Pruden
e as a servi
e (page 145), then you should install that servi
e via that user.

Then, lo
k that user down. All operating systems let your 
ontrol �le a

ess per user, so make sure the user


an only exa
t only the �les it needs. Most operating systems are too promis
uous by default, so make sure that

nothing important is readable by your designated user.

But a

essing the �les is only the tip of the i
eberg: you want Mandatory A

ess Control (MAC), too, to limit

the user's ability to exe
ute pro
esses it shouldn't. If you're deploying on Linux, 
onsider using AppArmor, whi
h

allows for simple pro�les to 
on�gure the use of Linux's many se
urity features.

Firewall

Whether you're running a 
luster (page 135) or a single server, there's no reason unused ports should be open to

the world, and to mis
hief. Get yourself a �rewall.

If you're deploying on Linux, iptables (a net�ler module) is the standard solution. However, it 
an

be quite daunting to manage dire
tly, so 
onsider using a higher-level tool instead: we re
ommend the

Un
ompli
ated Firewall (UFW), whi
h allows for per-appli
ation pro�les, and 
omes with sensible iptables defaults.

Whi
h ports should you leave open?

HTTP and HTTPS The standard and default Internet ports for these are 80 and 443 respe
tively. Of 
ourse,

you are free to use other ports for your deployment, for whi
h there might be se
urity advantages.

Cluster Are you running your nodes as a 
luster (page 135)? The default port used by Hazel
ast is 5701, though

it's easy to 
hange it.

Ca
he Ba
kends Do you need a

ess to a shared 
a
he ba
kend (page 121)?

• Hazel
ast: See 
luster, above: the default port is 5701.

• mem
a
hed: The default port is 11211.

• MongoDB: The default port is 27018.

• SQL: This varies, refer to your produ
t's do
umentation.
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HTTPS

Enabling TLS/SSL en
ryption for HTTP is usually more about prote
ting your user data than prote
ting your

own. And indeed, this servi
e you provide to your users is 
ostly in terms of CPU 
y
les it requires and 
erti�
ation

authorities you must pay for generally trusted 
erti�
ates.

HTTPS also has an entirely di�erent use 
ase, spe
i�
ally when it's used with privately issued 
erti�
ates: you

gain a powerful authenti
ation barrier. Only users who own the 
erti�
ate would be able to a

ess the prote
ted

resour
es.

You have the option of handling SSL dire
tly in Pruden
e (page 118) or �terminating� at the load balan
er (page

140).

HTTP Authenti
ation

Pruden
e supports HTTP basi
 authenti
ation (page 110), whi
h is in turn supported by most web browsers and

other HTTP 
lients. Coupled with HTTPS (in order to ensure that the password is transferred se
urely to you),

it's a
tually not su
h a bad way to se
ure your resour
es. Web browsers will 
a
he user 
redentials for the duration

of a �session,� whi
h usually means until the web browser is 
losed.

HTTP authenti
ation is se
ure enough when 
oupled with HTTPS, but it's not a s
alable

way to support many users and sessions. If you need a 
omprehensive solution, 
onsider

Diligen
e's authenti
ation servi
e.

Quarantine the Admins

Many sites allow for �administrative� logins that have spe
ial privileges and abilities. Probably, these abilities would

be utterly destru
tive in the wrong hands.

It thus makes a lot of sense to quarantine these users and their needs into a separate se
urity domains: it should

be harder for an admin to login than for a regular user. All defenses should be up: HTTPS with private 
erti�
ates,

a separate 
luster �rewalled from the regular appli
ation nodes, and sharing only the resour
es that are absolutely

ne
essary for admin fun
tionality.

Utilities for Restlet

If you are a Restlet Java programmer, Pruden
e may still be of use to you. The Pruden
e standalone Jar has several

well-do
umented 
lasses useful for any Restlet appli
ation. They're all in the �
om.three
ri
kets.pruden
e.util�

pa
kage, and introdu
ed below.

Also, remember that 
an use Sin
erity without Pruden
e: Sin
erity's Restlet skeleton gives you all the bene�ts

of JavaS
ript-based 
on�guration and bootstrapping for your Java Restlet appli
ations. Use Java where it matters,

JavaS
ript where it doesn't: don't waste your time re
ompiling Java when all you need is some external, deployment-

related features. Edit your s
ripts on the �y, and you're done.

Utility Restlets

We wish these general-purpose utilities existed in the standard Restlet library!

• Ca
heControlFilter: A Filter that adds 
a
he 
ontrol dire
tives to responses. Great for wrapping around a

Dire
tory.

• CustomEn
oder: A more lo
alized alternative to using the En
oderServi
e. Pla
e it as a Filter before any

restlet.

• Inje
tor: A Filter that adds values to the request attributes before moving to the next restlet. It allows for

a straightforward implementation of IoC (Inversion of Control). Automati
ally supports 
asting of Template

instan
es.

• StatusRestlet: A restlet that always sets a spe
i�
 status and does nothing else.

147

http://threecrickets.com/diligence/manual/service/authentication/
http://threecrickets.com/sincerity/ecosystem/skeletons/#restlet-skeleton
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/CacheControlFilter.html
http://restlet.org/learn/javadocs/2.2/jse/api/index.html?org/restlet/routing/Filter.html
http://restlet.org/learn/javadocs/2.2/jse/api/index.html?org/restlet/resource/Directory.html
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/CustomEncoder.html
http://restlet.org/learn/javadocs/2.2/jse/api/index.html?org/restlet/service/EncoderService.html
http://restlet.org/learn/javadocs/2.2/jse/api/index.html?org/restlet/routing/Filter.html
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/Injector.html
http://restlet.org/learn/javadocs/2.2/jse/api/index.html?org/restlet/routing/Filter.html
http://restlet.org/learn/javadocs/2.2/jse/api/index.html?org/restlet/routing/Template.html
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/StatusRestlet.html


Client Data

These 
lasses add no new fun
tionality, but make working with some 
lient data a bit easier.

• CompressedStringRepresentation: This is a ByteArrayRepresentation that 
an be 
onstru
ted using text and

an en
oding, whi
h it then 
ompresses into bytes a

ording the en
oding. This is an alternative to using an

En
oder �lter, allowing you dire
t 
ontrol over and a

ess to the �nal representation.

• ConversationCookie: A modi�able extension of a regular Cookie. Tra
ks modi�
ations, and upon 
alling

save() stores them as a CookieSetting, likely in the Response. Also supports 
ookie deletion via remove().

• FormWithFiles: A form that 
an parse MediaType.MULTIPART_FORM_DATA entities by a

epting �le

uploads. Files will appear as parameters of type FileParameter.

Redire
tion

Restlet's server-side redire
tion works by 
reating a new request. Unfortunately, this means that some information

from the original request is lost. Pruden
e in
ludes a set of 
lasses that work together to preserve the original URI,

whi
h we here 
all the �
aptured� URI.

• CapturingRedire
tor: A Redire
tor that keeps tra
k of the �
aptured� (original) referen
e.

• NormalizingRedire
tor: A Redire
tor that normalizes relative paths. This may be unne
essary in future

versions of Restlet: see Restlet issue 238.

Fallba
k Routing

�Fallba
k� is a powerful new routing paradigm introdu
ed in Pruden
e that lets you atta
h multiple restlets to a

single route.

• Fallba
k: A restlet that delegates Restlet.handle(Request, Response) to a series of targets in sequen
e, stop-

ping at the �rst target that satis�es the 
ondition of wasHandled. This is very useful for allowing multiple

restlets a 
han
e to handle a request, while �falling ba
k� to subsequent restlets when those �fail.�

• Fallba
kRouter: A Router that takes 
are to bun
h identi
al routes under Fallba
k restlets.

Resolver Sele
tion

Restlet does not provide an easy way to use di�erent template variable resolver instan
es (see Restlet issue 798

for more information). We've 
reated new implementations of a few of the 
ore 
lasses that let you 
hoose whi
h

resolver to use.

• ResolvingTemplate: A Template that allows 
ontrol over whi
h Resolver instan
es it will use.

• ResolvingRedire
tor: A Redire
tor that uses ResolvingTemplate. It also allows another useful feature: turning

o� the 
leaning of headers during server-side redire
tions.

• ResolvingRouter: A Router that uses ResolvingTemplate for all routes.

Web Filters

A set of Filter 
lasses for web te
hnologies.

• CssUnifyMinifyFilter: Automati
ally uni�es and/or 
ompresses CSS sour
e �les, saving them as a single �le.

Unifying them allows 
lients to retrieve the CSS via one request rather than many. Compressing them makes

their retrieval faster. Compression is done via CSSMin.

• JavaS
riptUnifyMinifyFilter: Automati
ally uni�es and/or 
ompresses JavaS
ript sour
e �les, saving them

as a single �le. Unifying them allows 
lients to retrieve the JavaS
ript via one request rather than many.

Compressing them makes their retrieval faster. Compression is done via John Reilly's Java port of Douglas

Cro
kford's JSMin.

• ZussFilter: Automati
ally parses ZUSS 
ode and renders CSS. Also supports minifying �les, if the �.min.
ss�

extension is used.
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Other Utilities

• CustomAuthenti
atorHelper: Makes it easy to register 
ustom authenti
ation s
hemes.

Upgrading from Pruden
e 1.1

Pruden
e 1.1 did not use Sin
erity: instead, it was a self-
ontained 
ontainer with everything in the box. This meant

it 
ould also not be modular, and instead supported several distributions (��avors�) per supported programming

language. Rather than standardizing on a single language for bootstrapping 
ode, and indeed the proje
t maintained

a separate set of bootstrapping 
ode for ea
h supported language.

This was not only 
umbersome in terms of do
umentation and maintenan
e, but it also made it hard to port

appli
ations between ��avors.�

With the move to Sin
erity in Pruden
e 2.0, it was possible to make Pruden
e more minimal as well as more

modular, as Sin
erity handles the bootstrapping and installation of supported languages. Though Sin
erity 
an

ostensibly run bootstrapping s
ripts in any S
ripturian-supported language, it standardizes on JavaS
ript in order

to maintain fo
us and portability. The bottom line is that if you used non-JavaS
ript �avors of Pruden
e 1.1, you

will need to use JavaS
ript for your bootstrapping s
ripts, even if your appli
ation 
ode (resour
es, s
riptlets, tasks,

et
.) is written in a di�erent language.

To be 100% 
lear: all ��avors� supported in Pruden
e 1.1 are still supported in Pruden
e 2.0, and your appli
ation


ode will likely not even have to 
hange. You only need (or rather, are re
ommended) to use JavaS
ript for

bootstrapping.

Upgrading Appli
ations

There are no signi�
ant API 
hanges between Pruden
e 1.1 and Pruden
e 2.0. However, the bootstrapping and


on�guration has been 
ompletely overhauled. You will likely need to take a few minutes to rewrite your settings.js,

routing.js, et
. Here is a step-by-step 
he
klist:

1. Start with a new appli
ation based on the default template.

(a) Rename old appli
ation (add �-old�), for example: �myapp-old�

(b) Use the �pruden
e� Sin
erity tool to 
reate a new appli
ation for your appli
ation name:

s i n 
 e r i t y pruden
e 
 r e a t e myapp

2. Copy over individual settings from settings.js, using the new manual (page 69) to �nd equivalen
es.

3. Redo your routing.js, using the new manual (page 115) to �nd equivalen
es. Pruden
e 2.0 uses a far more

powerful and 
learer routing 
on�guration.

4. Rename �/resour
es/� �les to add a �.m.� pre-extension (they are now 
alled �manual resour
es�). Under

Unix-like operation systems, you 
an rename the all �les in the tree via a Perl expression using something like

this:

f i nd . −name "∗ . j s " −exe
 rename −v ' s /\ . j s $ /\ .m. j s / i ' {} \ ;

5. Rename �/web/dynami
/� �les to add a �.t.� pre-extension (they are now 
alled �template resour
es�). Under

Unix-like operation systems, you 
an rename the all �les in the tree via a Perl expression using something like

this:

f i nd . −name "∗ . html" −exe
 rename −v ' s /\ . html$ /\ . t . html/ i ' {} \ ;

6. Merge �/web/dynami
/� and �/web/stati
/� into �/resour
es/�.

7. Move �/web/fragments/� to �/libraries/in
ludes/�.
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Part III

Arti
les

The Case for REST

There's a lot of buzz about REST, but also a lot 
onfusion about what it is and what it's good for. This essay

attempts to 
onvey REST's simple essen
e.

Let's start, then, not at REST, but at an attempt to 
reate a new ar
hite
ture for building s
alable appli
ations.

Our goals are for it to be minimal, straightforward, and still have enough features to be produ
tive. We want to

learn some lessons from the failures of other, more elaborate and 
ompli
ated ar
hite
tures.

Let's 
all ours a �resour
e-oriented ar
hite
ture.�

Resour
es

Our base unit is a �resour
e,� whi
h, like an obje
t in obje
t-oriented ar
hite
tures, en
apsulates data with some

fun
tionality. However, we've learned from obje
t-orientation that implementing arbitrary interfa
es is a re
ipe for


omplexity: proxy generation, support for arbitrary types, marshaling, et
. And then we would need middleware

to do all that heavy lifting for us. So, let's instead keep it simple and de�ne a limited, uni�ed interfa
e that would

be just useful enough.

From our experien
e with relational databases, we've learned that tremendous power 
an be found in �CRUD�:

Create, Read, Update and Delete. If we support just these operations, our resour
es will already be very powerful,

enjoying the a

umulated wisdom and design patterns from the database world.

Identi�ers

Let's start with a way of uniquely identifying our resour
es. We'll de�ne a name-based address spa
e where our

resour
es live. Ea
h resour
e is �atta
hed� to one or more addresses. We'll allow for �/� as a 
ustomary separator

to allow for hierar
hi
al addressing s
hemes. For example:

/ animal/dog/3/

/animal/ 
at /12/ image/

/animal/ 
at /12/ image/ l a r g e /

/animal/ 
at /12/ spe
 s /

In the above, we've allowed for di�erent kinds of animals, a way of referen
ing individual animals, and a way of

referen
ing spe
i�
 aspe
ts of these animals.

Let's now go over CRUD operations in in
reasing order of 
omplexity.

Delete

�Delete� is the most trivial operation. After sending �delete� to an identi�er, we expe
t it to not exist anymore.

Whether sub-resour
es in our hierar
hy 
an exist or not, we'll leave up to individual implementations. For example,

deleting �/animal/
at/12/image� may or may not delete �/animal/
at/12/image/large�.

Note that we don't 
are about atomi
ity here, be
ause we don't expe
t anything to happen after our �delete�

operation. A million 
hanges 
an happen to our 
at before our 
ommand is pro
essed, but they're all forgotten

after �delete.� (See �update,� below, for a small 
aveat.)

Read

�Read� is a bit more 
ompli
ated than �delete.� Sin
e our resour
e might be 
hanged by other 
lients, too, we want

to make sure that there's some kind of way to mark whi
h version we are reading. This will allow us to avoid

unne
essary reads if there hasn't been any 
hange.

Thus, we'll need our resour
e-oriented ar
hite
ture to support some kind of version tagging feature.
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Update

The problem with �update� is that it always referen
es a 
ertain version that we have �read� before. In some 
ases,

though not all, we need some way to make sure that the data we expe
t to be there hasn't 
hanged sin
e we've last

�read� it. Let's 
all this a �
onditional update.� (In databases, this is 
alled a �
ompare-and-set� atomi
 operation.)

A
tually, we've oversimpli�ed our earlier de�nition of �delete.� In some 
ases, we'd want a �
onditional delete�

to depend on 
ertain expe
tations about the data. We might not want the resour
e deleted in some 
ases.

We'll need our resour
e-oriented ar
hite
ture to support a general �
onditional� operation feature.

Create

This is our most 
omplex operation. Our �rst problem is that our identi�er might not exist yet, or might already

be atta
hed to a resour
e. One approa
h 
ould be to try identi�ers in sequen
e:

Create : /animal/ 
at /13/ −> Error , a l ready e x i s t s

Create : /animal/ 
at /14/ −> Error , a l ready e x i s t s

Create : /animal/ 
at /15/ −> Error , a l ready e x i s t s

. . .

Create : /animal/ 
at /302041/ −> Su

ess !

Obviously, this is not a s
alable solution. Another approa
h 
ould be to have a helper resour
e whi
h provides

us with the ne
essary ID:

Read : / animal/ 
at /next / −> 14

Create : /animal/ 
at /14/ −> Oops , someone e l s e beat us to 14 !

Read : / animal/ 
at /next / −> 15

Create : /animal/ 
at /15/ −> Su

ess !

Of 
ourse, we 
an also have �/animal/
at/next/� return unique IDs (su
h as GUIDs) to avoid dupli
ations. If

we never 
reate our 
at, they will be wasted, though. The main problem with this approa
h is that it requires two


alls per 
reation: a �read,� and then a �
reate.� We 
an handle this in one 
all by allowing for �partial� 
reation, a

�
reate� linked with an intrinsi
 �read�:

Create : /animal/ 
at / −> We send the data f o r the 
at without the ID , and get ba
k

the same 
at with an ID

Other solutions exist, too. The point of this dis
ussion is to show you that �
reate� is not trivial, but also

that solutions to �
reate� already exist within the resour
e-oriented ar
hite
ture we've de�ned. �Create,� though

programmati
ally 
omplex, does not require any additional ar
hite
tural features.

Aggregate Resour
es

At �rst glan
e, handling the problem of getting lots of resour
es at the same time, thus saving on the number of


alls, 
an trivially be handled by the features we've listed so far. A 
ommon solution is to de�ne a �plural� version

of the �singular� resour
e:

/ animal/ 
a t s /

A �read� would give us all 
ats. But what if there are ten million 
ats? We 
an support paging. Again, we have

a solution within our 
urrent feature set, using identi�ers for ea
h subset of 
ats:

/ animal/ 
a t s /100/200/

We 
an de�ne the above to return no more than 100 
ats: from the 100th, to the 200th. There's a slight problem

in this solution: the burden is on whatever 
omponent in our system handles mapping identi�ers to resour
es. This

is not terrible, but if we want our system to be more generi
, it 
ould help if things like �100 to 200� 
ould be handled

by our resour
e more dire
tly. For 
onvenien
e, let's implement a simple parameter system for all 
ommands:

Read (100 , 200) : / animal/ 
a t s /

In the above, our mapping 
omponent only needs to know about �/animal/
ats�. The dumber our mapping


omponent is, the easier it is to implement.
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Formats

The problem of supporting multiple formats seems similar, at �rst glan
e, to that of aggregate resour
es. Again,

we 
ould potentially solve it with 
ommand parameters:

Read(UTF−8, Russian ) : / animal/ 
at /13/

This would give us a Russian, Uni
ode UTF-8 en
oded version of our 
at. Looks good, ex
ept that there is a

potential problem: the 
lient might prefer 
ertain formats, but a
tually be able to handle others. It's more a matter

of preferen
e than any pre
ision. Of 
ourse, we 
an have another resour
e where all available formats are listed, but

this would require an extra 
all, and also introdu
e the problem of atomi
ity�what if the 
at 
hanges between these


alls? A better solution would be to have the 
lient asso
iate 
ertain preferen
es per 
ommand, have our resour
e

emit its 
apabilities, with the mapping 
omponent in between �negotiating� these two lists. This �negotiation� is a

rather simple algorithm to 
hoose the best mutually preferable format.

This would be a simple feature to add to our resour
e-oriented ar
hite
ture, whi
h 
ould greatly help to de
ouple

its support for multiple formats from its addressing s
heme.

Shared State

Shared state between the 
lient and server is very useful for managing sessions and implementing basi
 se
urity. Of


ourse, it's quite easy to abuse shared state, too, by treating it as a 
a
he for data. We don't want to en
ourage

that. Instead, we just want a very simple shared state system.

We'll allow for this by atta
hing small, named, shared state obje
ts to every request and response to a 
ommand.

Nothing fan
y or elaborate. There is a potential se
urity brea
h here, so we have to trust that all 
omponents along

the way honor the relationship between 
lient and server, and don't allow other servers a

ess to our shared state.

Summary of Features

So, what do we need?

We need a way to map identi�ers to resour
es. We need support for the four CRUD operations. We need support

for �
onditional� updates and deletes. We need all operations to support �parameters.� We need �negotiation� of

formats. And, we need a simple shared state atta
hment feature.

This list is very easy to implement. It requires very little 
omputing power, and no support for generi
, arbitrary

additions.

Transa
tions. . . Not!

Before we go on, it's worth mentioning one important feature whi
h we did not require: transa
tions. Transa
tions

are optional, and sometimes 
ore features in many databases and distributed obje
t systems. They 
an be extremely

powerful, as they allow atomi
ity a
ross an arbitrary number of 
ommands. They are also, however, heavy to

implement, as they require 
onsiderable shared state between 
lient and server. Powerful as they are, it is possible

to live without them. For example, we 
an implement 
omplex atomi
ity s
hemes ourselves within a single resour
e.

This puts some burden on us, but it does remove the heavy burden of supporting arbitrary transa
tions from our

ar
hite
ture. With some small relu
tan
e, then, we'll do without transa
tions.

Let's Do It!

OK, so now we know what we need, let's go ahead and implement the infrastru
ture of 
omponents to handle our

requirements. All we need is sta
ks for all supported 
lients, ba
kend sta
ks for all our potential server platforms,

middleware 
omponents to handle all the identi�er routing, 
ontent negotiation, 
a
hing of data. . .

. . . And thousands of man hours to develop, test, deploy, and integrate. Like any large-s
ale, enterprise ar
hite
-

ture, even trivial requirements have to jump through the usual hoops set up by the sheer s
ale of the task. Behind

every great ar
hite
ture are the nuts and bolts of the infrastru
ture.

Wouldn't it be great if the infrastru
ture already existed?
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The Pun
hline

Well, duh. All the requirements for our resour
e-oriented ar
hite
ture are already supported by HTTP:

Our resour
e identi�ers are URLs. The CRUD operations are in the four HTTP verbs: PUT, GET, POST and

DELETE. �Conditional� and �negotiated� modes are handled by headers, as are �
ookies� for shared state. Version

stamps are e-tags and timestamps. Command parameters are query matri
es appended to URLs. It's all there.

Most importantly, the infrastru
ture for HTTP is already fully deployed world-wide. TCP/IP sta
ks are part

of pra
ti
ally every operating system; wiring, swit
hing and routing are part and par
el; HTTP gateways, �re-

walls, load balan
ers, proxies, 
a
hes, �lters, et
., are stable 
onsumer 
omponents; 
erti�
ate authorities, national

laws, international agreements are already in pla
e to support the 
omplex inter-business intera
tion. Best of

all, this available infrastru
ture is su

essfully maintained, with minimal down-time, by highly-skilled independent

te
hni
ians, organizations and 
omponent vendors a
ross the world.

It's important to note a dependen
y and possible limitation of HTTP: it is bound to TCP/IP. Indeed,

all identi�ers are URLs: Uniform Resour
e Lo
ators. In URLs, the �rst segment is reserved for the

domain, either an IP address or a domain name translatable to an IP address. Compare this with the

more general URIs (Uniform Resour
e Identi�ers), whi
h do not have this requirement. Though we'll

often be tied to HTTP in REST, you'll see the literature attempting, at least, to be more generi
. There

are de�nitely use 
ases for non-HTTP, and even non-TCP/IP addressing s
hemes. In Pruden
e, it's

possible to address internal resour
es with URIs that are not URLs ; see internal APIs (page ??).

It's All About Infrastru
ture

The most important lesson to take from this exer
ise is the importan
e of infrastru
ture, something easily

forgotten when planning ar
hite
ture in ideal, abstra
t terms. This is why, I believe, Roy Fielding named

Chapter 5 of his 2000 dissertation �Representational State Transfer (REST)� rather than, say, �resour
e-oriented

ar
hite
ture,� as we have here. Fielding, one of the authors of the HTTP proto
ol, was intimately familiar with its

deployment 
hallenges, and the name �REST� is intended to point out the key 
hara
teristi
 of its infrastru
ture:

HTTP and similar proto
ols are designed for transferring lightly annotated data representations, nothing more.

�Resour
es� are merely logi
al en
apsulations of these representations, depending on a 
ontra
t between 
lient and

server. The infrastru
ture does not, in itself, do anything in parti
ular to maintain, say, a sensible hierar
hy of

addresses, abitrary atomi
ity of CRUD operations, et
. That's up to your implementation. But, representational

state transfer�REST�is the mundane, underlying magi
 that makes it all possible.

To 
ome ba
k to where we started: a resour
e-oriented ar
hite
ture requires a REST infrastru
ture. In pra
ti
e,

the two terms be
ome inter
hangeable.

The prin
iples of resour
e-orientation 
an and are applied in many systems. The word wide web, of 
ourse, with

its e
ology of web browsers, web servers, 
erti�
ate authorities, et
., is the most obvious model. But other 
ore

Internet systems, su
h as email (SMTP, POP, IMAP), �le transfer (FTP, WebDAV) also implement some subset

of REST. Your appli
ation 
an do this, too, and enjoy the same potential for s
alability as these global, open

implementations.

Does REST S
ale?

Part of the buzz about REST is that it's an inherently s
alable ar
hite
ture. This is true, but perhaps not in the

way that you think.

Consider that there are two uses of the word �s
alable�:

First, it's the ability to respond to a growing number of user requests without degradation in

response time, by �simply� adding hardware (horizontal s
aling) or repla
ing it with more powerful hardware

(verti
al s
aling). This is the aspe
t of s
alability that engineers 
are about. The simple answer is that REST 
an

help, but it doesn't stand out. SOAP, for example, 
an also do it pretty well. REST a�
ionados sometimes point

out that REST is �stateless,� or �session-less,� both 
hara
teristi
s that would de�nitely help s
ale. But, this is

misleading. Proto
ols might be stateless, but ar
hite
tures built on top of them don't have to be. For example,

we've spe
i�
ally talked about sessions here, and many web frameworks manage sessions via 
ookies. On the other

hand, you 
an easily make poorly s
alable REST. The bottom line is that there's nothing in REST that guarantees

s
alability in this respe
t. Indeed, engineers 
oming to REST due to this false lure end up wondering what the big

deal is. We wrote a whole arti
le for S
aling Tips (page 156), whi
h is indeed not spe
i�
ally about REST.

The se
ond use of �s
alability� 
omes from the realm of enterprise and proje
t management. It's the ability

of your proje
t to grow in 
omplexity without degradation in your ability to manage it. And that's
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REST's beauty�you already have the infrastru
ture, whi
h is the hardest thing to s
ale in a proje
t. You don't

need to deploy 
lient sta
ks. You don't need to 
reate and update proxy obje
ts for �ve di�erent programming

languages used in your enterprise. You don't need to deploy in
ompatible middleware by three di�erent vendors and

spend weeks trying to for
e them to play well together. Why would engineers 
are about REST? Pre
isely be
ause

they don't have to: they 
an fo
us on appli
ation engineering, rather than get bogged down by infrastru
ture

management.

That said, a �resour
e-oriented ar
hite
ture� as we de�ned here is not a bad start for�engineering-wise�s
alable

systems. Keep your extras lightweight, minimize or eliminate shared state, and en
apsulate your resour
es a

ording

to use 
ases, and you won't, at least immediately, 
reate any obsta
les to s
aling.

Pruden
e

Convin
ed? The best way to understand REST is to experiment with it. You've 
ome to the right pla
e. Start with

the tutorial (page 6), and feel free to skip around the do
umentation and try things out for yourself. We're sure

that you'll �nd it easy, fun, and powerful enough for you to 
reate large-s
ale appli
ations that take full advantage

of the inherently s
alable infrastru
ture of REST.

URI-spa
e Ar
hite
ture

REST does not standardize URI-spa
es, and indeed has little to say about URI design. However, it does imply a

preferen
e for 
ertain ar
hite
tural prin
iples. We go over mu
h of the impetus in The Case for REST arti
le (page

150), and suggest you start there.

It's a good idea to think very 
arefully about your URI-spa
e: a good design will in turn help you de�ne

well-en
apsulated RESTful resour
es. Below are some topi
s to 
onsider.

Nouns vs. Verbs

It's useful to think of URIs as synta
ti
 nouns, a grammati
al 
ounterpart to HTTP's verbs. To put it simply:

make sure that you do not in
lude verbs in your URIs. Examples:

• Good: �/servi
e/{id}/status/�

• Bad: �/servi
e/{id}/start/�, �/servi
e/{id}/stop/�

What is wrong with verbs in URIs?

One potential problem is 
larity. Whi
h HTTP verb should be used on a verb URI? Do you need to POST, PUT

or DELETE to �/servi
e/{id}/stop/� in order to stop the servi
e? Of 
ourse, you 
an support all and do
ument

this, but it won't be immediately obvious to the user.

A se
ond potential problem is that you need to keep in
reasing the size of your URI-spa
e the more a
tions

of this sort you want to support. This means more �les, more 
lasses, and generally more 
ode. Handling these

operations inside a single resour
e would just mean a simple �if� or �swit
h� statement and an extra method.

A third, more serious potential problem is idempoten
y. The idempotent verbs PUT and DELETE may be

optimized by the HTTP infrastru
ture (for example, a smart load balan
er) su
h that requests arrive more than on
e:

this is allowed by the very de�nition of idempoten
y. However, your intended operations may not be semanti
ally

idempotent. For example, if a �stop� is sent to an already-stopped servi
e, it may return an �already stopped� 500

error. In this 
ase, if the infrastru
ture indeed allows for two �stop� 
ommands to 
ome through, then the user

may get an error even though the operation su

eeded for the �rst �stop.� There's an easy way around this: simply

allow only POST, the non-idempotent verb, for all su
h operations. The infrastru
ture would never allow more

than request to 
ome through per POST. However, if you enfor
e the use of POST, you will lose the ability of the

infrastru
ture to optimize for non-idempoten
y. POST is the least s
alable HTTP verb.

The bottom line is that if you standardize on only using nouns for your URIs, you will avoid many of these

semanti
 pitfalls.

Also: beware of gerunds! A URI su
h as �/servi
e/{id}/stopping/� is may be a noun, but allows for some

verb-related problems to 
reep in.
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Do You Really Need REST?

In the above se
tion, it was suggested that you prefer nouns to verbs. However, this preferen
e may be too


onstraining for your proje
t. Your appli
ation may be very 
ommand-oriented, su
h that you will end up with a

very small set of �noun� URIs that need to support a large amount of 
ommands, meaning less 
larity and more


luttered 
ode.

REST's best feature it it's tiny set of tightly de�ned verbs: GET, POST, PUT, DELETE. The entire infras-

tru
ture is highly optimized around them: load balan
ers, 
a
hes, browsers, gateways, et
., all know how best to

handle ea
h of these for maximum s
alability and reliability. But, it's entirely possible that your needs 
annot be

easily satis�ed by just four verbs.

And that's OK. REST is not always the best solution for APIs.

Instead, take a look at RPC (Remote Pro
edure Call) me
hanisms. The Diligen
e framework, based on Pruden
e,

provides easy and robust support for both JSON-RPC and XML-RPC in its RPC Servi
e as well as Ext Dire
t

in its Sen
ha Integration, allowing you to hook a JavaS
ript fun
tion on the server dire
tly to a URI. In terms of

HTTP, these proto
ols all use HTTP POST, and do not leverage the HTTP infrastru
ture as well as a more fully

RESTful API. But, one size does not �t all, and an RPC-based solution may prove a better mat
h for your proje
t.

It's also perfe
tly possible to use both REST and RPC in your proje
t. Use ea
h approa
h where it is most

appropriate.

Hierar
hi
al URIs

It's entirely a matter of 
onvention that the use of �/� in URIs implies hierar
hy. Histori
ally, the 
onvention was

likely imported from �lesystem paths, where a name before a �/� signi�es a dire
tory rather than a �le.

This 
onvention is useful be
ause it's very familiar to users, but beyond that it implies a few semanti
 properties

that 
an add 
larity and power to your resour
e design. There are two possible prin
iples you may 
onsider:

1. A des
endant resour
e belongs to its an
estor, su
h that resour
es have 
as
ading relationships in the hierar
hy.

This implies two rules:

(a) Operations on a resour
e may a�e
t des
endants. This rule is most obvious when applied to the

DELETE verb: for example, if you delete �/user/{id}/�, then it is expe
ted that the resour
es at

�/user/{id}/pro�le/� and �/user/{id}/preferen
es/� also be deleted. A PUT, too, would also a�e
t

the des
endant resour
es.

(b) Operations on a resour
e should not a�e
t an
estors. In other words, a des
endant's state is isolated from

its an
estors. For example, if I send a POST to �/user/{id}/pro�le/�, the representation at �/user/{id}/�

should remain unaltered.

2. A des
endant resour
e belongs to its an
estor and also represents an aspe
t of its an
estor, su
h that operations

on a resour
e 
an be �ne-tuned to parti
ular aspe
ts of it. This implies three rules:

(a) Des
endant representations are in
luded in an
estor representations. For example, a GET on �/ser-

vi
e/{id}/� would in
lude information about the status that you would see if you GET on �/ser-

vi
e/{id}/status/�. The latter URI makes it easier for the 
lient to dire
t operations at the status

aspe
t.

(b) Operations on a resour
e may a�e
t des
endants. See above.

(
) Operations on a resour
e will a�e
t an
estors. This is the opposite of the above: the des
endant's state

is not isolated from its an
estors. For example, a POST to �/servi
e/{id}/status/� would surely also

a�e
t �/servi
e/{id}/�, whi
h in
ludes the status.

You 
an see from the di�eren
e between rule 1.b and 2.
. that it's important to 
arefully de�ne the nature of your

hierar
hi
al relationships. Unlike �lesystem dire
tory hierar
hies, in a URI-spa
e there is no single standard or

obvious interpretation of what of a hierar
hi
al relationship would mean. But unless you 
larify it for yourself, it


annot be 
lear to your users.
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Formats Are Not Aspe
ts

A format should not be 
onsidered �an aspe
t� in the sense used in prin
iple 2. For example, �/servi
e/{id}/html/�

would not be a good way to support an HTML format for �/servi
e/{id}/�. The reason is that you would be

allowing for more than one URI for the same en
apsulated resour
e, 
reating 
onfusion for users. For example, it's

not immediately 
lear what would happen if they DELETE �/servi
e/{id}/html/�. Would that just remove the

ability to represent the servi
e as HTML? Or delete the servi
e itself?

Supporting multiple formats is best handled with 
ontent negotiation, within the REST ar
hite
ture. If further

formatting is required, URI query parameters 
an be used. For example: �/servi
e/{id}/?indent=2� might return

a JSON representation with 2-spa
e indentation.

Plural vs. Singular

You'll see RESTful implementations that use either 
onvention. The advantage of using the singular form is that

you have less addresses, and what some people would 
all a more elegant s
heme:

/animal/ 
at /12/ −> Just one 
at

/animal/ 
at / −> Al l 
a t s

Why add another URL format when a single one is enough to do the work? One reason is that you 
an help the


lient avoid potential errors. For example, the 
lient probably uses a variable to hold the ID of the 
at and then


onstru
ts the URL dynami
ally. But, what if the 
lient forgets to 
he
k for empty IDs? It might then 
onstru
t

a URL in the form �/animal/
at//� whi
h would then su

essfully a

ess all 
ats. This 
an 
ause unintended


onsequen
es and be di�
ult to debug. If, however, we used this s
heme:

/animal/ 
at /12/ −> Just one 
at

/animal/ 
a t s / −> Al l 
a t s

. . . then the form �/animal/
at//� would route to our singular 
at resour
e, whi
h would indeed not �nd the

�empty� 
at and return the expe
ted, debuggable 404 error.

From this example, we 
an extra
t a good rule of thumb: 
learly separate URI templates by usage, so that

mistakes 
annot happen. More URI types means more debuggability.

S
aling Tips

S
alability is the ability to respond to a growing number of user requests without degradation in response time.

Two variables in�uen
e it: 1) your total number of threads and 2) the time it takes ea
h thread to pro
ess a request.

In
reasing the number of threads seems straightforward: you 
an keep adding more ma
hines behind load balan
ers.

However, the two variables are tied, as there are diminishing returns and even reversals: beyond a 
ertain point,

time per request 
an a
tually grow longer as you add threads and ma
hines.

Let's ignore the �rst variable here, be
ause the 
hallenge of getting more ma
hines is mostly �nan
ial. It's the

se
ond that you 
an do something about as an engineer.

If you want your appli
ation to handle many 
on
urrent users, then you're �ghting this fa
t: a request will get

queued in the best 
ase or dis
arded in the worst 
ase if there is no thread available to serve it. Your 
hallenge is

to make sure that a thread is always available. And it's not easy, as you'll �nd out as you read through this arti
le.

Minimizing the time per request be
omes an ar
hite
tural 
hallenge that en
ompasses the entire stru
ture of your

appli
ation

Performan
e Does Not Equal S
alability

Performan
e does not equal s
alability. Performan
e does not equal s
alability. Performan
e does not equal s
ala-

bility.

Get it? Performan
e does not equal s
alability.

This is an important mantra for two reasons:

1. Performant Can Mean Less S
alable

Optimizing for performan
e 
an adversely a�e
t your s
alability. The reason is 
ontextual: when you optimize for

performan
e, you often work in an isolated 
ontext, spe
i�
ally so you 
an a

urately measure response times and
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�ne-tune them. For example, making sure that a spe
i�
 SQL query is fast would involve just running that query.

A full-blown experiment involving millions of users doing various operations on your appli
ation would make it very

hard to a

urately measure and optimize the query. Unfortunately, by working in an isolated 
ontext you 
annot

easily see how your e�orts would a�e
t other parts of an appli
ation. To do so would require a lot of experien
e

and imagination. To 
ontinue our example, in order to optimize your one SQL query you might 
reate an index.

That index might need to be syn
hronized with many servers in your 
luster. And that syn
hronization overhead,

in turn, 
ould seriously a�e
t your ability to s
ale. Congratulations! You've made one query run fast in a situation

that never happens in real life, and you've brought your web site to a halt.

One way to try to get around this is to fake s
ale. Tools su
h as JMeter, Siege and Apa
heBen
h 
an 
reate

�load.� They also 
reate unfounded 
on�den
e in engineers. If you simulate 10,000 users bombarding a single web

page, then you're, as before, working in an isolated 
ontext. All you've done is add 
on
urren
y to your performan
e

optimization measurements. Your appli
ation pathways might work optimally in these situations, but this might

very well be due to the fa
t that the system is not doing anything else. Add those �other� operations in, and you

might get worse site 
apa
ity than you did before �optimizing.�

(The folk who make Jetty have an interesting dis
ussion of this.)

2. Wasted E�ort

Even if you don't adversely a�e
t your s
alability through optimizing for performan
e, you might be making no

gains, either. No harm done? Well, plenty of harm, maybe. Optimizing for performan
e might waste a lot of

development time and money. This e�ort would be better spent on work that 
ould a
tually help s
alability.

And, perhaps more seriously, it demonstrates a fundamental misunderstanding of the problem �eld. If you don't

know what your problems are, you'll never be able to solve them.

Pitfalls

Study the problem �eld 
arefully. Understand the 
hallenges and potential pitfalls. You don't have to apply every

single s
alability strategy up-front, but at least make sure you're not making a fatal mistake, su
h as binding yourself

strongly to a te
hnology or produ
t with poor s
alability. A bad de
ision 
an mean that when you need to s
ale up

in the future, no amount of money and engineering e�ort would be able to save you before you lose 
ustomers and

tarnish your brand.

Moreover, be very 
areful of blindly applying �su

essful� strategies used and re
ommended by others to your

produ
t. What worked for them might not work for you. In fa
t, there's a 
han
e that their strategy doesn't even

work for them, and they just think it did be
ause of a 
ombination of seemingly unrelated fa
tors. The realm of

web s
alability is still young, full of guesswork, intuition and magi
al thinking. Even the experts are often making

it up as they're going along.

Generally, be very suspi
ious of produ
ts or te
hnologies being touted as �faster� than others. �Fast� doesn't say

anything about the ability to s
ale. Is a 
ertain database engine �fast�? That's important for 
ertain appli
ations,

no doubt. But maybe the database is missing important 
lustering features, su
h that it would be a poor 
hoi
e

for s
alable appli
ations. Does a 
ertain programming language exe
ute faster than another? That's great if you're

doing video 
ompression, but speed of exe
ution might not have a noti
eable e�e
t on s
alability. Web appli
ations

mostly do I/O, not 
omputation. The same web appli
ation might have very similar performan
e 
hara
teristi
s

whether it's written in C++ or PHP.

Moreover, if the faster language is di�
ult to work with, has poor debugging tools, limited integration with web

te
hnologies, then it would slow down your work and your ability to s
ale.

Speed of exe
ution 
an a
tually help s
alability in its �nan
ial aspe
t: If your appli
ation servers are


onstantly at maximum CPU load, then a faster exe
ution platform would let you 
ram more web threads

into ea
h server. This 
ould help you redu
e 
osts. For example, see Fa
ebook's HipHop: they saved

millions by translating their PHP 
ode to C. Be
ause Pruden
e is built on the fast JVM platform, you're

in good hands in this respe
t. Note, however, that there's a potential pitfall to high performan
e: more

threads per ma
hine would also mean more RAM requirements per ma
hine, whi
h also 
osts money.

Crun
h the numbers and make sure that you're a
tually saving money by in
reasing performan
e. On
e

again, performan
e does not equal s
alability.

That last point about programming languages is worth some elaboration. Beyond how well your 
hosen te
hnologies

perform, it's important to evaluate them in terms to how easy they are to manage. Large web sites are large proje
ts,
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involving large teams of people and large amounts of money. That's di�
ult enough to 
oordinate. You want the

te
hnology to present you with as few extra managerial 
hallenges as possible.

Beware espe
ially of languages and platforms des
ribed as �agile,� as if they somehow embody the spirit of the

popular Agile Manifesto. Often, �agile� seems to emphasize the following features: forgiveness for syntax slips, light

or no type 
he
king, automati
 memory management and automati
 
on
urren
y�all features that seem to speed

up development, but 
ould just as well be used for sloppy, error-prone, hard-to-debug, and hard-to-�x 
ode, slowing

down development in the long run. If you're reading this arti
le, then your goal is likely not to 
reate a qui
k demo,

but a stable appli
ation with a long, evolving life span.

Ignore the buzzwords (�produ
tivity�, �fast�), and instead make sure you're 
hoosing te
hnology that you 
an


ontrol, instead of te
hnology that will 
ontrol you.

We dis
uss this topi
 some more in �The Case for Rest� (page 150). By building on the existing web infrastru
-

ture, Pruden
e 
an make large Internet proje
ts easier to manage.

Analysis

Be espe
ially 
areful of applying a solution before you know if you even have a problem.

How to identify your s
alability bottlene
ks? You 
an 
reate simulations and measurements of s
alability rather

than performan
e. You need to model a
tual user behavior patterns, allow for a diversity of su
h behaviors to

happen 
on
urrently, and repli
ate this diversity on a massive s
ale.

Creating su
h a simulation is a di�
ult and expensive, as is monitoring and interpreting the results and iden-

tifying potential bottlene
ks. This is the main reason for the la
k of good data and good judgment about how to

s
ale. Most of what we know 
omes from tweaking real live web sites, whi
h either 
omes at the expense of user

experien
e, or allows for very limited experimentation. Your best bet is to hire a team who's already been through

this before.

Optimizing for S
alability

In summary, your ar
hite
tural obje
tive is to in
rease 
on
urren
y, not ne
essarily performan
e. Optimizing for


on
urren
y means breaking up tasks into as many pie
es as possible, and possibly even breaking requests into

smaller pie
es. We'll 
over numerous strategies here, from frontend to ba
kend. Meanwhile, feel free to frame these

inspirational slogans on your wall:

Requests are hot potatoes: Pass them on!

And:

It's better to have many short requests than one long one.

Ca
hing

Retrieving from a 
a
he 
an be orders of magnitude faster than dynami
ally pro
essing a request. It's your most

powerful tool for in
reasing 
on
urren
y.

Ca
hing, however, is only e�e
tive is there's something in the 
a
he. It's pointless to 
a
he fragments that

appear only to one user on only one page that they won't return to. On the other hand, there may very well be

fragments on the page that will re
ur often. If you design your page 
arefully to allow for fragmentation, you will

reap the bene�ts of �ne-grained 
a
hing. Remember, though, that the outermost fragment's expiration de�nes the

expiration of the in
luded fragments. It's thus good pra
ti
e to de�ne no 
a
hing on the page itself, and only to


a
he fragments.

In your plan for �ne-grained 
a
hing with Pruden
e, take spe
ial 
are to isolate those fragments that 
annot be


a
hed, and 
a
he everything around them.

Make sure to 
hange the 
a
he key template (page 62) to �t the lowest 
ommon denominator: you want as many

possible requests to use the already-
a
hed data, rather than generating new data. Note that, by default, Pruden
e

in
ludes the request URI in the 
a
he key. Fragments, though, may very well appear identi
ally in many di�erent

URIs. You would thus not want the URI as part of their 
a
he key.

Ca
he aggressively, but also take 
a
he validation seriously. Make good use of Pruden
e's 
a
he tags (page 62)

to allow you to invalidate portions of the 
a
he that should be updated as data 
hanges. Note, though, that every

time you invalidate you will lose 
a
hing bene�ts. If possible, make sure that your 
a
he tags don't 
over too many

pages. Invalidate only those entries that really need to be invalidated.
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(It's sad that many popular web sites do 
a
he validation so poorly. Users have 
ome to expe
t that sometimes

they see wrong, outdated data on a page, sometimes mixed with up-to-date data. The problem is usually solved

within minutes, or after a few browser refreshes, but please do strive for a better user experien
e in your web site!)

If you're using a ba
kground task (page 162), you might want to invalidate tagged 
a
he entries when tasks are

done. Consider 
reating a spe
ial internal API that lets the task handler 
all ba
k to your appli
ation to do this.

How long should you 
a
he? As long as the user 
an bear! In a perfe
t world, of limitless 
omputing resour
es,

all pages would always be generated freshly per request. In a great many 
ases, however, there is no harm at all if

users see some data that's a few hours or a few days old.

Note that even very small 
a
he durations 
an make a big di�eren
e in appli
ation stability. Consider it

the maximum throttle for load. For example, a huge sudden peak of user load, or even a denial-of-servi
e

(DOS) atta
k, might overrun your thread pool. However, a 
a
he duration of just 1 se
ond would mean

that your page would never be generated more than on
e every se
ond. You are instantly prote
ted

against a destru
tive s
enario.

Ca
he Warming

Ca
hes work best when they are �warm,� meaning that they are full of data ready to be retrieved.

A �
old� 
a
he is not only useless, but it 
an also lead indire
tly to a serious problem. If your site has been

optimized for a warm 
a
he, starting from 
old 
ould signi�
antly strain your performan
e, as your appli
ation

servers struggle to generate all pages and fragments from s
rat
h. Users would be getting slow response times until

the 
a
he is signi�
antly warm. Worse, your system 
ould 
rash under the sudden extra load.

There are two strategies to deal with 
old 
a
hes. The �rst is to allow your 
a
he to be persistent, so that if you

restart the 
a
he system it retains the same warmth it had before. This happens automati
ally with database-ba
ked


a
hes (page 160). The se
ond strategy is to deliberately warm up the 
a
he in preparation for user requests.

Consider 
reating a spe
ial external pro
ess or pro
esses to do so. Here are some tips:

1. Consider me
hanisms to make sure that your warmer does not overload your system or take too mu
h band-

width from a
tual users. The best warmers are adaptive, 
hanging their load a

ording to what the servers 
an

handle. Otherwise, 
onsider shutting down your site for a 
ertain amount of time until the 
a
he is su�
iently

warm.

2. If the s
ope is very large, you will have to pi
k and 
hoose whi
h pages to warm up. In Pruden
e, this is

supported via app.preheat (page 33). You would want to 
hoose only the most popular pages, in whi
h 
ase

you might need a system to re
ord and measure popularity. For example, for a blog, it's not enough just to

warm up, say, the last two weeks of blog posts, be
ause a blog post from a year ago might be very popular at

the moment. E�e
tive warming would require you to �nd out how many times 
ertain blog posts were hit in

the past two weeks. It might make sense to embed this auditing ability into the 
a
he ba
kend itself.

Pre-Filling the Ca
he

If there are thousands of ways in whi
h users 
an organize a data view, and ea
h of these views is parti
ular to one

user, then it may make little sense to 
a
he them individually, be
ause individual s
hemes would hardly ever be

re-used. You'll just be �lling up the 
a
he with useless entries.

Take a 
loser look, though:

1. It may be that of the thousands of organization s
hemes only a few are 
ommonly used, so it's worth 
a
hing

the output of just those.

2. It 
ould be that these s
hemes are similar enough to ea
h other that you 
ould generate them all in one

operation, and save them ea
h separately in the 
a
he. Even if 
a
he entries will barely be used, if they're


heap to 
reate, it still might be worth 
reating them.

This leads us to an important point:

Pruden
e is a �frontend� platform, in that it does not spe
ify whi
h data ba
kend, if at all, you should

use. Its 
a
he, however, is general purpose, and you 
an store in it anything that you 
an en
ode as a

string.
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Let's take as a pre-�lling example a tree data stru
ture in whi
h bran
hes 
an be visually opened and 
losed.

Additionally, a

ording to user permissions di�erent parts of the tree may be hidden. Sounds too 
ompli
ated to


a
he all the view 
ombinations? Well, 
onsider that you 
an trigger, upon any 
hange to the tree data stru
ture, a

fun
tion that loops through all the di�erent iterations of the tree re
ursively and saves a view of ea
h of them to the


a
he. The 
a
he keys 
an be something like �bran
h1+.bran
h2-.bran
h3+�, with �+� signifying �-� whether the

bran
h is visually open or 
losed. You 
an use similar +'s and -'s for permissions, and 
reate views per permission


ombinations. Later, when users with spe
i�
 permissions request di�erent views of the tree, no problem: all

possibilities were already pre-�lled. You might end up having to generate and 
a
he thousands of views at on
e,

but the di�eren
e between generating one view and generating thousands of views may be quite small, be
ause the

majority of that duration is spent 
ommuni
ating with the database ba
kend.

If generating thousands of views takes too long for the duration of a single request, another option is to generate

them on a separate thread. Even if it takes a few minutes to generate all the many, many tree views 
ombinations,

it might be OK in your appli
ation for views to be a few minutes out-of-date. Consider that the s
alability bene�ts


an be very signi�
ant: you generate views only on
e for the entire system, while millions of 
on
urrent users do a

simple retrieval from the 
a
he.

Ca
hing the Data Ba
kend

Pre-�lling the 
a
he 
an take you very far. It is, however, quite 
ompli
ated to implement, and 
an be ine�e
tive

if data 
hanges too frequently or if the 
a
he has to 
onstantly be updated. Also, it's hard to s
ale the pre-�lling

to millions of fragments.

If we go ba
k to our tree example above, the problem was that it was too 
ostly to fet
h the entire tree from

the database. But what if we 
a
he the tree itself? In that 
ase, it would be very qui
k to generate any view of the

tree on-demand. Instead of 
a
hing the view, we'd be 
a
hing the data, and a
hieving the same s
alability gains.

Easy, right? So why not 
a
he all our data stru
tures? The reason is that it's very di�
ult to do this 
orre
tly

beyond trivial examples. Data stru
tures tend to have 
omplex interrelationships (one-to-many, many-to-many,

foreign keys, re
ursive tree stru
tures, graphs, et
.) su
h that a 
hange in data at one point of the stru
ture

may alter various others in parti
ular ways. For example, 
onsider a 
alendar database, and that you're 
a
hing

individual days with all their events. Weekly 
alendar views are then generated on the �y (and qui
kly) for users

a

ording to what kinds of events they want to see in their personal 
alendars. What happens if a user adds a

re
urring event that happens every Monday? You'll need to make sure that all Mondays 
urrently 
a
hed would be

invalidated, whi
h might mean tagging all these as �monday� using Pruden
e's 
a
he tags. This requires a spe
i�



a
hing strategy for a spe
i�
 appli
ation.

By all means, 
a
he your data stru
tures if you 
an't easily 
a
he your output, but be aware of the 
hallenge!

Ca
he Ba
kends

Your 
a
he ba
kend 
an be
ome a bottlene
k to s
alability if 1) it 
an't handle the amount of data you are storing,

or 2) it 
an't respond qui
kly enough to 
a
he fet
hing.

Before you start worrying about this, 
onsider that it's a rare problem to have. Even if you are 
a
hing millions

of pages and fragments, a simple relational-database-ba
ked 
a
he, su
h as Pruden
e's SqlCa
he implementations,


ould handle this just �ne. A key/value table is the most trivial workload for relational databases, and it's also

easy to shard (page 164). Relational database are usually very good at 
a
hing these tables in their memory and

responding optimally to read requests. Pruden
e even lets you 
hain 
a
hes together to 
reate tiers: an in-pro
ess

memory 
a
he in front of a SQL 
a
he would ensure that many requests don't even rea
h the SQL ba
kend.

High 
on
urren
y 
an also be handled very well by this solution. Despite any limits to the number of 
on
urrent


onne
tions you 
an maintain to the database, ea
h request is handled very qui
kly, and it would require very

high loads to saturate. The math is straightforward: with a 10ms average retrieval time (very pessimisti
!) and a

maximum of 10 
on
urrent database 
onne
tions (again, pessimisti
!) you 
an handle 1,000 
a
he hits per se
ond.

A real environment would likely provide results orders of magnitude better.

The ni
e thing about this solution is that it uses the infrastru
ture you already have: the database.

But, what if you need to handle millions of 
a
he hits per se
ond? First, let us 
ongratulate you for your

global popularity. Se
ond, there is a simple solution: distributed memory 
a
hes. Pruden
e 
omes with Hazel
ast

and support for mem
a
hed, whi
h both o�er mu
h better s
alability than database ba
kends. Be
ause the 
a
he

is in memory, you lose the ability to easily persist your 
a
he and keep it warm: restarting your 
a
he nodes

will e�e
tively reset them. There are workarounds�for example, parts of the 
a
he 
an be persisted to a se
ond

database-ba
ked 
a
he tier�but this is a signi�
ant feature to lose.

160

http://www.hazelcast.com/
http://memcached.org/


A
tually, Hazel
ast o�ers fail-safe, live ba
kups. While it's not quite as permanent as a database, it

might be good enough for your needs. And mem
a
hed has various plugins that allow for real database

persisten
e, though using them would require you to deal with the s
alability 
hallenges of database

ba
kends (page 165).

You'll see many web frameworks out there that support a distributed memory 
a
he (usually mem
a
hed) and

re
ommend you use it (�it's fast!� they 
laim, ex
ept that it 
an be slower per request than optimized databases,

and that anyway performan
e does not equal s
alability). We'd urge you to 
onsider that advi
e 
arefully: keeping

your 
a
he warm is a 
hallenge made mu
h easier if you 
an store it in a persistent ba
kend, and database ba
kends


an take you very far in s
ale without adding a new infrastru
ture to your deployment. It's good to know, though,

that Pruden
e's support for Hazel
ast and mem
a
hed is there to help you in 
ase you rea
h the popularity levels

of LiveJournal, Fa
ebook, YouTube, Twitter, et
.

Client-Side Ca
hing

Modern web browsers support 
lient-side 
a
hing, a feature meant to improve the user experien
e and save band-

width 
osts. A site that makes good use of 
lient-side 
a
hing will appear to work fast for users, and will also help

to in
rease your site's popularity index with sear
h engines.

Optimizing the user experien
e is not the topi
 of this arti
le: our job here is to make sure your site doesn't

degrade its performan
e as load in
reases. However, 
lient-side 
a
hing 
an indire
tly help you s
ale by redu
ing

the number of hits you have to take in order for your appli
ation to work.

A
tually, doing a poor job with 
lient-side 
a
hing 
an help you s
ale: users will hate your site and stop

using it�voila, less hits you have to deal with. OK, that was a joke!

Generally, Pruden
e handles 
lient-side 
a
hing automati
ally. If you 
a
he a page, then headers will be set to ask

the 
lient to 
a
he for the same length of time. By default, 
onditional mode is used: every time the 
lient tries to

view a page, it will make a request to make sure that nothing has 
hanged sin
e their last request to the page. In


ase nothing has 
hanged, no 
ontent is returned.

You 
an also turn on �o�ine 
a
hing� mode, in whi
h the 
lient will avoid even that qui
k request. Why not

enable o�ine 
a
hing by default? Be
ause it involves some risk: if you ask to 
a
he a page for one week, but then

�nd out that you have a mistake in your appli
ation, then users will not see any �x you publish until their lo
al


a
he expires, whi
h 
an take up to a week! It's important that you you understand the impli
ations before using

this mode. See the 
a
hing guide (page 64) for a 
omplete dis
ussion.

It's generally safer to apply o�ine 
a
hing to your stati
 resour
es, su
h as graphi
s and other resour
es. A

general 
ustom is to ask the 
lient to 
a
he these �forever� (10 years), and then, if you need to update a �le, you

simply 
reate a new one with a new URL, and have all your HTML refer to the new version. Be
ause 
lients 
a
he

a

ording to URL, their 
a
hed for the old version will simply not be ignored. See stati
 resour
es guide (page

46). There, you'll also see some more tri
ks Pruden
e o�ers you to help optimize the user experien
e, su
h as

unifying/minimizing 
lient-side JavaS
ript and CSS.

Upstream Ca
hing

If you need to qui
kly s
ale a web site that has not been designed for 
a
hing, a band-aid is available: upstream


a
hes, su
h as Varnish, NCa
he and even Squid. For ar
hai
 reasons, these are sometimes 
alled �reverse proxy�


a
hes, but they really work more like �lters: a

ording to attributes in the user request (URL, 
ookies, et
.), they

de
ide whether to fet
h and send a 
a
hed version of the response, or to allow the request to 
ontinue to your

appli
ation servers.

The 
ru
ial use 
ase is ar
hai
, too. If you're using an old web framework in whi
h you 
annot implement


a
hing logi
 yourself, or 
annot plug in to a good 
a
he ba
kend, then these upstream 
a
hes 
an do it for you.

They are problemati
 in two ways:

1. De
oupling 
a
hing logi
 from your appli
ation means losing many features. For example, invalidating portions

of the 
a
he is di�
ult if not impossible. It's be
ause of upstream 
a
hing, indeed, that so many web sites do

a poor job at showing up-to-date information.

2. Filtering a
tually implements a kind of partitioning, but one that is verti
al rather than horizontal. In

horizontal partitioning, a �swit
h� de
ides to send requests to one 
luster of servers or another. Within ea
h


luster, you 
an 
ontrol 
apa
ity and s
ale. But in verti
al partitioning, the ��lter� handles requests internally.
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Not only is the ��lter� more 
omplex and vulnerable than a �swit
h� as a frontend 
onne
tor to the world,

but you've also 
ompli
ated your ability to 
ontrol the 
apa
ity of the 
a
hing layer. It's embedded inside

your frontend, rather than being another 
luster of servers. We'll delve into ba
kend partitioning (page 163)

below.

Unfortunately, there is a use 
ase relevant for newer web frameworks, too: if you've designed your appli
ation

poorly, and you have many requests that 
ould take a long time to 
omplete, then your thread pools 
ould get

saturated when many users are 
on
urrently making those requests. When saturated, you 
annot handle even the

super-qui
k 
a
he requests. An upstream 
a
he band-aid 
ould, at least, keep serving its 
a
hed pages, even though

your appli
ation servers are at full 
apa
ity. This 
reates an illusion of s
alability: some users will see your web site

behaving �ne, while others will see it hanging.

The real solution would be to re-fa
tor your appli
ation so that it does not have long requests, guaranteeing

that you're never too saturated to handle tiny requests. Below are tips on how to do this.

Dealing with Lengthy Requests

One size does not �t all: you will want to use di�erent strategies to deal with di�erent kinds of tasks.

Deferrable Tasks

Deferrable tasks are tasks that 
an be resolved later, without impeding on the user's ability to 
ontinue using the

appli
ation.

If the deferrable task is deterministi
ally fast, you 
an do all pro
essing in the request itself. If not, you should

queue the task on a handling servi
e. Pruden
e's ba
kground tasks (page 101) implementation is a great solution

for deferrable tasks, as it lets you run tasks on other threads or even distribute them in a Hazel
ast 
luster.

Deferring tasks does present a 
hallenge to the user experien
e: What do you do if the task fails and the user

needs to know about it? One solution 
an be to send a warning email or other kind of message to the user. Another

solution 
ould be to have your 
lient 
onstantly poll in the ba
kground (via �AJAX�) to see if there are any error

messages, whi
h in turn might require you to keep a queue of su
h error messages per user.

Before you de
ide on deferring a task, think 
arefully of the user experien
e: for example, users might be


onstantly refreshing a web page waiting to see the results of their operation. Perhaps the task you thought you


an defer should a
tually be 
onsidered ne
essary (see below)?

Ne
essary Tasks

Ne
essary tasks are tasks that must be resolved before the user 
an 
ontinue using the appli
ation.

If the ne
essary task is deterministi
ally fast, you 
an do all pro
essing in the request itself. If not, you should

queue the task on a handling servi
e and return a �please wait� page to the user.

It would be ni
e to add a progress bar or some other kind of estimation of how long it would take for the task to

be done, with a maximum duration set after whi
h the task should be 
onsidered to have failed. The 
lient would

poll until the task status is marked �done,� after whi
h they would be redire
ted ba
k to the appli
ation �ow. Ea
h

polling request sent by the 
lient 
ould likely be pro
essed very qui
kly, so this this strategy e�e
tively breaks the

task into many small requests (�It's better to have many short requests than one long one�).

Pruden
e's ba
kground tasks (page 101) implementation is a good start for 
reating su
h a me
hanism: however,

it would be up to you to 
reate a �please wait� me
hanism, as well as a way to tra
k the tasks' progress and deal

with failure.

Implementing su
h a handling servi
e is not trivial. It adds a new 
omponent to your ar
hite
ture, one that also

has to be made to s
ale. One 
an also argue that it adversely a�e
ts user experien
e by adding overhead, delaying

the time it takes for the task to 
omplete. The bottom line, though, is you're vastly in
reasing 
on
urren
y and

your ability to s
ale. And, you're improving the user experien
e in one respe
t: they would get a feedba
k on what's

going on rather than having their browsers spin, waiting for their requests to 
omplete.

File Uploads

These are potentially very long requests that you 
annot break into smaller tasks, be
ause they depend entirely on

the 
lient. As su
h, they present a unique 
hallenge to s
alability.

Fortunately, Pruden
e handles 
lient requests via non-blo
king I/O, meaning that large �le uploads will not hold

on to a single thread for the duration of the upload. See a

epting uploads (page 56).
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Unfortunately, many 
on
urrent uploads will still saturate your threads. If your appli
ation relies on frequent

�le uploads, you are advised to handle su
h requests on separate Pruden
e instan
es, so that uploads won't stop

your appli
ation from handling other web requests. You may also 
onsider using a third-party servi
e spe
ializing

in �le storage and web uploads.

Asyn
hronous Request Pro
essing

Having the 
lient poll until a task is 
ompleted lets you break up a task into multiple requests and in
rease


on
urren
y. Another strategy is to break an individual request into pie
es. While you're pro
essing the request

and preparing the response, you 
an free the web thread to handle other requests. When you're ready to deliver


ontent, you raise a signal, and the next available web thread takes 
are of sending your response to the 
lient.

You 
an 
ontinue doing this inde�nitely until the response is 
omplete. From the 
lient's perspe
tive it's a single

request: a web browser, for example, would spin until the request was 
ompleted.

You might be adding some extra time overhead for the thread-swit
hing on your end, but the bene�ts for

s
alability are obvious: you are in
reasing 
on
urren
y by shortening the time you are holding on to web threads.

For web servi
es that deliver heavy 
ontent, su
h as images, video, audio, it's absolutely ne
essary. Without

it, a single user 
ould tie up a thread for minutes, if not hours. You would still get degraded performan
e if you

have more 
on
urrent users than you have threads, but at least degradation will be shared among users. Without

asyn
hronous pro
essing, ea
h user would tie up one thread, and when that �nite resour
e is used up, more users

won't be able to a

ess your servi
e.

Even for lightweight 
ontent su
h as HTML web pages, asyn
hronous pro
essing 
an be a good ta
ti
 for

in
reasing 
on
urren
y. For example, if you need to fet
h data from a ba
kend with non-deterministi
 response

time, it's best to free the web thread until you a
tually have 
ontent available for the response.

It's not a good idea to do this for every page. While it's better to have many short requests instead of one long

one, it's obviously better to have one short request rather than many short ones. Whi
h web requests are good


andidates for asyn
hronous pro
essing?

1. Requests for whi
h pro
essing is made of independent operations. (They'll likely be required to work in

sequen
e, but if they 
an be pro
essed in parallel, even better!)

2. Requests that must a

ess ba
kend servi
es with non-deterministi
 response times.

And, even for #2, if the servi
e 
an take a very long time to respond, 
onsider that it might be better to queue the

task on a task handler and give proper feedba
k to the user.

And so, after this lengthy dis
ussion, it turns out that there aren't that many pla
es where asyn
hronous

pro
essing 
an help you s
ale. Ca
hing is far more useful.

As of Pruden
e 2.0, there is no support for asyn
hronous pro
essing. However, it is planned for a future

release, depending on proper support being in
luded in Restlet.

Ba
kend Partitioning

You 
an keep adding more nodes behind a load balan
er insofar as ea
h request does not have to a

ess shared

state. Useful web appli
ations, however, are likely data-driven, requiring 
onsiderable state.

If the 
hallenge in handling web requests is 
utting down the length of request, then that of ba
kends is the

struggle against degraded performan
e as you add new nodes to your database 
luster. These nodes have to

syn
hronize their state with ea
h other, and that syn
hronization overhead in
reases exponentially. There's a

de�nite point of diminishing returns.

The ba
kend is one pla
e where high-performan
e hardware 
an help. Ten expensive, powerful ma
hines might

be equal in total power to forty 
heap ma
hines, but they require a quarter of the syn
hronization overhead, giving

you more elbow room to s
ale up. Fewer nodes means better s
alablity.

But CPUs 
an only take you so far.

Partitioning is as useful to ba
kend s
aling as 
a
hing is to web request s
aling. Rather than having one big


luster of identi
al nodes, you would have several smaller, independent 
lusters. This lets you add nodes to ea
h


luster without spreading syn
hronization overhead everywhere. The more partitions you 
an 
reate, the better

you'll be able to s
ale.

Partitioning 
an happen in various 
omponents of your appli
ation, su
h as appli
ation servers, the 
a
hing

system, task queues, et
. However, it is most e�e
tive, and most 
ompli
ated to implement, for databases. Our
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dis
ussion will thus fo
us on relational (SQL) databases. Other systems would likely require simpler subsets of

these strategies.

Reads vs. Writes

This simple partitioning s
heme greatly redu
es syn
hronization overhead. Read-only servers will never send data

to the writable servers. Also, knowing that they don't have to handle writes means you 
an optimize their 
on�g-

urations for aggressive 
a
hing.

(In fa
t, some database syn
hronization systems will only let you 
reate this kind of 
luster, providing you with

one �master� writable node and several read-only �slaves.� They for
e you to partition!)

Another ni
e thing about read/write partitioning is that you 
an easily add it to all the other strategies. Any


luster 
an thus be divided into two.

Of 
ourse, for web servi
es that are heavily balan
ed towards writes, this is not an e�e
tive strategy. For

example, if you are implementing an auditing servi
e that is 
onstantly being bombarded by in
oming data, but is

only queried on
e in a while, then an extra read-only node won't help you s
ale.

Note that one feature you lose is the ability to have a transa
tion in whi
h a write might happen, be
ause a

transa
tion 
annot 
ontain both a read-only node and a write-only node. If you must have atomi
ity, you will have

to do your transa
tion on the writable 
luster, or have two transa
tions: one to lookup and see if you need to


hange the data, and the se
ond to perform the 
hange�while �rst 
he
king again that data didn't 
hange sin
e

the previous transa
tion. Too mu
h of this obviously lessens the e�e
tiveness of read/write partitioning.

By Feature

The most obvious and e�e
tive partitioning s
heme is by feature. Your site might o�er di�erent kinds of servi
es

that are fun
tionally independent of ea
h other, even though they are displayed to users as united. Behind the

s
enes, ea
h feature uses a di�erent set of tables. The rule of thumb is trivial: if you 
an put the tables in separate

databases, then you 
an put these databases in separate 
lusters.

One 
on
ern in feature-based partitioning is that there are a few tables that still need to be shared. For example,

even though the features are separate, they all depend on user settings that are stored in one table.

The good news is that it 
an be 
heap to syn
hronize just this one table between all 
lusters. Espe
ially if this

table doesn't 
hange often�how often do you get new users signing up for your servi
e?�then syn
hronization

overhead will be minimal.

If your database system doesn't let you syn
hronize individual tables, then you 
an do it in your 
ode by writing

to all 
lusters at the same time.

Partitioning by feature is terri�
 in that it lets you partition other parts of the sta
k, too. For example, you 
an

also use a di�erent set of web servers for ea
h feature.

Also 
onsider that some features might be 
andidates for using a �NoSQL� database (page 165). Choose the

best ba
kend per feature.

By Se
tion

Another kind of partitioning is sometimes 
alled �sharding.� It involves splitting up tables into se
tions that 
an be

pla
ed in di�erent databases. Some databases support sharding as part of their syn
hronization strategy, but you


an also implement it in your 
ode. The great thing about sharding is that it lets you 
reate as many shards (and


lusters) as you want. It's the key to the truly large s
ale.

Unfortunately, like partitioning by feature, sharding is not always possible. You need to also shard all related

tables, so that queries 
an be self-
ontained within ea
h shard. It's thus most appropriate for one-to-many data

hierar
hies. For example, if your appli
ation is a blog that supports 
omments, then you put some blogs and their


omments on one shard, and others in another shard. However, if, say, you have a feature where blog posts 
an

refer to other arbitrary blog posts, then querying for those would have to 
ross shard boundaries.

The best way to see where sharding is possible is to draw a diagram of your table relationships. Pla
es in the

diagram whi
h look like individual trees�trunks spreading out into bran
hes and twigs�are good 
andidates for

sharding.

How to de
ide whi
h data goes in whi
h shard?

Sometimes the best strategy is arbitrary. For example, put all the even-numbered IDs in one shard, and the

odd-numbered ones in another. This allows for straightforward growth be
ause you 
an just swit
h it to division

by three if you want three shards.
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Another strategy might seem obvious: If you're running a site whi
h shows di�erent sets of data to di�erent users,

then why not implement it as essentially separate sites? For example, a so
ial networking site stri
tly organized

around individual 
ities 
ould have separate database 
lusters per 
ity.

A �region� 
an be geographi
al, but also topi
al. For example, a site hosting dan
e-related dis
ussion forums

might have one 
luster for ballet and one for tango. A �region� 
an also refer to user types. For example, your

so
ial networking site 
ould be partitioned a

ording to age groups.

The only limitation is queries. You 
an still let users a

ess pro�les in other regions, but 
ross-regional relational

queries won't be possible. Depending on what your appli
ation does, this 
ould be a reasonable solution.

A great side-bene�t to geographi
al partitioning is that you 
an host your servers at data 
enters within the

geographi
al lo
ation, leading to better user experien
es. Regional partitioning is useful even for �NoSQL� databases.

Coding Tips for Partitioning

If you organize your 
ode well, it would be very easy to implement partitioning. You simply assign di�erent database

operations to use di�erent 
onne
tion pools. If it's by feature, then you 
an hard 
ode it for those features. If it's

sharding, then you add a swit
h before ea
h operation telling it whi
h 
onne
tion pool to use.

For example:

de f ge t_b logge r_pro f i l e ( user_id ) :


onne
t ion = blogger_pool . get_
onne
t ion ( )

. . .


onne
t ion . 
 l o s e ( )

de f get_blog_post_and_
omments( blog_post_id ) :

shard_id = ob j e
 t . id % 3


onne
t ion = blog_pools [ shard_id ℄ . get_
onne
t ion ( )

. . .


onne
t ion . 
 l o s e ( )

Unfortunately, some programming pra
ti
es make su
h an e�e
tive, 
lean organization di�
ult.

Some developers prefer to use ORMs (obje
t-relational mappers) rather than a

ess the database dire
tly. Many

ORMs do not easily allow for partitioning, either be
ause they support only a single database 
onne
tion pool, or

be
ause they don't allow your obje
ts to be easily shared between 
onne
tions.

For example, your logi
 might require you to retrieve an �obje
t� from the database, and only then de
ide if

you need to alter it or not. If you're doing read/write partitioning, then you obviously want to read from the read

partition. Some ORMs, though, have the obje
t tied so strongly to an internal 
onne
tion obje
t that you 
an't

trivially read it from one 
onne
tion and save it into another. You'd either have to read the obje
t initially from

the write partition, minimizing the usefulness of read/write partitioning, or re-read it from the write partition when

you realize you need to alter it, 
ausing unne
essary overhead. (Note that you'll need to do this anyway if you need

the write to happen in a transa
tion.)

Obje
t oriented design is also problemati
 in a more general sense. The �rst prin
iple of obje
t orientation is

�en
apsulation,� putting your 
ode and data stru
ture in one pla
e: the 
lass. This might make sense for business

logi
, but, for the purposes of re-fa
toring your data ba
kend for partitioning or other strategies, you really don't

want the data a

ess 
ode to be spread out among dozens of 
lasses in your appli
ation. You want it all in one

pla
e, preferably even one sour
e 
ode �le. It would let you plug in a whole new data ba
kend strategy by repla
ing

this sour
e 
ode �le. For data-driven web development, you are better o� not being too obje
t oriented.

Even more generally speaking, organizing 
ode together by me
hanism or te
hnology, rather than by �obje
t�

en
apsulation, will let you apply all kinds of re-fa
torizations more easily, espe
ially if you manage to de
ouple your

appli
ation's data stru
tures from any library-spe
i�
 data stru
tures.

Data Ba
kends

Relational (SQL) databases su
h as MySQL were, for de
ades, the ba
kbone of the web. They were originally

developed as minimal alternatives to enterprise database servers su
h as Ora
le Database and IBM's DB2. Their

modest feature set allowed for better performan
e, smaller footprints, and low investment 
osts�perfe
t for web

appli
ations. The free software LAMP sta
k (Linux, Apa
he, MySQL and PHP) was the web.

Relational databases require a lot of syn
hronization overhead for 
lusters, limiting their s
alability. Though

partitioning 
an take you far, using a �NoSQL� database 
ould take you even further.
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Graph Databases

If your relational data stru
ture 
ontains arbitrary-depth relationships or many �generi
� relationships for
ed into

a relational model, then 
onsider using a graph database instead. Not only will traversing your data be faster,

but also the database stru
ture will allow for more e�
ient performan
e. The impli
ations for s
alability 
an be

dramati
.

So
ial networking appli
ations are often used as examples of graph stru
tures, but there are many others: forums

with threaded and 
ross-referen
ed dis
ussions, semanti
 knowledge bases, warehouse and parts management, musi


�genomes,� user-tagged media sharing sites, and many s
ien
e and engineering appli
ations.

Though fast, querying a 
omplex graph 
an be di�
ult to prototype. Fortunately, the Gremlin and SPARQL

languages do for graphs what SQL does for relational databases. Your query be
omes 
oherent and portable.

A popular graph database is Neo4j, and it's espe
ially easy to use with Pruden
e. Be
ause it's JVM-based, you


an a

ess it internally from Pruden
e. It also has embedded bindings for many of Pruden
e's supported languages,

and supports a network REST interfa
e whi
h you 
an easily a

ess via Pruden
e's do
ument.external API.

Do
ument Databases

If your data is 
omposed mostly of �do
uments��self-
ontained re
ords with few relationships to other do
uments�

then 
onsider a do
ument database.

Do
ument databases allow for straightforward distribution and very �ne-grained repli
ation, requiring 
onsid-

erably less overhead than relational and graph databases. Do
ument databases are as s
alable as data storage gets:

variants are used by all the super-massive Internet servi
es.

The 
ost of this s
alability is the loss of your ability to do relational queries of your data. Instead, you'll be

using distributed map/redu
e, or rely on an indexing servi
e. These are powerful tools, but they do not mat
h

relational queries in sheer �exibility of 
omplex queries. Implementing something as simple as a many-to-many


onne
tion, the bread-and-butter of relational databases, is non-trivial in do
ument databases. Where do
ument

databases shine is at listing, sorting and sear
hing through very large 
atalogs of do
uments.

Candidate appli
ations in
lude online retail, blogs, wikis, ar
hives, newspapers, 
onta
t lists, 
alendars, photo

galleries, dating pro�les. . . The list is a
tually quite long, making do
ument databases very attra
tive for many

produ
ts. But, it's important to always be aware of their limitations: for example, merely adding so
ial networking


apabilities to a dating site would require 
omplex relations that might be better handled with a graph database.

The 
ombination of a do
ument database with a graph database might, in fa
t, be enough to remove any bene�t a

relational database 
ould bring.

A popular do
ument database is MongoDB. Though do
ument-based, it has a few basi
 relational features that

might be just good enough for your needs. OrientDB is interesting be
ause it handles does both do
uments and

graphs, and is entirely JVM-based. Another is Cou
hDB, whi
h is a truly distributed database. With Cou
hDB it's

trivial to repli
ate and syn
hronize data with 
lients' desktops or mobile devi
es, and to distribute it to partners.

It also supports a REST interfa
e whi
h you 
an easily a

ess via Pruden
e's do
ument.external API. And, both

MongoDB and Cou
hDB use JavaS
ript extensively, making it natural to use with Pruden
e's JavaS
ript �avor.

We've started a proje
t to better integrate Pruden
e JavaS
ript with MongoDB.

Column Databases

These 
an be 
onsidered as subsets of do
ument databases. The �do
ument,� in this 
ase, is required to have an

espe
ially simple, one-dimensional stru
ture.

This requirement allows optimization for a truly massive s
ale.

Column databases o

upy the �
loud� market ni
he: they allow 
ompanies like Google and Amazon to o�er


heap database storage and servi
es for third parties. See Google's Datastore (based on Bigtable) and Amazon's

SimpleDB (based on Dynamo; a
tually, Dynamo is a �key/value� database, whi
h is even more opaque than a


olumn database).

Though you 
an run your own 
olumn database via open sour
e proje
ts like Cassandra (originally developed

by/for Fa
ebook), HBase and Redis, the do
ument databases mentioned above o�er ri
her do
ument stru
tures and

more features. Consider 
olumn databases only if you need truly massive s
ale, or if you want to make use of the


heap storage o�ered by �
loud� vendors.
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http://wiki.github.com/tinkerpop/gremlin/
http://www.w3.org/TR/rdf-sparql-query/
http://neo4j.org/
http://threecrickets.com/api/javascript/?namespace=conversation&item=document.external
http://www.mongodb.org/
http://www.orientdb.org/
http://couchdb.apache.org/
http://threecrickets.com/api/javascript/?namespace=conversation&item=document.external
http://code.google.com/p/mongodb-jvm/
http://code.google.com/appengine/docs/java/datastore/
http://labs.google.com/papers/bigtable.html
http://aws.amazon.com/simpledb/
http://www.allthingsdistributed.com/2007/10/amazons_dynamo.html
http://cassandra.apache.org/
http://hadoop.apache.org/hbase/
http://redis.io/


Best of All Worlds

Of 
ourse, 
onsider that it's very possible to use both SQL and �NoSQL� (graph, do
ument, 
olumn) databases

together for di�erent parts of your appli
ation. See ba
kend partitioning (page 163).
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