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The Case for REST

There's a lot of buzz about REST, but also a lot 
onfusion about what it is and what it's good for. This essay

attempts to 
onvey REST's simple essen
e.

Let's start, then, not at REST, but at an attempt to 
reate a new ar
hite
ture for building s
alable appli
ations.

Our goals are for it to be minimal, straightforward, and still have enough features to be produ
tive. We want to

learn some lessons from the failures of other, more elaborate and 
omplete ar
hite
tures.

Let's 
all ours a �resour
e-oriented ar
hite
ture.�

Resour
es

Our base unit is a �resour
e,� whi
h, like an obje
t in obje
t-oriented ar
hite
tures, en
apsulates data with some

fun
tionality. However, we've learned from obje
t-orientation that implementing arbitrary interfa
es is a re
ipe for


omplexity: proxy generation, support for arbitrary types, marshaling, et
. Instead, then, we'll keep it simple and

de�ne a limited, uni�ed interfa
e that would be just useful enough.

From our experien
e with relational databases, we've learned that a tremendous amount of power 
an be found

in �CRUD�: Create, Read, Update and Delete. If we support just these operations, our resour
es will already be

very powerful, enjoying the a

umulated wisdom and design patterns from the database world.

Identi�ers

First, let's start with a way of identifying our resour
es. We'll de�ne a name-based address spa
e where our resour
es

live. Ea
h resour
e is �atta
hed� to one or more addresses. We'll allow for �/� as a 
ustomary separator to allow for

hierar
hi
al addressing s
hemes. For example:

/ animal/dog/3/

/animal/ 
at /12/ image/

/animal/ 
at /12/ image/ l a r g e /

/animal/ 
at /12/ spe
 s /

In the above, we've allowed for di�erent kinds of animals, a way of referen
ing individual animals, and a way of

referen
ing spe
i�
 aspe
ts of these animals.

Let's now go over CRUD operations in in
reasing order of 
omplexity.

Delete

�Delete� is the most trivial operation. After sending �delete� to an identi�er, we expe
t it to not exist anymore.

Whether sub-resour
es in our hierar
hy 
an exist or not, we'll leave up to individual implementations. For example,

deleting �/animal/
at/12/image� may or may not delete �/animal/
at/12/image/large�.

Note that we don't 
are about atomi
ity here, be
ause we don't expe
t anything to happen after our �delete�

operation. A million 
hanges 
an happen to our 
at before our 
ommand is pro
essed, but they're all forgotten

after �delete.� (See �update,� below, for a small 
aveat.)

Read

�Read� is a bit more 
ompli
ated than �delete.� Sin
e our resour
e might be 
hanged by other 
lients, we want

to make sure that there's some kind of way to mark whi
h version we are reading. This will allow us to avoid

unne
essary reads if there hasn't been any 
hange.

Thus, we'll need our resour
e-oriented ar
hite
ture to support some kind of version tagging feature.

Update

The problem with �update� is that it always referen
es a 
ertain version that we have �read�q before. In some 
ases,

though not all, we need some way to make sure that the data we expe
t to be there hasn't 
hanged sin
e we've last

"read�q it. Let's 
all this a "
onditional update.�q

A
tually, we've oversimpli�ed our earlier de�nition of "delete.�q In some 
ases, we'd want a "
onditional delete�q

to depend on 
ertain expe
tations about the data. We might not want the resour
e deleted in some 
ases.

So, we'll need our resour
e-oriented ar
hite
ture to support a "
onditional�q operation feature.
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Create

This is our most 
omplex operation. Our �rst problem is that our identi�er might not exist yet, or might already

be atta
hed to a resour
e. One approa
h 
ould be to try identi�ers in sequen
e:

Create : /animal/ 
at /13/ −> Error , a l ready e x i s t s

Create : /animal/ 
at /14/ −> Error , a l ready e x i s t s

Create : /animal/ 
at /15/ −> Error , a l ready e x i s t s

. . .

Create : /animal/ 
at /302041/ −> Su

ess !

Obviously, this is not a s
alable solution. Another approa
h 
ould be to have a helper resour
e whi
h provides

us with the ne
essary ID:

Read : / animal/ 
at /next / −> 14

Create : /animal/ 
at /14/ −> Oops , someone e l s e beat us to 14 !

Read : / animal/ 
at /next / −> 15

Create : /animal/ 
at /15/ −> Su

ess !

Of 
ourse, we 
an also have "/animal/
at/next�q return unique IDs (su
h as GUIDs) to avoid dupli
ations. If

we never 
reate our 
at, they will be wasted, though. The main problem with this approa
h is that it requires

two 
alls per 
reation: a "read,�q and then a "
reate.�q We 
an handle this in one 
all by allowing for "partial�q


reation, a "
reate�q linked with an intrinsi
 "read�q:

Create : /animal/ 
at / −> We send the data f o r the 
at without the ID , and get ba
k

the same 
at with an ID

Other solutions exist, too. The point of this dis
ussion is to show you that "
reate�q is not trivial, but also

that solutions to "
reate�q already exist within the resour
e-oriented ar
hite
ture we've de�ned. "Create,�q though

programmati
ally 
omplex, does not require any new ar
hite
tural features.

Aggregate Resour
es

At �rst glan
e, handling the problem of getting lots of resour
es at the same time, thus saving on the number of


alls, 
an trivially be handled by the features we've listed so far. A 
ommon solution is to de�ne a "plural�q version

of the "singular�q resour
e:

/ animal/ 
a t s /

A "read�q would give us all 
ats. But what if there are ten million 
ats? We 
an support paging. Again, we

have a solution within our 
urrent feature set, using identi�ers for ea
h subset of 
ats:

/ animal/ 
a t s /100/200/

We 
an de�ne the above to return no more than 100 
ats: from the 100th, to the 200th. There's a slight problem

in this solution: the burden is on whatever 
omponent in our system handles mapping identi�ers to resour
es. This

is not terrible, but if we want our system to be more generi
, it 
ould help if things like "100 to 200�q 
ould

be handled by our resour
e more dire
tly. For 
onvenien
e, let's implement a simple parameter system for all


ommands:

Read (100 , 200) : / animal/ 
a t s /

In the above, our mapping 
omponent only needs to know about "/animal/
ats�q. The dumber our mapping


omponent is, the easier it is to implement.

Formats

The problem of supporting multiple formats seems similar, at �rst glan
e, to that of aggregate resour
es. Again,

we 
ould potentially solve it with 
ommand parameters:

Read(UTF−8, Russian ) : / animal/ 
at /13/

6



This would give us a Russian, Uni
ode UTF-8 en
oded version of our 
at. Looks good, ex
ept that there is

a potential problem: the 
lient might prefer 
ertain formats, but a
tually be able to handle others. It's more a

matter of preferen
e than any pre
ision. Of 
ourse, we 
an have another resour
e where all available formats are

listed, but this would require an extra 
all, and also introdu
e the problem of atomi
ity�what if the 
at 
hanges

between these 
alls? A better solution would be to have the 
lient asso
iate 
ertain preferen
es per 
ommand, have

our resour
e emit its 
apabilities, with the mapping 
omponent in between "negotiating�q these two lists. This

"negotiation�q is a rather simple algorithm to 
hoose the best mutually preferable format.

This would be a simple feature to add to our resour
e-oriented ar
hite
ture, whi
h 
ould greatly help to de
ouple

its support for multiple formats from its addressing s
heme.

Shared State

Shared state between the 
lient and server is very useful for managing sessions and implementing basi
 se
urity. Of


ourse, it's quite easy to abuse shared state, too, by treating it as a 
a
he for data. We don't want to en
ourage

that. Instead, we just want a very simple shared state system.

We'll allow for this by atta
hing small, named, shared state obje
ts to every request and response to a 
ommand.

Nothing fan
y or elaborate. There is a potential se
urity brea
h here, so we have to trust that all 
omponents along

the way honor the relationship between 
lient and server, and don't allow other servers a

ess to our shared state.

Summary of Features

So, what do we need?

We need a way to map identi�ers to resour
es. We need support for the four CRUD operations. We need support

for "
onditional�q updates and deletes. We need all operations to support "parameters.�q We need "negotiation�q

of formats. And, we need a simple shared state atta
hment feature.

This list is very easy to implement. It requires very little 
omputing power, and no support for generi
, arbitrary

additions.

Transa
tions. . . Not!

Before we go on, it's worth mentioning one important feature whi
h we did not require: transa
tions. Transa
tions

are optional, and sometimes 
ore features in many databases and distributed obje
t systems. They 
an be extremely

powerful, as they allow atomi
ity a
ross an arbitrary number of 
ommands. They are also, however, heavy to

implement, as they require 
onsiderable shared state between 
lient and server. Powerful as they are, it is possible

to live without them. It's possible, for example, to implement this atomi
ity within a single resour
e. This would

require us to de�ne spe
ial resour
es per type of transa
tion whi
h we want to support, but it does remove the

heavy burden of supporting arbitrary transa
tions from our ar
hite
ture. With some small relu
tan
e, then, we'll

do without transa
tions.

Let's Do It!

OK, so now we know what we need, let's go ahead and implement the infrastru
ture of 
omponents to handle our

requirements. All we need is sta
ks for all supported 
lients, ba
kend sta
ks for all our potential server platforms,

middleware 
omponents to handle all the identi�er routing, 
ontent negotiation, 
a
hing of data. . .

. . . And thousands of man hours to develop, test, deploy, and integrate. Like any large-s
ale, enterprise ar
hite
-

ture, even trivial requirements have to jump through the usual hoops set up by the sheer s
ale of the task. Behind

every great ar
hite
ture are the nuts and bolts of the infrastru
ture.

Wouldn't it be great if the infrastru
ture already existed?

The Pun
hline

Well, duh. All the requirements for our resour
e-oriented ar
hite
ture are already supported by HTTP:

Our resour
e identi�ers are simple URLs. The CRUD operations are in the four HTTP verbs: PUT, GET, POST

and DELETE. "Conditional�q and "negotiated�q modes are handled by headers, as are "
ookies�q for shared state.

Version stamps are e-tags. Command parameters are query matri
es appended to URLs. It's all there.
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Most importantly, the infrastru
ture for HTTP is already fully deployed world-wide. TCP/IP sta
ks are part

of pra
ti
ally every operating system; wiring, swit
hing and routing are part and par
el; HTTP gateways, �re-

walls, load balan
ers, proxies, 
a
hes, �lters, et
., are stable 
onsumer 
omponents; 
erti�
ate authorities, national

laws, international agreements are already in pla
e to support the 
omplex inter-business intera
tion. Best of

all, this available infrastru
ture is su

essfully maintained, with minimal down-time, by highly-skilled independent

te
hni
ians, organizations and 
omponent vendors a
ross the world.

It's important to note a dependen
y and possible limitation of HTTP: it is bound to TCP/IP. Indeed,

all identi�ers are URLs: Uniform Resour
e Lo
ators. In URLs, the �rst segment is reserved for the

domain, either an IP address or a domain name translatable to an IP address. Compare this with the

more general URIs (Uniform Resour
e Identi�ers), whi
h do not have this requirement. Though we'll

often be tied to HTTP in REST, you'll see the literature attempting, at least, to be more generi
. There

are de�nitely use 
ases for non-HTTP, and even non-TCP/IP addressing s
hemes. In Pruden
e, you'll

see that it's possible to address internal resour
es with URIs that are not URLs ; see do
ument.internal

(page 77).

It's All About Infrastru
ture

The most important lesson to take is the importan
e of infrastru
ture, something easily forgotten when planning

ar
hite
ture in ideal, abstra
t terms. This is why, I believe, Roy Fielding named Chapter 5 of his 2000 dissertation

"Representational State Transfer (REST)�q rather than, say, "resour
e-oriented ar
hite
ture,�q as we have here.

Fielding, one of the authors of the HTTP proto
ol, was intimately familiar with its 
hallenges, and the name

"REST�q is intended to point out the key 
hara
teristi
 of its infrastru
ture: HTTP and similar proto
ols are

designed for transferring lightly annotated data representations. "Resour
es�q are merely logi
al en
apsulations of

these representations, depending on a 
ontra
t between 
lient and server. The infrastru
ture does not, in itself, do

anything in parti
ular to maintain, say, a sensible hierar
hy of addresses, the atomi
ity of CRUD operations, et
.

That's up to your implementation. But, representational state transfer�REST�is the mundane, underlying magi


that makes it all possible.

To 
ome ba
k to where we started: a resour
e-oriented ar
hite
ture requires a REST infrastru
ture. Pra
ti
ally,

the two terms be
ome inter
hangeable.

The prin
iples of resour
e-orientation 
an and are applied in many systems. The word wide web, of 
ourse, with

its e
ology of web browsers, web servers, 
erti�
ate authorities, et
., is the most obvious model. But other 
ore

Internet systems, su
h as email (SMTP, POP, IMAP), �le transfer (FTP, WebDAV) also implement some subset

of REST. Your appli
ation 
an do this, too, and enjoy the same potential for s
alability as these global, open

implementations.

Does REST S
ale?

Part of the buzz about REST is that it's an inherently s
alable ar
hite
ture. This is true, but perhaps not in the

way that you think.

Consider that there are two uses of the word "s
alable�q:

First, it's the ability to respond to a growing number of user requests without degradation in

response time, by "simply�q adding hardware (horizontal s
aling) or repla
ing it with more powerful hardware

(verti
al s
aling). This is the aspe
t of s
alability that engineers 
are about. The simple answer is that REST 
an

help, but it doesn't stand out. SOAP, for example, 
an also do it pretty well. REST a�
ionados sometimes point

out that REST is "stateless,�q or "session-less,�q both 
hara
teristi
s that would de�nitely help s
ale. But, this is

misleading. Proto
ols might be stateless, but ar
hite
tures built on top of them don't have to be. For example,

we've spe
i�
ally talked about sessions here, and many web frameworks manage sessions via 
ookies. Likewise, you


an easily make poorly s
alable REST. The bottom line is that there's nothing in REST that guarantees s
alability

in this respe
t. Indeed, engineers 
oming to REST due to this false lure end up wondering what the big deal is.

The se
ond use of "s
alability�q 
omes from the realm of enterprise and proje
t management. It's the ability

of your proje
t to grow in 
omplexity without degradation in your ability to manage it. And that's

REST's beauty�you already have the infrastru
ture, whi
h is the hardest thing to s
ale in a proje
t. You don't

need to deploy 
lient sta
ks. You don't need to 
reate and update proxy obje
ts for �ve di�erent programming

languages used in your enterprise. You don't need to deploy in
ompatible middleware by three di�erent vendors and

spend weeks trying to for
e them to play well together. Why would engineers 
are about REST? Pre
isely be
ause
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they don't have to: they 
an fo
us on appli
ation engineering, rather than get bogged down by infrastru
ture

management.

That said, a "resour
e-oriented ar
hite
ture�q as we de�ned here is not a bad start for (engineering-wise) s
alable

systems. Keep your extras lightweight, minimize or eliminate shared state, and en
apsulate your resour
es a

ording

to use 
ases, and you won't, at least, 
reate any immediate obsta
les to s
aling.

Pruden
e

Convin
ed? The best way to understand REST is to experiment with it. You've 
ome to the right pla
e. Start with

the tutorial (page 10), and feel free to skip around the do
umentation and try things out for yourself. You'll �nd it

easy, fun, and powerful enough for you to 
reate large-s
ale appli
ations that take full advantage of the inherently

s
alable infrastru
ture of REST. Happy RESTing!

How to Choose a Programming Language?

Pruden
e was designed around a strong belief in the power of the JVM 
oupled with the a
knowledgment that the

Java language does not suit every development proje
t. Thus, Pruden
e supports six di�erent dynami
 programming

languages. Pi
k the one that works best for you!

Python

Python is a powerful obje
t-oriented language with many high-quality 
ore and 3rd party libraries. It has already

proven itself as a 
apable web programming language, and has many ex
ellent web platforms that make good use

of its strengths.

Python presents a unique 
hallenge in a s
riptlet environment, due to its relian
e on indentation (page 36).

However, be
ause HTML is loose with whitespa
e, it's possible to for
e the whole �le to adhere to Python's s
heme.

In fa
t, as many Python enthusiasts would argue, for
ing your 
ode to adhere to Python's indentation requirements


an go a long way towards making it more readable and manageable.

In Sti
ksti
k, the in
luded example appli
ation, we show how to use SQLAl
hemy as a data ba
kend for Pruden
e.

Note: Pruden
e's Python support was built primarily around Jython, but also o�ers limited support

for Jepp if it's installed. For those 
ases where you need a

ess to a natively-built Python library that

won't work on Jython, Jepp lets you run 
ode on the CPython platform.

JavaS
ript

JavaS
ript (a diale
t of ECMAS
ript) is a sensible 
hoi
e for "AJAX�q and other ri
h web 
lient appli
ations,

be
ause it's the same language used by web browsers and other 
lient platforms. Web developers are already

pro�
ient in JavaS
ript, and 
an qui
kly be brought on board to a server-side proje
t. Couple it with JSON and

JSON-based do
ument databases, and you're on solid, 
onsistent ground for rapid development. Of all the web

programming languages, it's the one most widely deployed and with the most se
ure future.

It's also an under-appre
iated language, and the target of undeserved s
orn. Though not as feature-ri
h as

Python or Ruby, JavaS
ript is still very powerful. Its straightforward 
losure/prototype me
hanisms allow it

to support obje
t-orientation, namespa
es and other paradigms. Unfortunately, 
lient environments have proven

painfully �
kle: working with the browser DOM and testing with 
ross-browser HTML rendering quirks are painful�

but these are the not the fault of the language itself. They are also not relevant to server-side development with

Pruden
e. If you've been burned by JavaS
ript on the 
lient, try it on the server via Pruden
e: you might be

pleasantly surprised.

JavaS
ript does not have its own 
ore libraries, making it the most minimal Pruden
e language. But, you 
an

make use of the ri
h Sin
erity and Pruden
e JavaS
ript Library, whi
h are in
luded. And, of 
ourse, you 
an rely

on the ex
ellent JVM 
ore libraries.

Ruby

Ruby 
an do most of what Python 
an do and more. A true 
hameleon, it 
an adapt to many styles of 
ode and

programming. If something 
an be possible, Ruby allows it and supports it. Unlike Python, it has a very loose and

forgiving syntax, whi
h is perfe
t for s
riptlets.
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Ruby's Rails platform has revolutionized web programming by o�ering elegant, powerful alternatives to working

dire
tly with HTTP. We hope Ruby web programmers will �nd in Pruden
e a refreshing alternative to Rails:

elegantly embra
ing HTTP, instead of avoiding it.

Clojure

Pruden
e's only fun
tional �avor is a Lisp designed from the ground up for high 
on
urren
y. If you're serious

about multithreading, Clojure is the way to go. Though new, Clojure is based on one of the oldest programming

languages around, and enjoys a long, ri
h tradition of elegant solutions for tough programming 
hallenges.

Clojure embra
es the JVM, but also has a growing 
olle
tion of nifty "
ontrib�q libraries�all in
luded in

Pruden
e�that make the JVM 
ore more lispy. In the in
luded example appli
ation, we show how to use Clojure's

SQL library to elegantly a

ess a data ba
kend.

PHP

PHP is ubiquitous. It's a simple language with the most mature libraries of any web programming language, and

programmers are available with years of experien
e. It's also designed from the ground up as a programming

language for the web.

Pruden
e allows a smooth transition from traditional PHP HTML generation to REST resour
es. It supports

PHP "superglobals�q su
h as $_GET, $_POST, $_COOKIE and $_FILE (but not $_SESSION) to make you

feel right at home. It also adds many new features to 
onventional HTML generation: �ne-grained 
a
hing, high-

performan
e templating languages, and more.

Note: Pruden
e's PHP support was built around the open sour
e edition of Quer
us, whi
h does not

feature JVM byte
ode 
ompilation as is available in the non-free professional edition. Nevertheless, we

found the "non-pro�q Quer
us to be an ex
ellent performer!

Groovy (Lus
ious!)

In some ways, Groovy is the best of this bun
h. It has all the �exibility of Ruby, but is designed from the ground

up to enhan
e and extend Java. Java programmers would immediately feel at home, while gaining a

ess to far less

restri
tive programming paradigms. Groovy makes Java. . . groovy!

All the other Pruden
e �avors o�er JVM intera
tion, but Groovy does it best. If you know your proje
t will

require a lot of work with Java libraries, Groovy is a terri�
�and fun!�
hoi
e.

Tutorial

The goal of this tutorial is to get you up and running with Pruden
e's most basi
 features. Along the way, we'll

point you to those se
tions in the manual where you 
an explore some topi
s in depth.

We re
ommend going through this tutorial using the Firefox browser and the Firebug add-on, whi
h will let you

see in detail exa
tly how Pruden
e responds to 
lient requests.

First Things First

Get It

Pruden
e is available in six �avors, so 
hoose one and download it!

A friendly page (page 9) is available to help you de
ide.

For this tutorial, we'll use the savory JavaS
ript �avor, under the assumption that JavaS
ript would be the

most widely known. But, let's be 
lear: the JavaS
ript in Pruden
e runs on the server, not in the browser. Wrap

your head around that for a minute. . . JavaS
ript is here used not for live manipulation of HTML elements, but

to do the usual server-side work: 
ommuni
ating with data stores, rendering HTML pages to send to 
lients, et
.

Of 
ourse, in your proje
t, you might be writing JavaS
ript 
ode to run on the 
lient, too. We'll even show you an

example of it in this tutorial.

It should be very easy to use any other �avor with this tutorial, sin
e we'll be keeping a
tual programming to

a minimum. Just repla
e referen
es to "JavaS
ript�q with your �avor of 
hoi
e.
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JVM

The only requirement for Pruden
e is a Java Virtual Ma
hine (JVM), at least version 5, so make sure you have one

installed. An ex
ellent, open-sour
e JVM is available from the OpenJDK proje
t.

A Java Runtime Environment (JRE) is enough for Pruden
e. You need a Java Development Kit (JDK)

only if you plan to write 
ode in Java. Also, Pruden
e does not require anything from Java Enterprise

Edition (JEE). In fa
t, you 
an see Pruden
e as a RESTful, minimal alternative to developing web

appli
ations under JEE.

Fire It Up

Start Pruden
e with the appropriate "run�q s
ript in the /bin/ dire
tory. Use "/bin/run.sh�q for Unix-like systems

(Linux, *BSD and OS X), and "/bin/run.bat�q for Windows. Use "
onsole�q as an argument to the s
ript.

Pruden
e should de
lare its version and list the installed demo appli
ations. When it announ
es that it is

listening on port 8080, it's ready to go. You 
an quit Pruden
e at any time by breaking (CTRL-C).

Open your web browser to http://lo
alhost:8080/. You should see the Pruden
e Administration appli
ation,

whi
h will link you to the demos. Also, 
he
k out the /logs/ dire
tory for running, ongoing logs.

Further Exploration

• The "
onsole�q argument works well enough, but for produ
tion environments you're better o� running

Pruden
e as a daemon (page 95).

• Learn how to 
on�gure Pruden
e (page 24).

• Pruden
e logging is �exible and useful (page 90).

• Learn more about the Pruden
e Administration appli
ation (page 94).

Hello, World

The /appli
ations/ dire
tory is where you install your appli
ations. You'll �nd the demo appli
ations there,

but let's 
reate a new one, 
alled "Wa
ky Wiki�q. Just 
reate an "/appli
ations/wa
kywiki/�q dire
tory and

restart Pruden
e. The Pruden
e Administration appli
ation should show your appli
ation listed under the

http://lo
alhost:8080/wa
kywiki/ URL, but you won't see anything when you 
li
k on it quite yet.

Now, let's 
reate our �rst web page. Create "/appli
ations/wa
kywiki/web/�q, and then "/appli
ations/wa
ky-

wiki/web/stati
/�q. By "stati
�q here is meant that the 
ontents do not 
hange per user request. Your /web/stati
/

dire
tory fun
tions pretty mu
h like a regular web server, from whi
h you 
an serve images, HTML, CSS �les, et
.

Let's 
reate a "/web/stati
/index.html�q �le:

<html>

<body>

<p>Hel lo , world ! Wel
ome to Wa
ky Wiki.</p>

</body>

</html>

You should be able to see this page under http://lo
alhost:8080/wa
kywiki/. If you're using Firebug, you


an see that the 
ontents are 
ompressed (using de�ate, zip or gzip) and that 
onditional HTTP is also handled

automati
ally, su
h that subsequent page visits return the 304 "the do
ument has not been modi�ed�q status 
ode.

When re
eiving a 304, the browser will use its 
a
hed version instead of downloading it from Pruden
e.

Further Exploration

• Learn all about 
on�guring and deploying appli
ations (page 28).

• Learn how to 
on�gure /web/stati
/ (page 56).
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Hello, Dynami
 World

In this se
tion, we're going to tea
h you how to dynami
ally generate web pages. Pruden
e o�ers some

terri�
 features for this, su
h as sophisti
ated 
a
hing, but if you're more interested in how Pruden
e

lets you to easily 
reate RESTful resour
es, just skip ahead (page 16) and 
ome ba
k here later.

Create a /web/dynami
/ dire
tory and move your "index.html�q �le to there. Unlike /web/stati
/, you 
an put

programming language 
ode in these �les. Edit "index.html�q, and add some 
ode:

<html>

<body>

<p>Hel lo , world ! Wel
ome to Wa
ky Wiki.</p>

<%

var entry = { t i t l e : ' I Love Pruden
e ' , 
ontents : ' This i s a l ove l e t t e r to Pruden
e

' }

%>

<h2><%= entry . t i t l e %></h2>

<p><%= entry . 
ontents %></p>

</body>

</html>

The "<% . . . %>�q delimiters are used to insert "s
riptlets�q of pure JavaS
ript 
ode. The "<%= . . . %>�q

delimiters a

ept a JavaS
ript expression, and print it out onto the HTML page.

Refresh your browser, and you should see the dynami
ally generated page. Hello!

Make sure you understand the signi�
an
e of newlines and whitespa
e in s
riptlets (page 36), espe
ially

if you're using Python!

Ca
hing

Look at how Firefox 
ommuni
ates with your dynami
 page using Firebug: the 
ontents are 
ompressed, but there

is no 
onditional HTTP. That's be
ause Pruden
e generates a new version of the page per every user request. Sin
e

ea
h su
h version might be di�erent from the last, the default behavior is that 
lients should never expe
t their


a
hed version to be 
orre
t.

We 
an 
hange this by adding 
a
hing to our page, spe
i�
ally for 10 se
onds (10,000 millise
onds):

<html>

<body>

<p>Hel lo , world ! Wel
ome to Wa
ky Wiki.</p>

<%

do
ument . 
a
heDurat ion = 10000

var entry = { t i t l e : ' I Love Pruden
e ' , 
ontents : ' This i s a l ove l e t t e r to Pruden
e

. ' }

%>

<h2><%= entry . t i t l e %></h2>

<p><%= entry . 
ontents %></p>

</body>

</html>

Keep refreshing the page, and you'll see that for every 10 se
onds you are getting 304 status 
odes.

A
tually, something far more important is happening: any browser from any 
omputer would see the same

version of the page for those 10 se
onds. Pruden
e 
a
hes and serves a stati
 version of the page during that

interval and does not run any of your JavaS
ript 
ode. We've e�e
tively throttled exe
ution of our 
ode.

Our 
ode didn't do mu
h in this example, but what if it were fet
hing data for that wiki page from a database?

Ca
hing would allow us to serve a very large number of user requests without ever tou
hing the database. We


ould very pre
isely state that we want the database a

essed only, at the most, every 10 se
onds. That's ex
ellent

s
alability, easily a

omplished.
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Debugging

For fun, let's purposely introdu
e an error into our JavaS
ript 
ode: just type some nonsense into the s
riptlet

above. When you refresh the page, you'll see a generi
 error.

Now, tet's enable Pruden
e's debug page. Create a �le named "/appli
ations/wa
kywiki/settings.js�q:

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / s e t t i n g s / ' )

showDebugOnError = true

Restart Pruden
e, and refresh the page. You'll see a lot of useful information to help you understand what went

wrong, in
luding a link dire
tly to your sour
e 
ode. Of 
ourse, you wouldn't want to enable this debug page for

produ
tion systems. Moreover, you might want to show a 
ustom error message instead: Pruden
e 
an do that.

Further Exploration

• Learn more about s
riptlets (page 35).

• We've barely s
rat
hed the surfa
e of Pruden
e's sophisti
ated 
a
hing system (page 42).

• Learn how to a

ept data from the user via HTML forms (page 43).

• Learn about other appli
ation settings (page 31).

• Learn more about the debug page and other debugging features (page 89).

• Learn how to show 
ustom error pages (page 64).

Hello, Fragmented World

As your appli
ation grows, you'll likely have a lot of reusable 
ode. Pruden
e 
an help you manage it.

Let's 
reate a /web/fragments/ dire
tory, and put the following �les in it. Here's "header.html�q:

<html>

<head>

<t i t l e >Wa
ky Wiki</ t i t l e >

</head>

<body>

<h1>Wa
ky Wiki</h1>

Here's "footer.html�q:

</body>

</html>

And here's "entry.html�q:

<h2><%= entry . t i t l e %></h2>

<p><%= entry . 
ontents %></p>

We 
an now edit our original "/web/dynami
/index.html�q using spe
ial "<%& . . . %>�q in
lude s
riptlets:

<%& '/ header / ' %>

<p>Hel lo , world ! Wel
ome to Wa
ky Wiki .</p>

<%

do
ument . 
a
heDurat ion = 10000

var entry = {

t i t l e : ' I Love Pruden
e ' ,


ontents : ' This i s a l ove l e t t e r to Pruden
e ( fragmented ) . ' }

%>

<%& '/ entry / ' %>

<%& '/ f o o t e r / ' %>

We 
an use the same fragments in other pages, too. Let's 
reate "/web/dynami
/home.html�q:
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<%& '/ header / ' %>

<p>This i s the home wik i .</p>

<%

do
ument . 
a
heDurat ion = 10000

var entry = {

t i t l e : 'Wiki Home' ,


ontents : ' This wik i page i s empty . ' }

%>

<%& '/ entry / ' %>

<%& '/ f o o t e r / ' %>

Note that this page is available under the URL http://lo
alhost:8080/wa
kywiki/home/. Pruden
e by default

ignores �lename extensions for URLs and requires trailing slashes, leading to prettier, more 
oherent URLs for

users.

Ca
hing Fragments

Fragments help organize your 
ode, but they also o�er another advantage: be
ause Pruden
e 
a
hes ea
h fragment

individually, you 
an have 
ertain parts of your pages 
a
hed longer than others. Moreover, you 
an alter the 
a
he

key to make sure that you are not 
a
hing di�erent versions of the fragments per URL. This is a more advan
ed

topi
, but we'll provide a qui
k preview of it example below for our "header�q and "footer�q fragments. The 
a
he

key pattern we will use ensures that the fragment is 
a
hed just on
e per appli
ation name ("{an}�q) and do
ument

name ("{dn}�q). This is appropriate for our 
ase, be
ause "index.html�q and "home.html�q never 
hange their


ontent for whatever Wa
ky Wiki page they're in. If they did 
hange, we 
ould leave the 
a
he pattern at its

default, or otherwise tweak it. Maximum e�
ien
y here for maximum s
alability.

So, here's the new "header.html�q:

<html>

<head>

<t i t l e >Wa
ky Wiki</ t i t l e >

</head>

<body>

<%

do
ument . 
a
heDurat ion = 300000

do
ument . 
a
heKeyPattern = '{an } |{dn} '

%>

And "footer.html�q:

</body>

</html>

<%

do
ument . 
a
heDurat ion = 300000

do
ument . 
a
heKeyPattern = '{an } |{dn} '

%>

You won't see any signi�
ant di�eren
e in your appli
ation's behavior with your single browser, but for heavy

fragments in large produ
tion appli
ations serving many thousands of 
on
urrent users the savings 
an be dramati
.

Libraries

Pruden
e further helps reusability by easily allowing 
ode libraries. Libraries are sour
e 
ode �les with fun
tions,


lasses, et
., that you'll want to reuse in your s
riptlets and in other Pruden
e 
ode.

Let's 
reate an "/appli
ations/wa
kywiki/libraries/�q dire
tory, and put "wikidata.js�q in it:

f un
 t i on getWikiEntry ( id ) {

// (Note the fo r 
 ed 
onve r s i on to JavaS
r ipt s t r i n g )

swit
h ( S t r ing ( id ) ) {


ase ' index ' :

re turn {
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t i t l e : ' I Love Pruden
e ' ,


ontents : ' This i s a l ove l e t t e r to Pruden
e ( from

the database ) . ' }


ase 'home ' :

re turn {

t i t l e : 'Wiki Home' ,


ontents : ' This wik i page i s empty ( from the

database ) . ' }


ase ' todo ' :

re turn {

t i t l e : ' Things to Do' ,


ontents : ' Nothing to do r i gh t now ( from the

database ) . ' }

d e f au l t :

re turn {

t i t l e : q ,


ontents : q}

}

}

(This is just a silly example: in a real appli
ation, you'll probably be fet
hing your wiki entries from a data

store. )

Here is our new "index.html�q page:

<%& '/ header / ' %>

<p>Hel lo , world ! Wel
ome to Wa
ky Wiki .</p>

<%

do
ument . exe
ute ( ' / wik idata / ' )

var entry = getWikiEntry ( ' index ' )

%>

<%& '/ entry / ' %>

<%& '/ f o o t e r / ' %>

We'll leave it as an exer
ize to you to make similar 
hanges to "home.html�q.

Note the use of "do
ument.exe
ute�q here: this is a Pruden
e API that lets you run 
ode from /libraries/.

We're using it here be
ause the JavaS
ript language doesn't have it's own in
lude fa
ility. However, if you're using

Pruden
e for Python, Ruby, PHP or Clojure, you 
an use those language's natural in
lusion fa
ilities: "import�q,

"require�q, et
. The /libraries/ dire
tory is automati
ally added to your in
lusion path. Note that Groovy has the

same limitation as JavaS
ript in this respe
t, so just use "do
ument.exe
ute�q there.

Further Exploration

• Learn more about 
a
he key patterns (page 73).

• Learn more about do
ument.exe
ute (page 76).

• Learn more about how Pruden
e makes your URLs pretty (page 60).

Hello, Captured World

Creating a �le per URL 
an only take you so far. For example, in our Wa
ky Wiki we had "index.html�q and

"home.html�q, but we wouldn't want to 
reate a �le per wiki entry. What if we had a million entries?

The pages are generi
 enough that they 
ould be generated by the same 
ode. And so, Pruden
e has a feature


alled "
apturing�q that lets you use one �le to handle many URLs: we 
an "
apture�q URLs that �t a generi


URL pattern into a single �le.

Let's 
apture our wiki URLs! First, let's 
reate the generi
 page, "/web/dynami
/wiki.html�q:

<%& '/ header / ' %>

<p>Hel lo , world ! Wel
ome to Wa
ky Wiki .</p>

<%
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do
ument . exe
ute ( ' / wik idata / ' )

var entryID = 
onver sa t i on . l o 
 a l s . get ( ' entry id ' )

var entry = getWikiEntry ( entryID )

%>

<%& '/ entry / ' %>

<%& '/ f o o t e r / ' %>

You see that we're expe
ting the "
onversation lo
als�q to 
ontain the a
tual entry ID. This will be supplied by

Pruden
e's 
apturing.

Now, let's 
apture by 
reating "/appli
ations/wa
kywiki/routing.js�q in our appli
ation's root dire
tory:

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

route r . 
apture ( ' / wik i /{ ent ry id }/ ' , '/ wik i / ' )

Note that you have to restart Pruden
e in order for your "routing.js�q to take e�e
t. Then,

try to a

ess http://lo
alhost:8080/wa
kywiki/wiki/home/, http://lo
alhost:8080/wa
kywiki/wiki/index/ and

http://lo
alhost:8080/wa
kywiki/wiki/todo/.

We are 
apturing all URLs in the form of "wiki/. . . /�q into `/web/dynami
/wiki.html�q, where the ellipsis


ould be any URL segment. We send all these URLs to one �le, internally named "wiki/�q. (It's a
tually our

"wiki.html�q from above: remember, Pruden
e always ignores �lename extensions and requires a trailing slash.)

That URL segment is also 
aptured by Pruden
e and sent as a spe
ial 
onversation lo
al value named "entryid�q.

We 
an also edit our "index.html�q to be a simple stub to display the "index�q wiki page:

<%


onver sa t i on . l o 
 a l s . put ( ' entry id ' , ' index ' )

do
ument . i n
 lude ( ' / wik i / ' )

%>

Further Exploration

• Learn more about 
apturing (page 61).

• Learn more about the "routing.js�q �le (page 31).

• Learn how to write URI patterns for (page 68).

• Learn more generally about Pruden
e's elaborate routing system (page 58).

• Learn about 
onversation lo
als and other ways of sharing state in Pruden
e (page 86).

Hello, REST of the World

Introdu
tion: What's REST?

Pruden
e is designed from the ground up around REST ("Representational State Transfer�q) prin
iples, a term


oined by Roy Fielding in Chapter 5 of his 2000 dissertation. Fielding's analysis per
eptively identi�ed the key

features of the Internet infrastru
ture that have made the World Wide Web and email proto
ols s
ale so well

horizontally. His 
on
lusions have helped us make better use of available te
hnology, and have generally inspired

more pra
ti
al approa
hes to the problem of sharing state in diverse, distributed environments.

In "The Case for REST�q (page 5), we show how REST suggests a "resour
e-oriented ar
hite
ture.�q The

"resour
e�q is the thing that lies behind the Internet URL. REST resour
es you are already familiar with in
lude

HTML pages, images, videos�everything we see in the World Wide Web. But resour
es 
an also be thought of

more logi
ally as blog entries, so
ial networking pro�les, inventory items in a store or warehouse, et
. Moreover,

you should think about resour
es as single things with multiple representations. An HTML web page might be

one representation, but we 
an represent the same resour
es in any format, whether it's meant for dire
t human


onsumption, su
h as PDF or plain text, or a format that 
an be 
onsumed by software, su
h as XML, JSON and

proprietary binary formats.

The ubiquitous HTTP supports sophisti
ated negotiation of representational formats between the 
lient and

the server, and also multiple operations on resour
es: in addition to GET and POST, whi
h are 
ommonly used

in HTML forms, you 
an also PUT new resour
es where none were before and DELETE existing resour
es. This

makes HTTP an attra
tive proto
ol for distributed appli
ations�and, of 
ourse, it's already there, deployed and

ready for you to build upon.
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Your First Resour
e

In Pruden
e, 
reating a RESTful resour
e is as easy as 
reating a dynami
 web page.

Create an "/appli
ations/wa
kywiki/resour
es/�q dire
tory to host your resour
es. Then, 
reate an "entry.js�q

�le in it:

f un
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

return ' Hel lo , REST o f the World ! '

}

The "media type�q mentioned in the 
ode is just an abstra
t way to refer to MIME types, whi
h are a standard

way to name representation formats in the Internet. (A
tually, they were originally used to identify the format of

email atta
hments.)

Point your browser to http://lo
alhost:8080/wa
kywiki/entry/ to see your �rst resour
e. Not very interesting,

is it? Let's add support for another representation format:

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )


onve r sa t i on . addMediaTypeByName ( ' t ex t /html ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

i f ( 
onve r sa t i on . mediaTypeName == ' tex t /html ' ) {

return '<html><h1>Hel lo , <i>REST</i> o f the World!</h1></html>'

}

return ' Hel lo , REST o f the World ! '

}

Refresh you browser, and now you should see your resour
e represented as snazzy HTML. Be
ause desktop web

browsers announ
e, in their HTTP requests, that they prefer HTML, and Pruden
e properly negotiated the 
orre
t

format from among those we stated in our handleInit fun
tion, we 
ould give the 
lient what it wanted.

You First Real Resour
e

OK, enough saying hello to the world! Let's 
reate a resour
e that a
tually does something useful in Wa
ky

Wiki. We're assuming here that you 
reated the "/libraries/wikidata.js�q we introdu
ed previously. Here's our new

"entry.js�q:

do
ument . exe
ute ( ' / wik idata / ' )

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )


onve r sa t i on . addMediaTypeByName ( ' t ex t /html ' )


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var entryID = 
onver sa t i on . l o 
 a l s . get ( ' entry id ' )

var entry = getWikiEntry ( entryID )

swit
h ( S t r ing ( 
onve r sa t i on . mediaTypeName ) ) {


ase ' app l i 
 a t i on / json ' :

re turn '{" t i t l e " : " ' + entry . t i t l e + '" , " 
ontents " : " ' +

entry . 
ontents + '"} '


ase ' t ex t /html ' :

re turn '<html><h1>' + entry . t i t l e + '</h1><p>' + entry .


ontents + '</p></html>'
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de f au l t :

re turn entry . t i t l e + '\n ' + entry . 
ontents

}

}

For this to work for all wiki entry URLs, we also have to "
apture�q them, using the method we learned above.

Here's our updated "routing.js�q:

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

route r . 
apture ( ' / entry /{ ent ry id }/ ' , '/ entry / ' )

route r . 
apture ( ' / wik i /{ ent ry id }/ ' , '/ wik i / ' )

You need to restart Pruden
e for this new "routing.js�q to take e�e
t. Then, you'll be

able to see HTML representations of your wiki entries at http://lo
alhost:8080/wa
kywiki/entry/index/,

http://lo
alhost:8080/wa
kywiki/entry/home/ and http://lo
alhost:8080/wa
kywiki/entry/todo/.

But, what about those JSON representations? We'll get to them in the next se
tion.

"AJAX�q

Modern web browsers are more than 
onsumers of HTML, images and other formats available via plugins (PDF,

Flash, et
.). With their internal JavaS
ript engines, the are adequate RESTful 
lients. We'll use that feature to

a

ess our resour
e.

A

essing RESTful resour
es from within web browsers is sometimes 
alled AJAX, whi
h stands for "A
tive

JavaS
ript and XML.�q In this example, we're preferring the more 
ompa
t JSON format over XML, so perhaps

we should 
all it "AJAJ�q? Well, the end result is the same.

If you've ever worked with JavaS
ript in web browsers, you know how painful it is to write 
ode that runs well

on all major web browsers. For this example, we'll avoid that pain by using the 
ross-browser jQuery library, whi
h

is freely hosted by Google.

Let's add some AJAX magi
 to our "index.html�q:

<html>

<head>

<s 
 r i p t type="tex t / j a v a s 
 r i p t " s r 
="http :// ajax . g oog l e ap i s . 
om/ajax / l i b s /

jquery /1 . 4 . 2 / jquery . j s "></s 
 r i p t >

</head>

<body>

<p>Enter wik i page name:</p>

<p><input id="ent ry id"></input></p>

<p><button id="f e t 
h">Fet
h !</button></p>

<h2 id=" t i t l e "></h2>

<p id="
ontent"></p>

<s
 r i p t >

$ ( do
ument ) . ready ( fun
 t i on ( ) {

$( '# fet
h ' ) . 
 l i 
 k ( fun
 t i on ( ) {

$ . ajax ({

type : 'GET' ,

u r l : ' entry / ' + $( '# entry id ' ) . va l ( ) + '/ ' ,

dataType : ' j son ' ,

s u 
 
 e s s : f un
 t i on ( entry ) {

$( '# t i t l e ' ) . t ex t ( entry . t i t l e ) ;

$( '# 
ontent ' ) . t ex t ( entry . 
ontents ) ;

}

}) ;

}) ;

}) ;

</s 
 r i p t >

</body>

</html>
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We 
urrently support three entry names: "index�q, "home�q and "todo�q. Type any of them into the input

box, and 
li
k "Fet
h!�q. You should see the results displayed in your browser. Make sure to use Firebug to see the

browser 
ommuni
ating with your resour
e.

This little example might not seem too ex
iting, but think of what's going on here: Pruden
e is giving the web

browser "raw�q data, whi
h it 
an then represent in sophisti
ated ways. The burden of rendering the user interfa
e

has moved from the server to the 
lient, allowing for an improved user experien
e on modern browsers, and more

room for your server to s
ale.

But there's a lot more to REST than AJAX: 
lients for your raw JSON data 
an be full-blown desktop appli-


ations, mobile phone apps, and even other servers on the network (perhaps also powered by Pruden
e). Taken

together, your resour
es 
an be 
onsidered an API. In fa
t, a ri
h, RESTful API 
an be a valuable Internet produ
t

in itself. You 
an do great things without serving a single web page.

We'll repeat it, be
ause it does get 
onfusing: In the 
ode segment above, the JavaS
ript is running in

your browser, while in all the previous examples we had JavaS
ript running in Pruden
e. The language

is the same, but the programming environment is vastly di�erent. In the browser, you have a

ess to

the DOM and browser servi
es. In Pruden
e, you have the Pruden
e API (page 70) as well everything

in the JVM. We think it's ni
e to be able to write your web appli
ation in a single language, whether

it's on the 
lient or the server, but if you �nd it 
onfusing, go ahead and use any of the other Pruden
e

�avors: Python, Ruby, PHP, Clojure or Groovy.

P.S. You may have noti
ed that we've used semi
olons at the end of statements on our 
lient 
ode.

Semi
olons are optional in the JavaS
ript language, but many experts re
ommend you use them anyway

in web browsers, be
ause many 
ode analysis and 
ompression tools expe
t them. Sin
e there's no need

to 
ompress your server-side 
ode, we re
ommend you follow your own preferen
e there. We happen to

prefer no semi
olons.

Reader Meets Author

Though we won't 
over it in this tutorial, with Pruden
e�and HTTP, and AJAX�you 
an also a

ept data from

the 
lient into your resour
e. Use handlePut to 
reate entirely new resour
es at the URL identi�ed by the 
lient.

For example, Wa
ky Wiki 
lients 
an send you JSON data via a PUT, whi
h you 
an then parse and save in the

database as a new wiki entry. There's also handlePost, used to update existing resour
es, and handleDelete for

getting rid of them.

Safe and Sound

Worried about unauthorized a

ess to your data? Pruden
e has a friendly API for 
ookies, and allows for sophisti-


ated authenti
ation me
hanisms and se
ure 
onne
tions.

Further Exploration

• Learn all about resour
es (page 45).

• Learn how to a

ess any RESTful resour
e from Pruden
e (page 78).

• Learn about 
ookies (page 83).

• Learn about se
ure 
onne
tions (page 28).

What Next?

The best way to learn Pruden
e is by 
reating your own appli
ations. Why not turn Wa
ky Wiki into the next

Internet hit, or into an online dis
ussion board for your organization?

Furthermore, Pruden
e 
omes with example 
ode, and even a 
omplete, data-driven, RESTful appli
ation:

Sti
ksti
k. Sti
ksti
k is a shared, online bulletin board on whi
h anyone 
an post notes for everyone else to see. You


an move notes around and delete them. The Sti
ksti
k sour
e 
ode demonstrates how you 
an save your resour
e

data into a SQL database, s
alable handling of 
onditional HTTP, and even a few AJAX tri
ks.

And then there's the Pruden
e Manual: very detailed, and available online in what we hope is a friendly,

easy-to-use format. A PDF of it is in
luded with all Pruden
e �avors, ready to print out or read on your e-reader.
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Finally, make sure to join the Pruden
e Community online, to ask questions, 
ontribute ideas and see how others

are making good use of Pruden
e. And please report any bugs and make suggestions for improvement!

Before you run o� to play with Sti
ksti
k, we'll mention just two important features that weren't 
overed in the

tutorial:

Filters

Pruden
e lets you write 
ode that will �lter every in
oming and outgoing request. This makes it easy to do a wide

variety of general work su
h as authenti
ating, sanitizing, transformation/en
oding, monitoring, throttling, 
a
hing,

pro
essing, et
. See �lters (page 52) for 
omplete do
umentation.

Tasks

Pruden
e lets you write and run tasks asyn
hronously, and even to s
hedule them using a 
rontab-like 
on�guration

�le. This is very useful for maintenan
e work su
h as releasing unused 
onne
tions and sessions, for sending email

reminders and administrative alerts, for monitoring servi
es, et
. See tasks (page 54) for 
omplete do
umentation.

Overview 2.0

This se
tion will provide you with a bird's-eye view of all of Pruden
e's aspe
ts and features, with links to the

in-depth do
umentation.

For a hands-on approa
h to building an appli
ation from the ground up, see the tutorial.

Pruden
e Is Really REST

Most frameworks are fun
tion-oriented: they 
onne
t a URL to a fun
tion that pro
esses the user's request and

generates a representation. The most minimal frameworks do this dire
tly. The more elaborate provide you with a

fun
tional dispat
hing layer that enfor
es a standard, 
on�gurable spa
e. This layer is often 
alled a �
ontroller,�

and is the 
ore of the Model-View-Controller pattern: on the one side you have �models,� and on the other there

are �views,� whi
h are the dynami
ally generated representations sent to the 
lient. MVC is attra
tive be
ause the

plumbing is all handle by the 
ontroller: you just have to 
on�gure it. But it's also not very attra
tive, be
ause


on�guration 
an only take you so far. In any non-trivial appli
ation you do 
are about the plumbing, and may �nd

yourself having to ha
k deep into the 
ontroller implementation of your framework. This is not fun, and the results

are often awkward 
ompromises. It's indeed from this perspe
tive that extreme minimalist frameworks, su
h as

Sinatra and Node.js are rising in popularity: developers would rather implement the plumbing on their own rather

than have to �ght with someone else's.

But the plumbing is anything but trivial. More often than not, the do-it-yourself approa
h 
onveniently passes

over the hard parts of HTTP, even though they are very rewarding: 
ontent negotiation, 
onditional requests,

linking 
lient-side 
a
hing to server-side 
a
he ba
kends. Minimalism is aestheti
ally, but you end up throwing the

baby out with the bathwater.

Pruden
e takes a fresh look at the problem. In some ways, it's more like the �big� frameworks, in that it

implements a 
on�gurable 
ontroller layer of sorts. But, it's not MVC: in Pruden
e, the model is the view. This

singular 
on
ept is 
alled a �resour
e,� and we 
all working with resour
es a �resour
e-oriented ar
hite
ture.� You

may have heard this 
alled REST, but the two 
on
epts are one and the same: �resour
e-oriented� 
omes at it from

the appli
ation level, while REST looks at the same ar
hite
ture from its infrastru
ture.

This doesn't mean that Pruden
e 
an't do traditional MVC. In fa
t, this manual in
ludes a whole 
hapter on

how to do MVC with Pruden
e, without losing most of the bene�ts of REST. At the same time, it en
ourages

you to take a step ba
k and look at your problem from a resour
e-oriented approa
h. Mixing both approa
hes for

di�erent parts of your appli
ation 
an work very well.

One of the 
onsequen
es of REST is that a fun
tion-oriented paradigm isn't good enough, be
ause a �resour
e�

is 
on
eptually stateful, not fun
tional. �Fun
tions� in REST are no more and no less than the limited set of HTTP

verbs: GET, POST, PUT, DELETE (and a few minor others), whi
h a
t upon your resour
es. It ends up being

more like simple edge 
ase of �obje
t,� as the term is used in obje
t-oriented ar
hite
ture: we're en
apsulating state

with fun
tionality, but the fun
tionality is always the same. What this means is that Pruden
e is a
tually very

minimal after all: you 
onne
t a URL to a �resour
e� (instead of a fun
tion) with a standard, simple interfa
e, and

the entire Pruden
e framework � and, indeed, the entire infrastru
ture of the Internet � is optimized for that one

task.
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It's that last part that makes REST espe
ially ex
iting: instead of abstra
ting away HTTP, like so many


onventional web development frameworks have attempted with mixed su

ess, in Pruden
e you are embra
ing

HTTP. Out in the open, not hidden away from you from your framework, you might be surprised to dis
over how

well thought-out, ri
h and s
alable this proto
ol is. After all, it runs the biggest appli
ation ever 
reated: the world

wide web.

Installing and Running

A single Pruden
e instan
e is 
alled a �
ontainer,� and it is installed and managed by a tool 
alled Sin
erity. With

Sin
erity, you 
an install Pruden
e into any dire
tory, manage additional features, and add third-party libraries.

You 
an 
reate as many 
ontainers as you want: simply delete them the dire
tory if you have no need for them

anymore. Containers make it easy to test new ideas, develop and deploy your �nal produ
t.

A Pruden
e 
ontainer runs as a single multithreaded JVM pro
ess. In runtime, it is manifested as a single

REST �
omponent.� It's important to understand that a single 
omponent 
an be atta
hed to several HTTP

servers, running on di�erent ports, and support many appli
ations running on many virtual hosts (domain names).

This means that a single Pruden
e 
ontainer, indeed a single pro
ess, 
an happily handle many sites and servi
es

simultaneously. The RAM and CPU footprint is so slim that you may be surprised at how mu
h you 
an do with

a single Pruden
e instan
e.

That said, Pruden
e provides tools for letting you easily hook up many running instan
es into a 
luster. This

lets you share data and farm tasks between several running instan
es, whether they are running in a single ma
hine

or in a grid (�
loud�). This feature is 
ru
ial, of 
ourse, for s
alability and robustness.

Here's an example of a deployment topology for a high-volume web servi
e:

[Drawing: several 
omponents, ea
h with multiple servers and apps, distributed globals and tasks.℄

The Stru
ture of a Container

After you install the Pruden
e skeleton into a 
ontainer, you will have the following dire
tory stru
ture:

/
omponent/

/
omponent/servers/

/
omponent/
lients/

/
omponent/servi
es/

/
omponent/appli
ations/

/libraries/jars/

/libraries/s
ripturian/

/libraries/web/

/
on�guration/logging/

/
on�guration/servi
e/

/
on�guration/hazel
ast.
onf

The Stru
ture of an Appli
ation

default.js

do
ument . exe
uteOn
e ( ' / s i n 
 e r i t y / 
onta ine r / ' )

do
ument . exe
uteOn
e ( ' / pruden
e/ rout ing / ' )

var app = new Pruden
e . Routing . Appl i 
at ion ( )

S i n 
 e r i t y . Container . exe
ute ( ' s e t t i n g s ' )

S i n 
 e r i t y . Container . exe
ute ( ' rout ing ' )
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app = app . 
 r e a t e ( 
omponent )

// Re s t l e t s

S i n 
 e r i t y . Container . exe
uteA l l ( ' r e s t l e t s ' )

settings.js

app . s e t t i n g s = {

d e s 
 r i p t i o n : {

name : ' Pruden
e Example ' ,

d e s 
 r i p t i o n : 'The example app l i 
 a t i on f o r the Pruden
e ske l e ton ' ,

author : ' Three Cr i
kets ' ,

owner : ' Pruden
e '

} ,

e r r o r s : {

debug : true ,

homeUrl : ' http : // t h r e e 
 r i 
 k e t s /pruden
e / ' , // Only used when debug=f a l s e


onta
tEmai l : ' i n f o�th r e e 
 r i 
 k e t s . 
om ' // Only used when debug=f a l s e

} ,


ode : {

l i b r a r i e s : [ ' l i b r a r i e s ' ℄ , // Handlers and ta sk s w i l l be found here

d e f r o s t : true ,

minimumTimeBetweenValidityChe
ks : 1000 ,

defaultDo
umentName : ' de f au l t ' ,

d e f au l tExtens i on : ' j s ' ,

defaultLanguageTag : ' j a va s 
 r i p t ' ,

sour
eViewable : t rue

} ,

uploads : {

root : ' uploads '

s i z eThre sho ld : 0

} ,

mediaTypes : {

php : ' t ex t /html '

}

}

app.settings.des
ription

app.settings.errors

app.settings.
ode

app.settings.uploads

app.settings.mediaTypes

app.globals

app.sharedGlobals

routing.js

app . hos t s = {

' de fau l t ' : '/ s 
 r i p t u r i a n / ' ,

i n t e r n a l : '/ s 
 r i p t u r i a n / '
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}

app . route s = {

' /∗ ' : [

' e x p l i 
 i t ' ,

' dynami
Web ' ,

{ type : ' 
a
heControl ' , mediaTypes : { ' image/png ' : 60∗5 , ' image/ jpeg ' : 60∗5} , next : [

' stati
Web ' ,

{ type : ' stati
Web ' , root : s i n 
 e r i t y . 
onta ine r . g e t L i b r a r i e sF i l e ( 'web ' ) }

℄ }

℄

}

Reserved strings: �hidden�, �expli
it�, �dynami
Web�, �stati
Web�, �
a
heControl�, �javaS
riptUnifyMinify�,

�
ssUnifyMinify�, ��lter�, �addSlash�, �resour
e�, �
hain�, �
apture�, �impli
it�

There 
an be only one �expli
it� and one �dynami
Web�, but there 
an be many �stati
Web�.

app.hosts

app.routes

app.dispat
h

app.preheat


rontab

/libraries/

/mapped/

/fragments/

Resour
es

There are three kinds of resour
es in Pruden
e:

• Expli
it resour
es. You provide straightforward hooks for the REST verbs, and leave it to Pruden
e

en
apsulate them into a uni�ed resour
e. Pruden
e supports resour
es written in JavaS
ript, Python, Ruby,

PHP, Groovy and Clojure, and provides a ri
h API to help you 
reate and parse representations. There are

two ways to route expli
it resour
es:

� You 
an write your own dispat
h 
ode, giving you full 
ontrol over whi
h resour
e handles whi
h request.

� Just put your 
ode in a single �le in the �/mapped/� dire
tory, and let Pruden
e hook it dire
tly to a

URI.

• Stati
 resour
es. These are �les that are served �as is� to 
lients, meaning only GET is supported, and there

is only one representation. With stati
 resour
es, Pruden
e behaves essentially like a regular web server: you

put the �les in the �/mapped/� dire
tory, and Pruden
e hooks ea
h to a URI. That said, stati
 resour
es are

not entirely trivial, sin
e they may be 
a
hed on the 
lient, and thus support 
onditional requests. Pruden
e

in
ludes tools to help you 
ontrol 
lient-side 
a
hing, as well as 
on�guration of the MIME types reported to

the 
lient.

• Text-with-s
riptlets resour
es. These �les seem like stati
 textual resour
es, ex
ept that they 
an 
ontain

spe
ially demar
ated se
tions of 
ode known as �s
riptlets� (even though they are typi
ally 
ompiled). This

is a powerful way to generate HTML dynami
ally. Pruden
e provides a powerful system for 
a
hing your

representations, so that s
riptlets will not have to be run every time the resour
e is a

essed. It supports

s
riptlets written in JavaS
ript, Python, Ruby, PHP, Groovy, Clojure and Velo
ity, and even lets you mix

s
riptlets of di�erent languages in the same do
ument.
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MVC in Pruden
e

Though the MVC (Model-View-Controller) pattern, in the stri
t sense, �ts rather awkwardly with the REST

paradigm, Pruden
e does make it easy to separate your HTML �view� 
ode from the 
ode that handles your data

�model� and its logi
. This 
an lead to more manageable 
ode.

Pruden
e JavaS
ript Library

The Pruden
e Instan
e

Here we'll des
ribe the dire
tory and �le stru
ture of a Pruden
e instan
e, and how to 
on�gure it.

Subdire
tory Stru
ture

/appli
ations/

This is where you deploy your appli
ations, ea
h o

upying a subdire
tory. Your appli
ation's subdire
tory name

serves as a useful default name for your appli
ation. It is also the default base URL, and the default logging name.

The /appli
ations/ subdire
tory is "zip-aware,�q meaning that zip ar
hives pla
ed here will be automati
ally

expanded.

See Pruden
e appli
ations (page 28) for a 
omplete referen
e.

/
ommon/

This subdire
tory is similar in stru
ture to that of an appli
ation, and a
ts as a shared area for all appli
ations to

use. You 
an thus install libraries, fragments and other resour
es here without having to dupli
ate them in ea
h

appli
ation.

The /
ommon/ subdire
tory is "zip-aware,�q meaning that zip ar
hives pla
ed here will be automati
ally ex-

panded.

See Pruden
e appli
ations (page 28) for more information on how /
ommon/ is used.

/bin/

These shell s
ripts start up the Pruden
e instan
e. Use run.sh for Unix-like operating systems, su
h as Linux, *BSD

and Ma
 OS X, and run.bat for Windows.

In produ
tion environments, it's best to run Pruden
e as a daemon (page 95) in Unix-like systems or a

servi
e in Windows, via a lightweight wrapper.

What the /bin/ s
ripts do is:

1. Set the JVM 
lasspath to in
lude all the JARs in /libraries/

2. Start the JVM

3. Delegate to your /instan
e/ s
ript

/instan
e/

Your Pruden
e instan
e's 
on�guration s
ripts (page 25) go here. You need, at the very least, a "default.*�q s
ript.

/defaults/

The default 
on�guration s
ripts (page 25) for both the Pruden
e instan
e and for appli
ations go here.

/logs/

This is where your rolling logs will appear. Pruden
e logs are highly 
on�gurable and powerful. In parti
ular, your

web.log will show all requests hitting your Pruden
e server, using a standard format that 
an be 
onsumed and

analyzed by many monitoring tools.

See logging (page 90).
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/
on�guration/

There are a few essential 
on�guration �les here.

• logging.
onf: see logging (page 91)

• wrapper.
onf, yajsw.
onf: see "Pruden
e As a Daemon�q (page 95)

• velo
ity.
onf: for Velo
ity, see "Generating HTML�q (page 40)

• hazel
ast.
onf: for Hazel
ast, see Pruden
e 
lusters (page 97) and do
ument.
a
he (page 74)

/libraries/

Here you will �nd Pruden
e's main libraries as well as support libraries. The main /libraries/ subdire
tory is for

Java ar
hives (JARs).

We've named or renamed all Pruden
e JARs a

ording to their main Java pa
kage pre�x, but you do not have

to follow this 
onvention.

Con�guration S
ripts

In Pruden
e, most instan
e and appli
ation 
on�guration �les are written in programming language 
ode, rather

than XML or other 
on�guration formats. This method is sometimes 
alled "bootstrapping�q or just "s
ripting.�q

So, rather than referring to them as "
on�guration �les,�q we'll 
all them "
on�guration s
ripts.�q

S
ripting is powerful. It lets your 
on�guration be dynami
, su
h that the same 
on�guration s
ript might


on�gure things di�erently depending on the a
tual deployment environment and runtime 
ir
umstan
es. For

example, you 
an deploy the same instan
e to a development environment, in whi
h 
ase your instan
e would

start various debugging pro
esses and logs, and a produ
tion environment, in whi
h 
ase it would optimize for

performan
e and s
ale. You 
an even have di�erent optimizations for di�erent deployments. For example, a weak


loud-based instan
e with a single virtual CPU 
ould be use a di�erent HTTP engine from a dedi
ated box with 8


ores and a lot of RAM. With s
ripts, you 
an dynami
ally test for the presen
e of installed optional 
omponents,

et
.

But you 
an do more with 
on�guration s
ripts: anything, in fa
t, that the language and its libraries allow you.

You 
an start external servi
es, log startup errors, notify monitoring daemons, et
.

Pruden
e's 
on�guration s
ripts are designed to fall ba
k on default s
ripts, whi
h are all in the /defaults/

subdire
tory. These idea is for these s
ripts to handle 
on�guration sensibly, as would be appropriate, or good

enough, for most 
ommon use 
ases. You 
an do a lot with Pruden
e without 
hanging any of these default s
ripts!

The 
ommon way to override any default s
ript is to 
reate your own version, exe
ute the default s
ript �rst,

and then apply your overrides. You 
an also not exe
ute the default s
ript, and instead handle things your own

way. You 
an edit the defaults dire
tly to apply 
hanges a
ross the board: they are all simple, straightforward

s
ripts.

The disadvantage of 
on�guration by s
ript is more limited portability. For example, if you write your 
on�g-

uration s
ripts in Ruby, they will not work in Pruden
e for Python�unless you manually install Python support.

If you want to support all Pruden
e �avors, you would have to in
lude s
ripts for all languages.

Another disadvantage, for now, is that you will need to restart the Pruden
e instan
e for 
hanges in

your 
on�guration s
ripts to take e�e
t. This is true for Pruden
e 1.1: we plan to support "hot�q


on�guration in a future version of Pruden
e.

For the purposes of this manual, we'll use the "�lename.*�q for 
on�guration s
ript names. To get the a
tual s
ript

�le name, repla
e the "*�q with the �lename extension appropriate for your Pruden
e �avor: "js�q for JavaS
ript,

"rb�q for Ruby, "py�q for Python, et
.

/defaults/

Here you'll �nd the default s
ripts used in /instan
e/ and /appli
ations/. Generally, you won't want to edit

the /defaults/ s
ripts dire
tly, but instead override them there. Pruden
e tries to make 
on�guration easy by

implementing sensible default behavior with a straightforward override me
hanism: simply exe
ute the /defaults/

s
ript and then apply your own 
ode. It's always a good idea to at least look at the 
ode in the /defaults/ s
ripts

so you 
an pre
isely understand what you're overriding.
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Here's an overriding example in the JavaS
ript �avor. We'll override the default 
a
he installed in the 
omponent

by 
reating a "/instan
e/
omponent.js�q s
ript:

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / in s tan
e /
omponent / ' )

// Repla
e d e f au l t 
a
he with a Hazel
ast−based 
a
he

importClass (
om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he . Hazel
astCa
he )


omponent . 
ontext . a t t r i b u t e s . put ( ' 
om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he ' ,

new Hazel
astCa
he ( ) )

Rather than explain the role of individual /defaults/ s
ripts here, we will refer to them as they are used in the

se
tions below.

/instan
e/

This is where the Pruden
e instan
e gets initialized. The instan
e is the overall 
ontainer whi
h manages the servers

and the appli
ations.

/instan
e/default.*

This is the only required instan
e 
on�guration s
ript, and is the entry point for Pruden
e. Usually, all it does is

simply exe
ute /defaults/instan
e/, whi
h bootstraps the Pruden
e instan
e.

You'd likely prefer to override the other 
on�guration s
ripts. Override "/instan
e/default.*�q if you want to

do things after everything else in the instan
e has been initialized.

The default s
ript does the following:

1. Prints the Pruden
e wel
ome message to the 
onsole

2. Sets up logging, in
luding applying /
on�guration/logging.
onf

3. Exe
utes /instan
e/
omponent/ or /defaults/instan
e/
omponent/

4. Exe
utes /instan
e/
lients/ or /defaults/instan
e/
lients/

5. Exe
utes /instan
e/routing/ or /defaults/instan
e/routing/

6. Exe
utes /instan
e/servers/ or /defaults/instan
e/servers/

7. Starts the 
omponent

8. Submits bootstrap tasks for exe
ution

/instan
e/
omponent.*

The "
omponent�q in REST terminology refers to the highest-level 
ommuni
ation abstra
tion: the network is

made of "
omponents�q 
ommuni
ating with other "
omponents.�q Every Pruden
e instan
e is in essen
e a single


omponent, whi
h 
an in
lude multiple servers and 
lients.

Override this s
ript to 
hange the way the 
omponent is 
reated. In parti
ular you might want to 
hange the

default 
a
he ba
kend or exe
utor.

The default s
ript does the following:

1. Creates a Restlet 
omponent

2. Con�gures its logServi
e

3. Sets its statusServi
e to be a DelegatedStatusServi
e

4. Creates a global thread pool exe
utor, whi
h is used for appli
ation.task (page 71)

5. Creates a 
a
he 
hain with a Hazel
ast 
a
he, used for do
ument.
a
he (page 74)
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/instan
e/
lients.*

Override this s
ript to add more 
lients to your 
omponent.

The default s
ript adds �le and HTTP 
lients. The �le 
lient is required for stati
 web support, and also for

you to a

ess �les on your �lesystem as REST resour
es. The HTTP 
lient is required for you to a

ess external

REST resour
es on the web.

Con�guration parameters for 
lients are do
umented in the HttpClientHelper.

/instan
e/routing.*

Override this s
ript to 
hange the way the 
omponent initializes its routing. Be
ause this s
ript delegates to

/instan
e/hosts/ and to your /appli
ations/, it's more likely that you'll want to override those.

The default s
ript does the following:

1. Exe
utes /instan
e/hosts/ or /defaults/instan
es/hosts/

2. Initializes all appli
ations in /appli
ations/ (this list is a

essible as

"
om.three
ri
kets.pruden
e.appli
ations�q in the 
omponent's 
ontext)

3. If there are no appli
ations, the Pruden
e instan
e is terminated

/instan
e/hosts.*

Virtual hosting allows you to serve multiple web sites from a single 
omponent. You 
an 
on�gure individual

appli
ations to atta
h one or more hosts, and to have di�erent base URLs on ea
h of these hosts. Pruden
e allows

you to 
reate virtual hosts for multiple domain names and HTTP ports, using simple expressions and wild
ards.

See virtual hosts (page 59).

By default, an "allHosts�q virtual host is 
reated, and set as the 
omponent's default host, whi
h in turn all

appli
ations atta
h to by default. "allHosts�q a

epts all in
oming requests, to any domain name, to any port.

Override this s
ript to 
reate additional virtual hosts for your 
omponent, and to 
hange the default host.

For example, you might want your Pruden
e 
omponent to only serve requests for "www.mysite.org�q instead

of the permissive "allHosts.�q Or, you might want to serve multiple web sites with di�erent sets of appli
ations on

ea
h.

The default s
ript does the following:

1. Creates the "allHosts�q virtual host

2. Sets it as the 
omponent's default host

/instan
e/servers.*

Servers do the low-level work of listening to a port, a

epting requests, and returning responses a

ording to

supported proto
ols. Pruden
e 
urrently supports your 
hoi
e among various HTTP server te
hnologies: Jetty,

Grizzly, Netty and an "internal�q 
onne
tor. To 
hange the HTTP server te
hnology, you have to add its JARs to

/libraries/. See the Restlet do
umentation for more information.

You 
an 
reate as many servers as you need to listen on multiple ports. Remember that routing is a
tually

handled by virtual hosts, not the servers. So, if you have servers on ports 8081, 8082, and 8083, and your appli
ations

all atta
h to "allHosts,�q then the appli
ations will be available on all ports. To limit appli
ations to spe
i�
 ports,

you will need to 
reate additional virtual hosts. See virtual hosts (page 59).

Override this s
ript to 
hange the default port (8080) or add additional servers on other ports.

The default s
ript does the following:

1. Creates an HTTP server on port 8080, with support for the X-FORWARDED-FOR header used by proxies

2. Prints out information about this server
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Se
ure Servers (https) If you are using a load balan
er or another kind of proxy (page 96), it makes more sense

to handle se
ure 
onne
tions there. See the example there on how to do this with Perlbal.

Note, though, that if you want to handle se
ure requests di�erently in Pruden
e, you must allow for some way

to distinguish them. This 
an easily be done by 
reating a separate non-se
ure server to whi
h the proxy would

send se
ure requests. You 
an then use virtual hosts (page 59) or other kinds of routing to send requests to di�erent

appli
ations or resour
es. Alternatively, you 
ould 
he
k for the referen
e (page 79) in 
ode. For example:

i f ( 
onve r sa t i on . r e f e r e n 
 e . s
hemeProto
ol . name == 'HTTPS' ) {

. . .

}

Pruden
e 
an also handle se
ure 
onne
tions itself. Here's an example "/instan
e/severs.js�q:

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / in s tan
e / s e r v e r s / ' )

// Create s e 
ure s e r v e r l i s t e n i n g on the d e f au l t HTTPS port (443)

var s e 
ureSe rve r = new Server ( Proto
o l .HTTPS, 443)

s e 
ureSe rve r . name = ' se
ure '


omponent . s e r v e r s . add ( s e 
ureSe rve r )

// Conf igure i t to use our s e 
 u r i t y keys

s e 
ureSe rve r . 
ontext . parameters . add ( ' keystorePath ' , '/ path/pruden
e . jks ' )

s e 
ureSe rve r . 
ontext . parameters . add ( ' keystorePassword ' , ' mykeystorepassword ' )

// s e
ureSe rve r . 
ontext . parameters . add ( ' keyPassword ' , 'mykeypassword ' )

// Add support f o r the X−FORWARDED−FOR header used by prox i e s

s e 
ureSe rve r . 
ontext . parameters . add ( ' useForwardedForHeader ' , ' true ' )

See the Restlet Jetty HttpServerHelper do
umentation for more 
on�guration parameters.

The above 
on�guration s
ript assumes the you have a JKS ("Java keystore�q) �le at "/path/pruden
e.jks�q

with your se
urity keys. You 
an 
reate one with the "keytool�q 
ommand that is bundled with most JVMs. For

example:

key too l −keys to r e /path/pruden
e . j k s −a l i a s mykey −genkey −keya lg RSA

When 
reating the keystore, you will be asked provide a password for it, and you may optionally provide a

di�erent password for your key, in whi
h 
ase you need to 
omment out the relevant line in the "servers.js�q above.

(The key alias and key password would be kept if you move the key to a di�erent keystore.)

Su
h self-
reated keys may be useful for 
ontrolled intranet environments, in whi
h you 
an provide 
lients with

the publi
 key, but for Internet appli
ations you will likely want a key 
reated by one of the "
erti�
ate authorities�q

trusted by major browsers. Some of these 
erti�
ate authorities may let your get your key in JKS format. Otherwise,

if they support PKCS12 format, you 
an use keytool (from version 6) to 
onvert it to JKS. For example:

key too l −importkeystore −s r 
 s t o r e t yp e PKCS12 −s r 
 k ey s t o r e /path/pruden
e . pk
s12 −

des tkeys to r e /path/pruden
e . j k s

If you don't even have a

ess to a PKCS12 �le, you 
an 
reate one from your ".key�q and ".
rt�q (or ".pem�q)

�les using OpenSSL:

opens s l pk
s12 −inkey /path/mykey . key −in /path/mykey . 
 r t −export −out /path/

pruden
e . pk
s12

(Note that you must give your PKCS12 a non-empty password, or else keytool will fail with an unhelpful error

message.)

Pruden
e Appli
ations

Pruden
e appli
ations live in the /appli
ations/ subdire
tory, with one subdire
tory per appli
ation. The subdi-

re
tories mentioned below should all be 
onsidered as subdire
tories of an appli
ation subdire
tory. Deploying an

appli
ation to a Pruden
e instan
e involves nothing more than 
reating a subdire
tory here with the appli
ation

�les.
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Deploy by Zip

The /appli
ations/ and /
ommon/ subdire
tories are both "zip-aware,�q meaning that any ar
hive �le with the .zip

extension pla
ed there will automati
ally be unzipped when Pruden
e starts up.

The unzipping will happen again only if the zip's modi�
ation date 
hanges: Pruden
e 
reates a ".properties�q

�le to keep tra
k of the modi�
ation dates.

Zips 
an 
ontain pre-pa
kaged single appli
ations, groups of appli
ations, 
ommon libraries, and even pat
hes

for individual appli
ations. Zip-awareness makes it very easy to pa
kage, deploy and upgrade 
omponents and even

large sites 
ontaining many appli
ations.

We en
ourage you to follow our 
onvention and name your deployable zips with versioning information and the

".pruden
e.zip�q extension, for example "wa
kywiki-1.1.pruden
e.zip�q.

Subdire
tory Stru
ture

Note that these subdire
tory names are defaults, but they 
an be 
on�gured in the appli
ation's settings (page 31).

/web/dynami
/

This is where you'll put your dynami
 HTML �les. By "dynami
�q is meant that they are generated on demand,

su
h that ea
h request 
an potentially produ
e a di�erent, 
a
heable result. Pruden
e has a powerful framework for

embedding programming language 
ode into HTML as "s
riptlets.�q (A
tually, it supports textual formats other

than HTML, su
h as XML, RSS, JSON, et
.) See generating HTML (page 35).

The names of the �les and subdire
tories under /web/dynami
/ atta
h to URLs, with simple intelligen
e to

make it easy for you to 
reate sensible, pretty URL s
hemes. See pretty URIs (page 60) for more information.

/web/stati
/

This subdire
tory works like a standard stati
 web server. Files put here are atta
hed to URLs and a

essible to


lients as is. Pruden
e uses non-blo
king I/O for high performan
e, s
alable delivery of data to 
lients.

The "/
ommon/web/stati
/�q instan
e subdire
tory is used as a fallba
k for �les not found in the appli
a-

tion's "/web/stati
/�q subdire
tory. You 
an thus use "/
ommon/web/stati
/�q to serve stati
 web �les for all

appli
ations.

Like many web servers, MIME types for HTTP headers are automati
ally assigned a

ording to the �lename

extension. For example. ".html�q �les will be sent as "appli
ation/html�q, and ".png�q �les will be sent as

"image/png�q.

The stati
 web subdire
tory will likely "just work�q for you as is. See stati
 web (page 56) for extras, su
h as

adding �lename-extension-to-MIME-type mappings and 
ompressing JavaS
ript/CSS.

/web/fragments/

Your dynami
 pages in /web/dynami
/ 
an in
lude any page fragments from here. The advantage of putting them

here rather than there is that here they will not be atta
hed to URLs. Fragments are normally hidden from users,

visible only if they're in
luded into a page in /web/dynami
/.

The "/
ommon/web/fragments/�q instan
e subdire
tory is used as a fallba
k for �les not found in the appli
a-

tion's "/web/fragments/�q subdire
tory. You 
an thus use "/
ommon/web/fragments/�q to serve web fragments

for all appli
ations.

Fragments allow you to 
ompose 
omplex pages out of reusable building blo
ks. Another important use is for

�ne-grained 
a
hing: ea
h fragment has its own 
a
hing behavior. See generating HTML (page38).

/resour
es/

Whereas the /web/dynami
/ subdire
tory has HTML (or other textual) �les with embedded programming language


ode, /resour
es/ is pure 
ode. This is Pruden
e's most �exible development feature: �les here are atta
hed to

URLs as REST resour
es, 
apable of handling all HTTP verbs and responding with appropriate representations in

any format.

From the perspe
tive of web development, 
onsider that if /web/dynami
/ lets you write HTML-based front

ends for "thin�q 
lients, su
h as simple web browsers, /resour
es/ lets you handle "ri
h�q 
lients, su
h as AJAX,

Flash and other dynami
 platforms.

See resour
es (page 45) for a 
omplete guide.
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/handlers/

Handlers (page 51) work similarly to resour
es, ex
ept that they are mu
h simpler: they are not mapped to URLs.

Instead, they must be expli
itly used for spe
i�
 purposes.

The "/
ommon/handlers/�q instan
e subdire
tory is used as a fallba
k for �les not found in the appli
ation's

"/handlers/�q subdire
tory. You 
an thus use "/
ommon/handlers/�q to install handlers for all appli
ations.

/tasks/

Tasks (page 54) are straightforward s
ripts that 
an be run on-demand or s
heduled to run and spe
i�
 times. They

are straightforward in that, upon exe
ution, the 
ode is simply run as is. There is no parti
ular entry point as with

/resour
es/ or /handlers/.

The "/
ommon/tasks/�q instan
e subdire
tory is used as a fallba
k for �les not found in the appli
ation's

"/tasks/�q subdire
tory. You 
an thus use "/
ommon/tasks/�q to install tasks for all appli
ations.

/libraries/

All your 
ode, whether it's in /resour
es/, /handlers/, /tasks/ or in s
riptlets embedded in /web/dynami
/ and

/fragments/, 
an in
lude 
ode from /libraries/.

Use whatever me
hanism is appropriate for your language: "import�q for Python or Ruby, "use�q for Clojure,

et
. For languages that don't have in
lusion me
hanisms�Groovy, JavaS
ript�you 
an use Pruden
e's in
lusion

me
hanism, do
ument.exe
ute (page 76).

The "/
ommon/libraries/�q instan
e subdire
tory is used as a fallba
k for �les not found in the appli
ation's

"/handlers/�q subdire
tory. You 
an thus use "/
ommon/libraries/�q to install libraries for all appli
ations.

To share sour
e 
ode with all your appli
ations, use the instan
e's /libraries/ dire
tory (page 25).

/uploads/

Files uploaded via HTML forms will be pla
ed here, if they are larger than a 
on�gurable threshold. Otherwise,

they are stored in memory. See 
onversation.form (page 80) for more information.

Note: You need to 
reate this subdire
tory expli
itly for �le uploads to work!

Con�guration S
ripts

The appli
ation's 
on�guration s
ripts are in its base subdire
tory.

Make sure you read the se
tion on 
on�guration s
ripts for the Pruden
e instan
e (page 25) for general guidelines.

/default.*

You'll rarely need to do it, but you 
an also override Pruden
e's default appli
ation bootstrap.

Here you 
an modify an appli
ation's �lename extensions to media type mappings. An example "default.js�q:

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / ' )

app l i 
 a t i on In s t an 
 e . metadataServi
e . addExtension ( ' jsp ' , MediaType .TEXT_HTML)

/settings.*

Here you 
an override some of Pruden
e's defaults for your appli
ation, su
h as the subdire
tory stru
ture detailed

here, the default URLs, in
lude some distribution information, 
on�gure the logging name, et
.

You 
an also add your own runtime settings for your 
ode to use, su
h as database usernames and passwords.

See the settings se
tion (page 31) for full detail on overrides and default settings.
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/routing.*

The settings �le gives you some 
ontrol over the default URLs, but here you 
an manipulate them extensively.

Your routing tools are very powerful, in
luding redire
tion based on URL patterns, regular expressions, and route

s
oring.

In parti
ular, this is where you install URL patterns for your resour
es. For example, you 
an atta
h /item/{id}/

to your item resour
e, and have "id�q automati
ally extra
ted from the URL.

This is also where you 
an atta
h your own 
ustom (non-Pruden
e) resour
es to URLs. A
tually, anything that's

a "restlet�q will do, be
ause Pruden
e uses Restlet for its resour
e routing. See the se
tion on integrating 
ustom

restlets (page 99).

See routing (page 58).

/appli
ation.*

Use this to install non-Pruden
e Restlet appli
ations into Pruden
e. By default, Pruden
e 
reates a

Pruden
eAppli
ation, but you 
an override that 
reation in this �le. See the se
tion on integrating Restlets (page

99).

/
rontab

This is the 
on�guration �le that not a s
ript. It lets you s
hedule tasks to run at 
ertain 
alendri
al times. See

tasks (55).

Settings

Ea
h appli
ation's subdire
tory name under the /appli
ations/ dire
tory is used as a default for many settings.

In this manual, we've used setting names in 
amel 
ase, as is used by JavaS
ript and Groovy. For Python, Ruby

and PHP use lower
ase unders
ore notation, for example: "appli
ation_home_url.�q For Clojure, use lower
ase

hyphenated notation, for example "appli
ation-home-url.�q

Information

These are for administrative purposes, su
h as the Pruden
e administration appli
ation, and are also used for the

default error message pages.

They are dire
tly available at runtime via appli
ation.appli
ation (page 71).

appli
ationName Defaults to the appli
ation's subdire
tory name.

appli
ationDes
ription A short des
ription to help explain what the appli
ation is, in 
ase the appli
ation name

is too obs
ure.

appli
ationAuthor The entity (person, 
orporation) that 
reated the appli
ation.

appli
ationOwner The entity (person, 
orporation) that owns the rights to the appli
ation.

appli
ationHomeURL The URL (Internet or intranet) of the appli
ation. This may be displayed in 
ertain

default error messages, as a way to 
onta
t the appli
ation administrators or te
hni
al support. Note that there is

only one home URL, even if the appli
ation is atta
hed to multiple virtual hosts. In fa
t, the home URL does not

have to be servi
e by this Pruden
e instan
e, and 
an lead to a di�erent site.

appli
ationConta
tEmail This may be displayed in 
ertain default error messages, as a way to 
onta
t the

appli
ation administrators or te
hni
al support.

Debugging

showDebugOnError Set to true to show debug information on error. See debugging (page 89).
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showSour
eCodeURL The base URL for showing sour
e 
ode (only relevant when showDebugOnError is true).

minimumTimeBetweenValidityChe
ks This is the time (in millise
onds) allowed to pass until a s
ript �le is

tested to see if it was 
hanged. During development, you'd want this to be low, but during produ
tion, it should

be high in order to avoid unne
essary hits on the �lesystem. Defaults to 1000 (1 se
ond).

Logging

appli
ationLoggerName Defaults to the appli
ation's subdire
tory name.

Do
uments

librariesBasePath If do
uments are not found in the main lo
ations, they are looked for here. Relative to the

appli
ation's subdire
tory. Defaults to "/libaries/�q.

do
umentsDefaultName If the do
ument name points to a dire
tory rather than a �le, and that dire
tory


ontains a �le with this name, then it will be used. This allows you to use the dire
tory stru
ture to 
reate ni
e

URLs without relying on �lenames. This is true for "/resour
es/�q, "/tasks/�q, "/handlers/�q and "/libraries/�q.

Defaults to "default�q.

Routing

hosts This is a array of array of two elements: the �rst is the virtual host to whi
h our appli
ation will be

atta
hed, the se
ond is the base URLs on the hosts. This lets you atta
h the appli
ation to multiple virtual hosts

with a di�erent base URL per host.

Spe
ify null for the URL to default to the appli
ation's subdire
tory name. Use "
omponent.defaultHost�q for

the default virtual host, as de�ned by the "hosts�q 
on�guration s
ript (page 27).

If not "hosts�q setting is spe
i�ed, it defaults to atta
h to the default virtual host via the appli
ation's subdi-

re
tory name. This is equivalent to:

ho s t s = [ [ 
omponent . de fau l tHost , nu l l ℄ ℄

Here's an example of a more 
omplex "hosts�q setting:

ho s t s = [ [ myorgHost , nu l l ℄ , [ i n t rane tSe rv i 
 eHos t , ' / ' ℄ , [ b2bHost , '/b2b/ s e r v i 
 e / ' ℄ ℄

Note that URLs in the virtual host may overlap as far as hierar
hy is 
on
erned. Thus, an appli
ation at

"/b2b/�q 
an have its own URLs, su
h as "/b2b/a

ess/�q, and this would not interfere with the appli
ation at

"/b2b/servi
e/�q. The appli
ation is routed before URLs internal to the appli
ation. See routing (page 58) for a

full explanation on how URLs rea
h their destinations in Pruden
e.

Resour
es

Sets up a dire
tory under whi
h you 
an pla
e s
ript �les that implement RESTful resour
es. The dire
tory stru
ture

underneath the base dire
tory is dire
tly linked to the base URL.

resour
esBaseURL Defaults to the root ("/�q), meaning that the dire
tory and �le stru
ture maps dire
tly to

URLs at the appli
ation's base URL on the virtual host. See routing (page 58) for more information.

resour
esBasePath Relative to the appli
ation's subdire
tory. Defaults to "/resour
es/�q.

resour
esPassThrough An array of do
ument names that 
an "pass through,�q meaning they 
an exist in the

"/libraries/�q as well as "/resour
es/�q. In fa
t, the 
an exist in "/
ommon/libraries/�q, too.

resour
esDefrost Set this to true if you want to start to load and 
ompile your resour
es as soon as Pruden
e

starts. Defaults to true.

resour
esSour
eViewable This is so we 
an see the sour
e 
ode for s
ripts by adding ?sour
e=true to the URL.

You probably wouldn't want this for produ
tion environments. Defaults to true.
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Dynami
 Web

Sets up a dire
tory under whi
h you 
an pla
e text �les that support embedded s
riptlets. Note that the generated

result 
an be 
a
hed for better performan
e. See generating HTML (page 35).

dynami
WebBaseURL Defaults to the root ("/�q), meaning that the dire
tory and �le stru
ture maps dire
tly

to URLs at the appli
ation's base URL on the virtual host. See routing (page 58) for more information.

dynami
WebBasePath Relative to the appli
ation's subdire
tory. Defaults to "/web/dynami
/�q.

fragmentsBasePath Relative to the appli
ation's subdire
tory. Defaults to "/web/fragments/�q.

dynami
WebDefaultDo
ument If the URL points to a dire
tory rather than a �le, and that dire
tory 
ontains

a �le with this name, then it will be used. This allows you to use the dire
tory stru
ture to 
reate ni
e URLs that

do not 
ontain �lenames. Defaults to "index�q.

dynami
WebPassThrough An array of do
ument names that 
an "pass through,�q meaning they 
an exist in

the "/web/fragments/�q as well as "/web/dynami
/�q. In fa
t, the 
an exist in "/
ommon/web/fragments/�q, too.

dynami
WebDefrost Set this to true if you want to 
ompile your s
riptlets as soon as Pruden
e starts. Defaults

to true.

dynami
WebPreheat Set this to true if you want to load all your dynami
 web do
uments as soon as Pruden
e

starts. Defaults to true.

Also see preheatResour
es (page 34).

dynami
WebSour
eViewable This is so we 
an see the sour
e 
ode for s
ripts by adding ?sour
e=true to the

URL. You probably wouldn't want this for most appli
ations. Defaults to true.

dynami
WebClientCa
hingMode If you set server-side 
a
hing with do
ument.
a
heDuration (page 73), then

you 
an use this setting to de�ne whether 
lient-side 
a
hing should be enabled, too:

• 0: Disabled. Client 
a
hing headers are not sent.

• 1: Conditional (the default). The 
lient is asked to use 
onditional mode HTTP to verify that the 
a
he

has not 
hanged, via the modi�
ationDate and expirationDate headers. This is a good default, be
ause it

generally o�ers most of the advantages of 
a
hing with no risks. See 
onditional requests for HTML generation

(page 43) for a 
omplete dis
ussion.

• 2: O�ine. The 
lient is asked to 
a
he without veri�
ation, via the maxAge header. This involves some

risk: if you ask to 
a
he a page for one week, but then �nd out that you have a mistake in your appli
ation,

then users will not see any �x you publish until their lo
al 
a
he expires, whi
h 
an take up to a week! It's

important that you understand the impli
ations before using this mode.

It's generally safer to apply o�ine 
a
hing for some of your /web/stati
/ resour
es, su
h as graph-

i
s and other resour
es, whi
h, by nature of being stati
, do not tend to 
hange on their own.

See Ca
heControlFilter (page 57). For /resour
es/, you have pre
ise 
ontrol over ea
h header; see


onversation.modi�
ationDate, 
onversation.expirationDate and 
onversation.tag (page 83).

Stati
 Web

Sets up a dire
tory under whi
h you 
an pla
e stati
 �les of any type. See stati
 web (page 56).

stati
WebBaseURL Defaults to the root ("/�q), meaning that the dire
tory and �le stru
ture maps dire
tly to

URLs at the appli
ation's base URL on the virtual host. See routing (page 58) for more information.

stati
WebBasePath Relative to the appli
ation's subdire
tory. Defaults to "/web/stati
/�q.
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stati
WebCompress Whether to enable smart 
ompression before sending �les over HTTP. Only un
ompressed

�les will be 
ompressed, and only if there are bandwidth savings will the 
ompressed version be used. Defaults to

true.

If you're running Pruden
e behind a proxy (page 96) that already does 
ompression, and are worried

that you're 
ompressing twi
e, then stop worrying: any de
ent proxy will know not to 
ompress 
ontent

that's already 
ompressed.

stati
WebDire
toryListingAllowed If the URL points to a dire
tory rather than a �le, then this will allow

automati
 
reation of a simple HTML page with a dire
tory listing. Defaults to true.

File Uploads

�leUploadBasePath Relative to the appli
ation's subdire
tory. Defaults to "/uploads/�q.

File uploads will be stored here. Note that you have to 
reate this dire
tory yourself in order to handle �le

uploads.

�leUploadSizeThreshold The size in bytes beyond whi
h uploaded �les will be stored to disk. Defaults to zero,

meaning that all uploaded �les will be stored to disk. See 
onversation.form (page 80).

Handlers

handlersBasePath Relative to the appli
ation's subdire
tory. Defaults to "/handlers/�q.

handlersDefaultName If the handler name points to a dire
tory rather than a �le, and that dire
tory 
ontains

a �le with this name, then it will be used. This allows you to use the dire
tory stru
ture to 
reate ni
e names

without relying on �lenames. Defaults to "default�q.

Tasks

tasksBasePath Relative to the appli
ation's subdire
tory. Defaults to "/tasks/�q.

tasksDefaultName If the task name points to a dire
tory rather than a �le, and that dire
tory 
ontains a �le

with this name, then it will be used. This allows you to use the dire
tory stru
ture to 
reate ni
e names without

relying on �lenames. Defaults to "default�q.

Preheater

"Heating up�q means that an internal GET verb is sent to them, with the result dis
arded. This is a good way to

ensure that resour
es, su
h as database 
onne
tion pools, are initialized and ready to servi
e user requests as soon

as possible.

preheatResour
es Note that all /resour
es/ and /web/dynami
/ �les are automati
ally preheated. List addi-

tional URLs here that you want heated up as soon as Pruden
e starts. This is most useful in 
onjun
tion with


ustom routing, su
h as 
apturing (page 61).

Also see dynami
WebPreheat (page 33).

Mis
ellaneous

urlAddTrailingSlash The URLs in this array will automati
ally be redire
ted to have a trailing slash added to

them if it's missing.

By default, URLs in /dynami
/web/ and /resour
es/ have trailing slash required. See the trailing slash

requirement for routing (page 60) if you wish to disable this.

prede�nedGlobals Values set in this map will be available in appli
ation.globals (page 71) at runtime. This

is useful for 
ustom 
on�guration of your appli
ation. For example, you 
an set resour
e IP addresses, servi
e

usernames and passwords, et
.
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prede�nedSharedGlobals Values set in this map will be available in appli
ation.sharedGlobals (page 71) at

runtime. This is useful for 
ustom 
on�guration of your appli
ation. For example, you 
an set resour
e IP addresses,

servi
e usernames and passwords, et
.

Generating HTML

Pruden
e has ex
ellent support for generating HTML by allowing you to embed programming language 
ode in it,

and allowing for superior performan
e and s
alability via a sophisti
ated, �ne-grained 
a
hing system.

Note that Pruden
e 
an also generate HTML at a "lower�q level, via resour
es (page 45) that return HTML

representations.

While we're titling this se
tion "Generating HTML,�q all of these methods 
an be used to generate any

textual format, su
h as XML, JSON, et
.

Files

All �les under /web/dynami
/ are assumed to be text �les, and are mapped to URLs using the dire
tory and �le

path, but without the �lename extension. For example, the �le "/web/dynami
/thread/list.html�q would map to

a URL like "http://mydomain.org/forum/thread/list/�q. You 
an also "
apture�q (page 61) many URLs to be

handled by a single �le.

The �lename's extension will be used to map the default MIME type for the �le. For example, ".html�q �les

will be "text/html�q, ".json�q �les will be "appli
ation/json�q, and ".xml�q �les will be "text/xml�q. You 
an

easily 
hange these default mapping via appli
ation 
on�guration (page 30). Additionally, you 
an expli
itly set

the MIME type in a s
riptlet (page 35) via 
onversation.mediaTypeName (page 81).

The above is a very brief overview; see routing (page 58) for an in-depth explanation of how �les be
ome URLs.

All text is impli
itly assumed to be Uni
ode en
oded as UTF-8. Use 
onversation.
hara
terSet (page 81) to

expli
itly translate it to other Uni
ode and non-Uni
ode 
hara
ter en
odings.

S
riptlets

Programming language 
ode 
an be embedded in your /web/dynami
/ �les, making them all-powerful templates.

Either "<% %>�q or "<? ?>�q delimiters 
an be used. Note, however, that you 
an only use one of either in the

same �le. The �rst type found will be the one used.

For histori
al reasons, these embedded bits of 
ode are 
alled "s
riptlets.�q However, even though the word

"s
ript�q tends to 
onnote interpreted languages, s
riptlets are usually 
ompiled, not interpreted.

The standard output stream is the HTTP response. Thus, any "print�q-like statements will be sent to the 
lient.

In fa
t, behind the s
enes, all non-s
riptlet text is turned into 
ode. It's a simple "print�q of the non-s
riptlet

text into the output stream. Thus, you 
an freely mix s
riptlet and non-s
riptlet 
ode:

<html>

<body>

<% fo r ( var i = 0 ; i < 10 ; i++) { %>

This i s l i n e number <% pr in t ( i ) ; %> out o f 10.<br/>

<% } %>

</body>

</html>

The above translates into something like this:

p r in t ( '<html>\n<body>\n ' ) ;

f o r ( var i = 0 ; i < 10 ; i++) {

pr in t ( ' This i s l i n e number ' ) ;

p r in t ( i ) ;

p r in t ( ' out o f 10.<br/>') ;

}

pr in t ( '</body>\n</html> ') ;

35



Newlines and Whitespa
e

It's important to remember that non-s
riptlet text turns into "print�q statements in your s
riptlet language: these

statements 
an have an e�e
t on your 
ode blo
ks, su
h as if/then blo
ks, loops, try/
at
h, 
losures, et
. Careless

use of s
riptlets 
an lead to syntax errors or, worse, to unexpe
ted behavior.

For example, this JavaS
ript 
ode will generate a syntax error:

<% var x = 0 %>You won ' t s e e t h i s t ex t !

The reason is that it produ
es the following mangled JavaS
ript 
ode:

var x = 0 pr in t ( 'You won ' t s e e t h i s t ex t ! ' )

Another example 
an show possibly unexpe
ted results:

<% f o r ( var i = 0 ; i < 10 ; i++) %>This l i n e appears 10 times<br>

And so does t h i s l i n e !<br>

If you expe
t the �rst line to appear 10 times and se
ond line to appear on
e, you will be disappointed. The

reason is that the newline is part of the "print�q, not part of your s
riptlet 
ode. It produ
es this JavaS
ript 
ode:

f o r ( var i = 0 ; i < 10 ; i++) pr in t ( ' This l i n e appears 10 times<br>\nAnd so does t h i s

l i n e !<br > ')

Two ways to avoid this problem are:

1. Always put newlines in the beginning and end of your s
riptlets, so that it's 
lear at a glan
e where statements

begin and end:

<%

var x = 0

%>

You WILL see t h i s t ex t !

2. Alternatively, you 
an expli
itly put end-of-statement marks, if your language supports them. For example:

<% var x = 0 ; %>

You WILL see t h i s t ex t !

Spe
ial Note for Python Python represents a spe
ial 
hallenge in a s
riptlet environment due to its relian
e

on signi�
ant whitespa
e for blo
ks. This means taking spe
ial 
are in mixing s
riptlets with text. For example:

<%

f o r x in range (0 , 10 ) :

%>

This l i n e appears 10 times<br>

<%

%>

But t h i s l i n e appears on
e<br>

You'll noti
e that we put the end delimiter of the �rst s
riptlet after an indentation. This tells Python that

whatever follows (the "print�q statement for the non-s
riptlet text) will be in that for loop. We then used a s
riptlet

with only a newline to end the for loop.

A more 
omplex example:

<%

f o r x in range (0 , 10 ) :

f o r y in range (0 , 2 ) :

%>

This l i n e appears 20 times<br>

<%

%>

This appears every th i rd l i n e<br>
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<%

%>

But t h i s l i n e appears on
e<br>

The tri
k here was using a s
riptlet with an indentation to end the inner for loop, while keeping us in the outer

for loop.

Tri
ky indeed, and de�nitely not easy to de
ipher at a glan
e. It may make more sense to use Python's "print�q

statement in su
h situations:

<%

f o r x in range (0 , 10 ) :

f o r y in range (0 , 2 ) :

p r in t ' This l i n e appears 20 times<br>'

pr in t ' This appears every th i rd l i n e <br>'

%>

But t h i s l i n e appears on
e<br>

API

Beyond what's available to your programming language, s
riptlets have a

ess to Pruden
e's elaborate, powerful

set of servi
es via its API (page 70).

Code Libraries

Code �les you put in your appli
ation's /libraries/ subdire
tory 
an be a

esses using your language's 
ode in
lusion

me
hanism. Here are examples in various languages. Let's assume that there is a �le named "/libraries/util/-

data.*�q, whi
h de�nes a fun
tion 
alled getData():

• Python:

from u t i l . data import getData

data = getData ( )

• Ruby:

r e qu i r e ' u t i l /data . rb '

$data = get_data

• Clojure:

( use ' u t i l . data )

( de f data ( get−data ) )

• PHP:

r equ i r e ' u t i l /data . php ' ;

$data = get_data ( ) ;

• JavaS
ript and Groovy do not have a built-in 
ode in
lusion me
hanism, but they 
an use Pruden
e's

do
ument.exe
ute API (page 76):

do
ument . exe
ute ( ' / u t i l /data / ' )

data = getData ( )
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Expression S
riptlets

A 
ommon idiom is to print out expressions interwoven with non-s
riptlet text. The expression s
riptlet, marked

by an equal sign, 
an help you redu
e 
lutter. It's equivalent to a simple "print�q of the expression. For example,

the above example 
ould be shortened into:

<html>

<body>

<% fo r ( var i = 0 ; i < 10 ; i++) { %>

This i s l i n e number <%= i %> out o f 10.<br/>

<% } %>

</body>

</html>

Expression 
an be as elaborate as needed. For example, let's show line numbers above 5 in bold:

This i s l i n e number <%= i>5 ? '<b>' + i + '</b>' : i %> out o f 10.<br/>

Comment S
riptlets

These s
riptlets are ignored. Useful for adding 
omments, and for "
ommenting out�q 
ode temporarily during

development:

<html>

<body>

<%#

This whole s 
 r i p t l e t i s ignored .

var i = ugh . . . i don ' t know . w i l l dea l with i t l a t e r .

%>

</body>

</html>

In
lude S
riptlets and Fragments

You 
an in
lude other �les in-pla
e using an in
lude s
riptlet, marked by an ampersand:

<html>

<body>

<% fo r ( var i = 0 ; i < 10 ; i++) { %>

<%& '/ l i n e s / s imple / ' %>

<% } %>

</body>

</html>

The above example assumed a �le named "/web/dynami
/lines/simple.html�q, with the following 
ontents:

This i s l i n e number <%= i %> out o f 10.<br/>

Just like an expression s
riptlet (page 38) is equivalent to a "print�q, an in
lude s
riptlet is equivalent to 
alling

do
ument.in
lude (page 76). This, too, means that the in
lude expression 
an be as elaborate as needed:

<%& '/ l i n e s / ' + ( i >5 ? ' emphasized/ ' : ' s imple / ' ) %>

Separating 
ode into separate �les that are then in
luded is a very important te
hnique for two reasons:

1. It makes your appli
ation far more manageable by allowing you to reuse 
ode blo
ks. A 
ommon use 
ase is

to have spe
ial "header.html�q and "footer.html�q �les in
luded by all pages in the appli
ation.

2. In Pruden
e, ea
h do
ument has its own 
a
hing 
hara
teristi
s, allowing you to 
reate elaborate 
a
hing

s
hemes by splitting a �le into smaller �les. See 
a
hing (page 42) and "S
aling Tips�q (page 103).
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/web/fragments/ In the example above, our "/web/dynami
/lines/simple.html�q �le would be exposed via a

URL. However, we do not intend this �le to served in itself, only as a �le to be in
luded in other �les.

To avoid external exposure, put �les in /web/fragments/ instead of /web/dynami
/. Use is otherwise identi
al.

For example, we'd move our �le above to "/web/fragments/lines/simple.html�q. Files in /web/fragments/ are only

available via in
lude s
riptlets.

An alternative to using /web/fragments/ is expli
it URI hiding (page 61).

Custom S
riptlets

You 
an even 
reate your own 
ustom s
riptlets using spe
ial handlers 
alled s
riptlet plugins (page 53), e�e
tively

extending Pruden
e's S
ripturian-based templating engine.

Captures

One of the 
hallenges of generating HTML is that order matters in HTML, but the way we think of 
omposing the

page may be di�erent from what the rules demand.

Pruden
e 
omes with a friendly s
riptlet plugin, whi
h lets you easily de�ne reusable blo
ks. Here's an example

of usage:

<%{{ g r e e t i n g %>

<p>Hel lo !</p>

<%}}%>

<%== gre e t i n g %>

The �<%{{%>� tag spe
i�es the name of a 
onversation.lo
al into whi
h the blo
k 
ontext will be stored, and

�<%}}>� ends it. (It turns into a 
all to do
ument.startCapture.) The �<%==� tag outputs the 
onversation.lo
al

with that name. And that's it! You 
an 
reate your own library of blo
ks in a fragment, whi
h you 
an then use as

many times as you like.

Note that if you in
lude 
ode in the 
aptured blo
k, it will not be re-exe
uted every time you insert the blo
k.

If you need that kind of fun
tionality, see �
losures,� below.

Also note that it's possible to nest your blo
k de�nitions, like so:

<%{{ wel
ome %>

<p>Wel
ome to our web s i t e !</b>

<%{{ g r e e t i n g %>

<p>Hel lo !</p>

<%}}%>

<%== gre e t i n g %>

<%}}%>

<%== wel
ome %>

<%== gre e t i n g %>

If you do this, just make sure to 
lose all your 
aptures.

Closures

Closures are similar to how �
aptures� work, above. They let you de�ne reusable blo
ks. The di�eren
e is that any


ode in the blo
k is re-exe
uted every time you insert it, allowing for powerful, dynami
, reusable blo
ks.

In fa
t, this feature has nothing to do with Pruden
e per se: 
losures are a feature available in all supported

languages. Here's an example in JavaS
ript:

<% fun
 t i on g r e e t i n g ( f i r s t , l a s t ) { %>

<p>Hel lo , <%= f i r s t %> <%= l a s t %>.</p>

<% } %>

<%= gre e t i n g ( ' Isaa
 ' , ' Newton ' ) %>
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Mixing Languages

By default, Pruden
e will assume your s
riptlets to be in the sour
e 
ode of your Pruden
e �avor. For example,

s
riptlets in Pruden
e for JavaS
ript will be assumed to be JavaS
ript by default.

However, Pruden
e lets you use s
riptlets of any language by adding the language name after the �rst s
riptlet

delimiter. For example, assuming we're using the JavaS
ript �avor:

<html>

<body>

JavaS
r ipt :<br/>

<%

// Here ' s some JavaS
r ipt 
ode

f o r ( var i = 0 ; i < 10 ; i++) {

pr in t ( ' Line ' + i + ' o f 10<br/>')

}

%>

Python:<br/>

<%python

# Here ' s some Python 
ode

f o r i in range (1 , 10) :

p r in t ' Line %s o f 10<br/>' % i

%>

</body>

</html>

Note that on
e you "swit
h�q to another language, all subsequent s
riptlets will be assumed to be of that

language unless you expli
itly set them to something else.

Expression and in
lude s
riptlets work the same way. For example:

<%&j a v a s 
 r i p t ' l i n e s / ' + ( i >5 ? ' emphasized/ ' : ' s imple / ' ) %>

Note that s
riptlets in a spe
i�
 language will only work if you have the the appropriate language

JARs under your /libraries/ dire
tory. The Pruden
e "Kit
hen Sink�q Edition 
omes with all languages

supported by Pruden
e.

Templating Languages

You might think that mixing programming languages is a bad idea in general, and only (painfully) ne
essary for

making use of lega
y 
ode. However, it 
an be a great idea if you 
onsider that all Pruden
e �avors 
ome with two

high-performan
e templating languages, Velo
ity and Su

in
t.

By mixing languages, you 
an write all the more straightforward templating in a templating language, swit
h-

ing to full programming language s
riptlets only when you need advan
ed features. For example, here we'll use

JavaS
ript to set up our data, and then use Velo
ity to print it out:

<html>

<body>

<%

var 
ountry = myDatabase . fet
hCurrentCountry ( )


onve r sa t i on . l o 
 a l s . put ( ' 
ountry ' , 
ountry )

%>

<h2>Famous Quotes :</h2>

<%ve l o 
 i t y

<p>The ra in in $
onve r sa t i on . l o 
 a l s . 
ountry s tays mainly in the p l a i n .</p>
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## Here i s a Ve lo
 i ty 
omment

%>

</body>

</html>

Note the use of 
onversation.lo
als (page 85) above to pass data between s
riptlets of various languages.

Not only is the Velo
ity 
ode more readable and easier to manage, but it also performs better, is less prone to

errors, and more se
ure. Pruden
e lets you use the right tool for the job.

Refer to the do
umentation of Velo
ity and Su

in
t to learn more about these templating languages.

In-Flow S
riptlets

One tiny hi

up to be aware of when mixing languages (page 40) is that 
ode blo
ks 
an not trivially span several

s
riptlets in multiple languages. For example, this won't immediately work:

<html>

<body>

<%jav a s 
 r i p t

f o r ( var i = 0 ; i < 10 ; i++) {


onver sa t i on . l o 
 a l s . put ( ' i ' , i )

%>

<%ve l o 
 i t y

This i s l i n e $
onve r sa t i on . l o 
 a l s . i out o f 10.<br/>

%>

<%jav a s 
 r i p t

}

%>

</body>

</html>

The reason is that, by ne
essity, Pruden
e runs s
riptlets of di�erent languages separately, in sequen
e. The

language swit
h thus represents a synta
ti
al boundary. The above would 
ause a syntax error, be
ause we have a

for-loop in the �rst s
riptlet that isn't 
losed.

But, fear not, Pruden
e lets you solve this problem via the "in-�ow�q s
riptlet, marked by a 
olon. Here's the

exa
t same 
ode as above, but with the Velo
ity s
riptlet marked with an extra 
olon:

<html>

<body>

<%jav a s 
 r i p t

f o r ( var i = 0 ; i < 10 ; i++) {


onver sa t i on . l o 
 a l s . put ( ' i ' , i )

%>

<%:v e l o 
 i t y

This i s l i n e $
onve r sa t i on . l o 
 a l s . i out o f 10.<br/>

%>

<%

}

%>

</body>

</html>

This works! But how, you might wonder? Behind the s
enes, the in-�ow s
riptlet is run from within the en
losing

language. We thus never leave the en
losing language for the purposes of running through the �le. Don't worry

about performan
e here: in-�ow s
riptlets are 
ompiled only on
e per �le. Also, in-�ow s
riptlets are treated as

regular s
riptlets if there is no language swit
h, making them always safe to use if you're not sure.

One last note: in-�ow s
riptlets to not 
hange the s
riptlet language, so that we did not have to mark the 
losing

bra
ked s
riptlet as JavaS
ript.
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Life

Files and all their s
riptlets are only 
ompiled on
e, when they are �rst requested by a 
lient. The 
ompiled 
ode

is kept in a 
a
he, under your Pruden
e /
a
he/ dire
tory. From then on, ea
h request is handled by the 
ompiled

version, whi
h is updated only if the original �le 
hanges. This 
a
he is maintained even if you restart Pruden
e.

Unless a valid 
a
he entry exists, the 
ompiled 
ode is exe
uted anew for ea
h request, essentially like a s
ript.

This is why global variables are not kept or shared between requests (page 86). Note that there's some minimal

setup and 
leanup involved in exe
uting the 
ode anew. It's very unlikely that this overhead would meaningfully

a�e
t performan
e, espe
ially with 
a
hing in pla
e, but you 
an avoid it if you use resour
es, whi
h have a more

stati
 life 
y
le (page 45), instead of /web/dynami
/ pages.

Note that many threads might be running the same 
ode 
on
urrently: make sure you understand the 
on
erns

of 
on
urrent programming, as detailed in "Managing State�q (page 87).

What if you edit the �le? Pruden
e will automati
ally pi
k up your 
hanges and re
ompile. This happens on

the �y, while the appli
ation is running. Are you worried that this 
he
k would happen for every 
lient request?

You 
an easily 
ontrol the minimum time interval (page 32) in whi
h Pruden
e assumes the �le is un
hanged, and

will not 
he
k the �le for validity.

An updated �le would also 
ause 
a
he entries (page 42) produ
ed by this �le to be invalidated.

You 
an use do
ument.addDependen
y (page 77) to asso
iate your own life to that of another �le. If a dependen
y

is updated, it will for
e your �le to be reloaded.

Ca
hing

You've 
hosen to generate HTML dynami
ally be
ause you want requests to be able to have di�erent results.

However, sometimes you do not expe
t results, or parts of the results, to 
hange very often. For example, a home

web page might display the lo
al temperature, but it would probably be good enough to update it every half hour,

instead of per every request.

Depending on what your s
riptlets are doing, dynami
ally generating a web page 
an be very 
ostly, and 
ould be

a performan
e and s
alability bottlene
k for your appli
ation under heavy load. You don't want to waste resour
es

to regenerate results that have not 
hanged.

The solution is to 
a
he results. Sometimes 
a
hing for even tiny time intervals 
an make a huge di�erent in

the ability of your appli
ation to handle load. For example, let's say that in order to fet
h the 
urrent user 
ount

for our home page we need to query a database on the network. Without 
a
hing, every 
lient request would result

in a servi
e query. Let's say our web page gets 100 hits per se
ond. Ca
hing our home page for a mere 5 se
onds

would throttle our database queries down to 1 every 5 se
onds, vs. 500 every 5 se
onds without 
a
hing. And users

would get a 
urrent user 
ount to 5 se
onds old. It's a tolerable ina

ura
y that generates enormous savings.

This was a trivial example. Truly s
alable software requires smart 
a
hing everywhere, from the level of �le and

database a

ess all the way to the generated results. For a full treatment of the topi
, see "S
aling Tips�q (page

103).

Every /web/dynami
/ and /fragment/ do
ument has its own 
a
hing interval, do
ument.
a
heDuration (page

73), whi
h you 
an a

ess and 
hange in s
riptlets. For example, here's the home page mentioned above:

<html>

<%

do
ument . 
a
heDurat ion = 5 ∗ 1000 // f i v e se
onds

var userCount = myDatabase . getCurrentUsers ( ) . 
ount ( )

%>

<body>

<p>This i s the home page!</p>

<p><%= userCount %> use r s are 
u r r en t l y logged in .</p>

<p><%& '/ temperature / ' %></p>

</body>

</html>

Here is "/web/fragments/temperature.html�q:

<%

do
ument . 
a
heDurat ion = 30 ∗ 60 ∗ 1000 // h a l f an hour

var temperature = weatherServer . fet
hCurrentTemperature ( )

%>
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The 
ur r en t temperature i s <%= temperature %> degree s .

Any �le that in
ludes the temperature fragment will use a 
a
hed result, up to half an hour old. The home

page, however, is regenerated every 5 se
onds, so that the user 
ount is up to 5 se
onds old. Pruden
e lets you

�nely 
ontrol how 
a
hing works.

Note that you 
an 
hange the 
a
he duration dynami
ally. For example, you might want to in
rease it if you

see that your ma
hine's CPU load is too high, or you might even want to de
rease it during "rush hours�q where

users expe
t to see espe
ially up-to-date results.

Ca
he Keys The default 
a
he key used by Pruden
e is sensible enough that it would not allow for 
a
he 
on�i
ts

while produ
ing good results. However, Pruden
e provides many sophisti
ated tools for 
ustomizing 
a
he keys for

maximum e�
ien
y. Start with the do
ument.
a
heKeyPattern API (page 73), and then take a look at 
a
he key

pattern handlers (page 52).

Ca
hing and Compression For further bandwidth and performan
e improvements with most 
lients, Pruden
e


ompresses your output by default, by setting 
onversation.en
oding (page 82) to the 
lient's preferred en
oding.

Modern 
lient pro
essors, even on mobile devi
es, de
ompress fast enough that the network ends up being the

performan
e bottlene
k. The smaller the response, then, the better.

Be
ause the 
a
he key pattern (page 73) automati
ally gets the en
oding added to it, you will always be using

the 
orre
tly en
oded 
a
he entry.

Compression does require some additional 
omputation overhead. Note that if you are 
a
hing the output, it

will be stored in the 
a
he in its 
ompressed state, su
h that subsequent 
a
he retrievals would not involve any

additional overhead. Additionally, if an un
ompressed version already exists in the 
a
he, it will be 
ompressed,


a
hed and used, for optimal e�
ien
y. Thus, the total overhead would likely be insigni�
ant for 
a
hed do
uments,

while the bandwidth savings and performan
e bene�ts 
ould be 
onsiderable. Ca
hing and 
ompression are good

friends!

If there are no gains from 
ompression in your appli
ation, you 
an disable Pruden
e's automati
 use of the


lient's preferred en
oding via the "
om.three
ri
kets.pruden
e.GeneratedTextResour
e.negotiateEn
oding�q appli-


ation global.

If you're running Pruden
e behind a proxy (page 96) that already does 
ompression, and are worried

that you're 
ompressing twi
e, then stop worrying: any de
ent proxy will know not to 
ompress 
ontent

that's already 
ompressed.

Conditional Requests

HTTP 
lients, su
h as web browsers, store downloaded 
ontent in their 
a
he, marking it with a modi�
ation date

and tag a

ording to HTTP headers in the response. Subsequent requests to the same URL will be "
onditional,�q

meaning that the 
lient will tell the server whi
h version it has. If the server still has the same version, then it

returns an empty response with the 304 "not modi�ed�q HTTP status, letting the 
lient know that it is safe to

use its 
a
hed version. This saves both bandwidth and pro
essing resour
es on the server, be
ause it 
an avoid

generating the representation.

If you're using do
ument.
a
heDuration (page 73), then 
onditional requests are already in e�e
t for you by

default. Pruden
e automati
ally sets the modi�
ation dates a

ordingly. You 
an disable this feature via the

dynami
WebClientCa
hingMode setting (page 33).

Client Ca
hing Though 
lients rely on a lo
al 
a
he for 
onditional requests, you 
an provide them with addi-

tional 
a
hing dire
tives. You 
an enable this via the the dynami
WebClientCa
hingMode setting (page 33).

Expli
itly setting 
a
he dire
tives has an important side e�e
t: most 
lients will not send 
onditional HTTP

requests for the 
a
hed data until the 
a
he entry expires. This allows you to save bandwidth and improves 
lient

performan
e, but at the expense of not being able to update the 
lient upon 
hanges. Use with 
are.

For even more 
ontrol of these headers, 
onsider using a resour
e (page 50) instead.

Handling HTML Forms

Use of HTML's <form> tag is going out of fashion, as more powerful JavaS
ript-based approa
hes, su
h as "AJAX,�q

are used instead to send data from the 
lient to the server and to re
eive a response. Pruden
e has ex
ellent
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support for "AJAX�q via resour
es (page 45). Nevertheless, Pruden
e also fully supports HTML forms, via the


onversation.form API (page 80).

Let's start with a simple form:

<html>

<body>

<form name="
onta
t " method="POST">

<p>Your message to us :</p>

<p><texta rea name="
ontent" 
 o l s ="50" rows="15"></textarea></p>

<p>An emai l address f o r us to send you a rep ly :</p>

<p><input name="emai l " type="tex t"></input></p>

<p><button type="submit">Send</button></p>

</form>

</body>

</html>

As it stands, the above form will simply render again when the 
lient 
li
ks "send.�q Let's add a s
riptlet to

support the "POST�q 
ase:

<html>

<body>

<% i f ( 
onve r sa t i on . r eque s t . method == 'POST' ) {

// TODO: wr i t e 
ode that a 
 tua l l y sends the message . : )

%>

Thank you f o r your message ! You w i l l be g e t t i n g an answer to <%= 
onver sa t i on . form .

get ( ' email ' ) %> soon .

<% } e l s e { %>

<form name="
onta
t " method="POST">

<p>Your message to us :</p>

<p><texta rea name="
ontent" 
 o l s ="50" rows="15"></textarea></p>

<p>An emai l address f o r us to send you a rep ly :</p>

<p><input name="emai l " type="tex t"></input></p>

<p><button type="submit">Send</button></p>

</form>

<% } %>

</body>

</html>

Pretty simple!

And now, for handling uploaded �les:

<html>

<body>

<% i f ( 
onve r sa t i on . r eque s t . method == 'POST' ) { %>

Thank you f o r uploading your user avatar ! I t i s temporar i ly s to r ed at :

<%

var atta
hment = 
onver sa t i on . form . get ( ' atta
hment ' )

p r in t ( atta
hment . f i l e )

%>

<% } e l s e { %>

<form en
type="mult ipart /form−data" name="upload" method="POST">

<p>Upload your user avatar :</p>

<p><input name="atta
hment" type=" f i l e "></input></p>

<p><button type="submit">Send</button></p>

</form>

<% } %>

</body>

</html>
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Note that you will need to 
reate an "/uploads/�q subdire
tory under your appli
ation's dire
tory for uploads

to work. See �leUploadBasePath (page 34) to 
hange this.

Routing GET and POST You might want to separate the form handler above into two fragments, one for

displaying the form and the other for pro
essing it. The main form 
ould then in
lude either fragment a

ording

to the value of 
onversation.request.method.

However, you 
an also use Pruden
e's 
apturing of URI patterns (page 68) to automati
ally use either �le

without a main �le to swit
h between the two. Here's an example appli
ation "routing.js�q:

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

route r . 
apture ( ' / 
onta
t / ' , '/ 
onta
t /{m}/ ' )

We 
an then have two �les, "
onta
t/GET.html�q and "
onta
t/PUT.html�q to handle ea
h method for the

same "
onta
t/�q URL.

Handling POST with a Resour
e A hybrid solution is to dire
t the form to a di�erent URL, where you use

a resour
e (page 45) instead of a s
riptlet to handle POST. Our example form tag would thus be:

<form name="
onta
t " method="POST" a
 t i on="/send/">

And then, under "/resour
es/send.js�q:

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t /html ' )

}

fun
 t i on handlePost ( 
onve r sa t i on ) {

var emai l = 
onver sa t i on . form . get ( ' email ' )

re turn '<html><body>' +

'Thank you f o r your message ! You w i l l be g e t t i n g an answer to ' +

emai l + ' soon . ' +

'</body></html>'

}

Resour
es

In Pruden
e, "resour
es�q are en
apsulated operational units similar to "obje
ts�q in obje
t-oriented ar
hite
-

tures. Resour
es, however, have a stri
ter stru
ture than obje
ts and de�ne a messaging system more suitable

for distributed environments su
h as the Internet and the World Wide Web. The idea of a "resour
e-oriented

ar
hite
ture,�q often 
alled "REST,�q is 
overed in depth in "The Case for REST�q (page 5).

Files

All �les under /resour
es/ are assumed to be sour
e 
ode �les, and are mapped to URLs using the dire
tory and �le

path, but without the �lename extension. For example, the �le "/resour
es/thread/list.js�q would map to a URL

like "http://mydomain.org/forum/thread/list/�q. You 
an also "
apture�q (page 61) many URLs to be handled by

a single �le.

The �lename's extension will be used to determine the language of the sour
e 
ode.

The above is a very brief overview; see routing (page 58) for an in-depth explanation of how �les be
ome URLs.

Life

Files are only 
ompiled on
e, when they are �rst requested by a 
lient. The 
ompiled 
ode is kept in a 
a
he, under

your Pruden
e /
a
he/ dire
tory. From then on, ea
h request is handled by the 
ompiled version, whi
h is updated

only if the original �le 
hanges. This 
a
he is maintained even if you restart Pruden
e.

The �le itself is exe
uted only on
e, like a s
ript, upon the �rst request. If it exe
utes su

essfully, the remaining

state, whi
h 
ontains all the entry points and global variables, is kept in memory. From then on the entry points

are invoked in that state. The �le will be exe
uted again only if it 
hanges. Note that this runtime state is not
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a
hed to disk, like the 
ompiled 
ode, so that restarting Pruden
e will mean that all your resour
es will have to be

exe
uted before their entry points 
an be invoked. For this reason, global variables are not kept or shared between

su
h �le updates (page 86).

This, then, is the di�eren
e between "defrosting�q and "preheating�q for resour
es: the former involves making

sure that 
ode is 
ompiled and 
a
hed, and the latter a
tually exe
utes the 
ode, and additionally invokes the

handleInit (page 48) and handleGet (page 48) entry points.

Note that many threads might be invoking entry points 
on
urrently: make sure you understand the 
on
erns

of 
on
urrent programming, as detailed in "Managing State�q (page 87).

What if you edit the �le? Pruden
e will automati
ally pi
k up your 
hanges and re
ompile. This happens on

the �y, while the appli
ation is running. Are you worried that this 
he
k would happen for every 
lient request?

You 
an easily 
ontrol the minimum time interval (page 32) in whi
h Pruden
e assumes the �le is un
hanged, and

will not 
he
k the �le for validity.

You 
an use do
ument.addDependen
y (page 77) to asso
iate your own life to that of another �le. If a dependen
y

is updated, it will for
e your �le to be reloaded.

Sour
e Code

Global Sour
e Code

As is explained in resour
e "life�q (page 45), the �rst time your sour
e 
ode is loaded, at the time of the �rst user

request, it is exe
uted from start to �nish. That means that any 
ode outside of the entry points is run immediately.

Global sour
e 
ode 
an thus be a good pla
e to initialize various servi
es you need for handling requests. Just

be very 
areful about two things:

• Global variables are not kept or shared between �le updates (page 86), whi
h 
ause the �le to be reloaded,

re
ompiled, and thus re-exe
uted. Use appli
ation.globals (page 71) instead.

• The re-exe
ution mentioned above 
an 
ause your servi
es to be re-initialized. This 
an be very undesirable,

be
ause the servi
e previously initialized may not have been released. It 
an even lead to errors. It's thus a

good idea to �rst 
he
k if the servi
e has already been initialized. Storing referen
es in appli
ation.globals

(page 71) is a great way to keep tra
k of this.

Consider using the handleInit entry point (page 48) instead of global sour
e 
ode for servi
e initialization. Be
ause

handleInit is 
alled for every request, you 
an make sure to 
he
k there if the servi
es you need are up or not.

You may also want to run maintenan
e tasks (page 54) o

asionally to 
he
k for and 
lean up unused servi
es.

API

Beyond what's available to your programming language, resour
es have a

ess to Pruden
e's elaborate, powerful

set of servi
es via its API (page 70). Note that the "
onversation�q servi
e (page 79) is provided to entry points as

an argument, while the other servi
es are global variables.

Code Libraries

Code �les you put in your appli
ation's /libraries/ subdire
tory 
an be a

esses using your language's 
ode in
lusion

me
hanism. Here are examples in various languages. Let's assume that there is a �le named "/libraries/util/-

data.*�q, whi
h de�nes a fun
tion 
alled getData().

• Python:

from u t i l . data import getData

data = getData ( )

• Ruby:

r e qu i r e ' u t i l /data . rb '

$data = get_data

• Clojure:
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( use ' u t i l . data )

( de f data ( get−data ) )

• PHP:

r equ i r e ' u t i l /data . php ' ;

$data = get_data ( ) ;

• JavaS
ript and Groovy do not have a built-in 
ode in
lusion me
hanism, but they 
an use Pruden
e's

do
ument.exe
ute API (page 76):

do
ument . exe
ute ( ' / u t i l /data / ' )

data = getData ( )

Entry Points

What Are Entry Points?

Ea
h �le is a regular sour
e 
ode �le, but a few spe
ial "entry points�q are used by Pruden
e to 
onne
t user

requests to your resour
e. All entry points ex
ept one (handleInit) are optional. We'll do
ument ea
h entry point

below, but �rst, here's what an "entry point�q means for ea
h �avor of Pruden
e:

• Python uses global fun
tions:

de f handle_get ( 
onve r sa t i on ) :

re turn ' Hel lo , world ! '

• Ruby uses global methods:

de f handle_get 
onve r sa t i on

return ' Hel lo , world ! '

end

• Clojure uses fun
tions in the 
urrent namespa
e:

( defn handle−get [ 
onve r sa t i on ℄

' Hel lo , World ! ' )

• JavaS
ript uses global fun
tions:

fun
 t i on handleGet ( 
onve r sa t i on ) {

return ' Hel lo , world ! '

}

• PHP uses global fun
tions:

fun
 t i on handle_get ( $
onve r sa t i on ) {

return ' Hel lo , World ! ' ;

}

• Groovy uses 
losures tied to global variables (there are no global methods in Groovy):

handleGet = { 
onver sa t i on −>

return ' Hel lo , World ! '

}

Note that the name of the entry point follows typi
al 
onventions for ea
h language. In this do
umentation, we'll

use "
amel 
ase�q (handleGet), but be sure to repla
e the names following the examples above.

All entry points a

ept the "
onversation�q servi
e (page 79) as the sole argument. The other servi
es ("appli-


ation�q, "exe
utable�q, et
.) are available as global variables.
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handleInit

This is the only required entry point. It is 
alled on
e for every user request, and always before any of the other

entry points.

The main work is to initialize supported media types via 
onversation.addMediaType (page 84), in order of

preferen
e. For example:

fun
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )

}

Pruden
e handles 
ontent negotiation automati
ally, 
hoosing the best media type a

ording to list of a

eptable

and preferred formats sent by the 
lient and this list.

But, Why? You might wonder why we add these supported media types dynami
ally for ea
h request via a


all to handleInit, sin
e they are usually always the same for a resour
e. The reason is that sometimes they may

not be the same. In handleInit, you 
an 
he
k for various 
onditions of the 
onversation, or even external to the


onversation, to de
ide whi
h media types to support. For example, you might not want to support XHTML for

old browsers, but you'd want it at the top of the list for new browsers. Or, you might not be able to support

PDF in 
ase an external servi
e is down. In whi
h 
ase, you won't want it on the list at all, in whi
h 
ase 
ontent

negotiation would 
hoose a di�erent format that the 
lient supports, su
h as DVI.

So, this gives you a lot �exibility, at no real expense: adding media types per request is extremely lightweight.

handleGet

Handles HTTP "GET�q requests.

In a 
onventional resour
e-oriented ar
hite
ture (page 5), 
lients will not be expe
ting the resour
e to be altered

in any way by a GET operation.

What you'll usually do here is 
onstru
t a representation of the resour
e, possibly a

ording to spe
i�
 parameters

of the request, and return this representation to the 
lient. See the "
onversation�q API do
umentation (page 79)

for a 
omplete referen
e. Note espe
ially that if you've 
aptured URI segments (page 61), they'll be available in


onversation.lo
als (page 85).

The following return types are supported:

• Numbers: Returns the number as an HTTP status 
ode to the 
lient, with no other 
ontent. Usually used

for errors. For example, 404 means "not found.�q Note that error 
apturing (page 64) 
an let you take over

and return an appropriate error page to the 
lient.

• Arrays of bytes: Used for returning binary representations. Note that some languages (JavaS
ript, for ex-

ample) have their own implementations of arrays, whi
h are not exa
tly 
ompatible with JVM arrays. In

su
h 
ases, you have to make sure to return JVM arrays. Internally, Pruden
e represents these values with a

ByteArrayRepresentation.

• Representation instan
es: You 
an 
onstru
t and return a Restlet representation dire
tly.

• Other return values: If the 
onversation.mediaType (page 81) is "appli
ation/java�q the value will be wrapped

in an Obje
tRepresentation instan
e. Otherwise, it will be 
onverted into a string if it isn't a string already,

and returned to the 
lient as a textual representation.

Beyond the return value, you 
an a�e
t the response sent to the 
lient by the response attributes in the

"
onversation�q servi
e (page 79). In parti
ular, the 
onversation.modi�
ationDate (page 84) and 
onversation.tag

(page 84) 
an be used to a�e
t 
onditional HTTP requests (page 50). For these, you may also 
onsider implementing

the handleGetInfo entry point (page 50) for more s
alable handling of 
onditional requests.

handlePost

Handles HTTP "POST�q requests.

In a 
onventional resour
e-oriented ar
hite
ture (page 5), POST is the "update�q operation (well, not exa
tly:

see note below). Clients will expe
t the resour
e to already exist for the POST operation to su

eed. That is, a 
all
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to GET before the POST may su

eed. Clients expe
t you to return a modi�ed representation, in the sele
ted media

type, if the POST su

eeded. Subsequent GET operations would then return the same modi�ed representation. A

failed POST should not alter the resour
e.

Note that the entity sent by the 
lient does not have to be identi
al in format or 
ontent to what you return.

In fa
t, it's likely that the 
lient will send smaller delta updates in a POST, rather than a 
omplete representation.

What you'll usually do here is fet
h the data, and alter it a

ording to data sent by the 
lient. See the

"
onversation�q API do
umentation (page 79) for a 
omplete referen
e. Note espe
ially that if you've 
aptured

URI segments (page 61), they'll be available in 
onversation.lo
als (page 85).

See handleGet (page 48) for supported return types. In fa
t, you may want handlePost to share the same 
ode

path as handleGet for 
reating the representation.

POST is the only HTTP operation that is not "idempotent,�q whi
h means that multiple identi
al

POST operations on a resour
e may yield di�erent results from a single POST operation. This is why

web browsers warn you if you try to refresh a web page that is the result of a POST operation. As

su
h, POST is the 
orre
t operation to use for manipulations of a resour
e that 
annot be repeated. See

this blog post by John Cal
ote for an in-depth explanation.

handlePut

Handles HTTP "PUT�q requests.

In a 
onventional resour
e-oriented ar
hite
ture (page 5), PUT is the "
reate�q operation (well, not exa
tly: see

note below). Clients will expe
t whatever 
urrent data exists in the resour
e to be dis
arded, and for you to return

a representation of the new resour
e in the sele
ted media type. A failed PUT should not alter the resour
e.

Note that the entity sent by the 
lient does not have to be identi
al in format or 
ontent to what you return.

In fa
t, it's likely that you will return more information to the 
lient than what was sent.

What you'll usually do here is parse and store the data sent by the 
lient. See the "
onversation�q API

do
umentation (page 79) for a 
omplete referen
e. Note espe
ially that if you've 
aptured URI segments (page 61),

they'll be available in 
onversation.lo
als (page 85).

See handleGet (page 48) for supported return types. In fa
t, you may want handlePut to share the same 
ode

path as handleGet for 
reating the representation.

PUT, like most HTTP operations, is "idempotent,�q whi
h means that multiple identi
al PUT op-

erations on a resour
e are expe
ted to yield the same result as a single PUT operation. If you are

implementing a "
reate�q operation that 
annot be repeated, then you should use POST instead. See

note in POST.

handleDelete

Handles HTTP "DELETE�q requests.

In a 
onventional resour
e-oriented ar
hite
ture (page 5), 
lients expe
t subsequent GET operations to fail with

a "not found�q (404) 
ode. A DELETE should fail with 404 if the resour
e is not already there; it should not

silently su

eed. A failed DELETE should not alter the resour
e.

What you'll usually do here is make sure the identi�ed resour
e exists, and if it does, remove or mark it somehow

as deleted. See the "
onversation�q API do
umentation (page 79) for a 
omplete referen
e. Note espe
ially that if

you've 
aptured URI segments (page 61), they'll be available in 
onversation.lo
als (page 85).

The following return types are supported:

• Numbers: Returns the number as an HTTP status 
ode to the 
lient, with no other 
ontent. Usually used

for errors. For example, 404 means "not found.�q Note that error 
apturing (page 64) 
an let you take over

and return an appropriate error page to the 
lient.

• Null: Signi�es su

ess.

Note: It's good pra
ti
e to always expli
itly return null in handleDelete. Some languages return null if

no expli
it return statement is used. Others, however, return the value of the last exe
uted operation,

whi
h 
ould be a number, whi
h would in turn be
ome an HTTP status 
ode for the 
lient. This 
an

lead to some very bizarre bugs, as 
lients re
eive apparently random status 
odes!
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handleGetInfo

Handles HTTP "GET�q requests before handleGet (page 48).

This entry point, if it exists, is 
alled before handleGet in order to provide Pruden
e with information required

for 
onditional HTTP requests (page 50). Only if 
onditions are not met�for example if our resour
e is newer

than the version the 
lient has 
a
hed, or the tag has 
hanged�does Pruden
e 
ontinue to handleGet. Using

handleGetInfo 
an thus improve on the gains of 
onditional requests: not only are you saving bandwidth, but you

are also avoiding a potentially 
ostly handleGet 
all.

The following return types are supported:

• Numbers: Considered as Unix timestamps, and 
onverted into the modi�
ation date. See


onversation.modi�
ationDate (page 84).

• JVM Date instan
es: The modi�
ation date. Refer to the Java API do
umentation for details.

• Strings: Considered as HTTP tags. See 
onversation.tag (page 84).

• Tag instan
es: You 
an 
onstru
t and return your own Restlet tag.

• RepresentationInfo instan
es: You 
an 
onstru
t and return your own Restlet representation info.

Note that even if though you 
an only set either the modi�
ation date or the tag by the return value, you 
an set

the other one using 
onversation.modi�
ationDate (page 84) and 
onversation.tag (page 84).

If you implement handleGetInfo, you should be returning the same 
onditional information in your handleGet

implementation, so that the 
lient would know how to tag the data. The return value from handleGetInfo does not,

in fa
t, ever get to the 
lient: it is only used internally by Pruden
e to pro
ess 
onditional requests.

In the real world. . . You might be tempted to go ahead and provide a handleGetInfo entry point for every

resour
e you 
reate. This is not ne
essarily a good pra
ti
e, for three reasons:

1. It 
ould be that you don't need this optimization. Make sure, �rst, that you've a
tually identi�ed a problem

with performan
e or s
alability, and that you've tra
ed it to handleGet on this resour
e.

2. It 
ould be that you won't gain anything from this optimization. Ca
hes and other optimizations along the

route between your data and your 
lient might already be doing a great job at keeping handleGet as e�
ient

as it 
ould be. If not, improving them 
ould o�er far greater bene�ts overall than a handleGetInfo.

3. It 
ould be that you'll even hurt your s
alability! The reason is that an e�
ient handleGetInfo implementation

would need some me
hanism in pla
e to tra
k of data modi�
ation, and this me
hanism 
an introdu
e overhead

into your system that 
auses it to s
ale worse than without your handleGetInfo.

See "S
aling Tips�q (page 101) for a thorough dis
ussion of the problem of s
alability.

Conditional Requests

HTTP 
lients, su
h as web browsers, store downloaded 
ontent in their lo
al 
a
he, marking it with a modi�
ation

date and tag a

ording to HTTP headers in the response. Subsequent requests to the same URL will be "
ondi-

tional,�q meaning that the 
lient will tell the server what the latest modi�
ation date it has. If the server does not

have new data, then it returns an empty response with the 304 "not modi�ed�q HTTP status, letting the 
lient

know that it is safe to use its 
a
hed version. This saves both bandwidth and pro
essing resour
es on the server.

To support 
onditional requests, you have to expli
itly set at least one of 
onversation.modi�
ationDate (page

84) and 
onversation.tag (page 84). If you implement handleGetInfo (page 50), you should be returning one of

these values instead.

Note that these attributes are ignored in 
ase you are 
onstru
ting and returning your own

Representation instan
e.

Client Ca
hing Though 
lients rely on a lo
al 
a
he for 
onditional requests, you 
an provide them with

additional 
a
hing dire
tives. In Pruden
e, you 
an 
ontrol the expiration of the 
lient's 
a
hed entry with


onversation.maxAge (page 84) or 
onversation.expirationDate (page 84).

Expli
itly setting 
a
he dire
tives has an important side e�e
t: most 
lients will not send 
onditional HTTP

requests for the 
a
hed data until the 
a
he entry expires. This allows you to save bandwidth and improves 
lient

performan
e, but at the expense of not being able to update the 
lient upon 
hanges. Use with 
are.
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Resour
es As API

A "resour
e-oriented ar
hite
ture�q is purposely more minimal than obje
t-oriented, transa
tional ar
hite
tures.

As dis
ussed in "The Case for REST�q (page 5), there are many far-rea
hing advantages to this minimalism. While

it's possible for you to maintain multiple interfa
es to your servi
e, it might make more sense to standardize around

REST prin
iples throughout your appli
ation. A single, uniform API is more maintainable, and less prone to bugs.

Pruden
e lets you a

ess your resour
es internally, without having to go through HTTP, using do
ument.internal

(page 77). You 
an furthermore avoid spe
ial representations and pass JVM obje
ts through dire
tly by setting


onversation.mediaType (page 81) to "appli
ation/java�q.

For example, here's "/resour
es/testme.js�q that ni
ely supports both external and internal 
lients:

f un
 t i on hand l e I n i t ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / json ' )


onve r sa t i on . addMediaTypeByName ( ' app l i 
 a t i on / java ' )

}

fun
 t i on handleGet ( 
onve r sa t i on ) {

var data = getData ( )

i f ( 
onve r sa t i on . mediaTypeName == ' app l i 
 a t i on / java ' ) {

return data

}

e l s e {

return JSON. to ( data )

}

}

fun
 t i on getData ( ) {

return {name : ' t e s t ' , d e s 
 r i p t i o n : ' This i s some t e s t data ' }

}

We 
an then a

ess the resour
e dire
tly, without any JSON en
oding/de
oding:

var data = do
ument . i n t e r n a l ( ' / testme / ' , ' a pp l i 
 a t i on / java ' ) . get ( ) . ob j e 
 t

p r in t ( data . d e s 
 r i p t i o n )

// Just f o r 
omparison , here ' s how we would to i t us ing JSON en
oding/de
oding

var data = eva l ( ' ( ' + do
ument . i n t e r n a l ( ' / testme / ' , ' a pp l i 
 a t i on / json ' ) . get ( ) . t ex t

+ ' ) ' )

p r in t ( data . d e s 
 r i p t i o n )

Note: The "appli
ation/java�q media type 
an be used externally (page 78), too. In su
h a 
ase, the

obje
t would be serialized/unserialized over HTTP. This does mean that your data 
lass has to properly

support JVM serialization, via the Serializable or Externalizable interfa
es.

Handlers

Pruden
e supports a few kinds of "handlers,�q spe
ial purpose 
ode for handling spe
i�ed me
hanisms.

Handlers vs. Resour
es

Creating a handler is similar to 
reating a resour
e (page 45), though handlers are even simpler.

All �les under /handlers/ are assumed to be sour
e 
ode �les. They are mapped simply to internal URIs, where

a trailing slash is optional. Handlers do not have external URIs like resour
es (page 45). Though there are di�erent

kinds of handlers, they are all put in /handlers/, the di�eren
e being only in whi
h entry points Pruden
e expe
ts

to �nd in them. It's up to you to use the 
orre
t kind of handler for the 
orre
t purpose.

The life 
y
le of handlers is similar to that of resour
es (page 45), ex
ept that no defrosting or preheating is

supported.

Entry points (page 47) work a bit di�erently:
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• Like in resour
es, the "
onversation�q servi
e (page 79) is provided as the �rst argument, but only a subset

of the API is supported.

• Some entry points support additional arguments.

Filters

Filters sit somewhere along the 
onversation route, and are able to a�e
t the progress of the 
onversation. See the

se
tion on �ltering in routing (page 66) for a 
omplete dis
ussion.

Entry Points

Both entry points are optional, though it's quite useless to have a �lter with neither.

handleBefore This is 
alled before the request is handled by the next handler along the route.

There is likely no response set at this point, so you only have a

ess to request attributes.

Three literal return values are supported, as either a string or a number:

• "
ontinue�q or 0: Continue to the next handler

• "skip�q or 1: Skip the next handler and 
ontinue to our handleAfter entry point (page 52)

• "stop�q or 2: Stop our handling altogether (note that previous handlers along the route may still pro
ess the


onversation before it returns to the 
lient)

Otherwise, you may return an internal URI, whi
h must begin with a "/�q. This 
auses the �lter to 
apture to that

URI (an internal redire
t). This is a powerful feature allowing you to implement 
omplex 
apturing via �lters. For

more information and an example, see dynami
 
apturing in the routing 
hapter (page 63).

handleAfter This is 
alled after the request is handled by the next handler along the route, unless "stop�q was

returned from our handleBefore (page 52).

At this point, a response has usually been set, unless we returned "skip�q from in handleBefore or another �lter

down the route erased it. You may manipulate the response or even repla
e it entirely.

Note that handleAfter is 
alled even if the next handler en
ounters an error. You 
an test for su
h an error with


onversation.statusCode (page 81). Indeed, one use 
ase for �lters is to 
lean up and release hanging servi
es after

errors o

ur.

No return value is expe
ted.

Ca
he Key Pattern Handlers

These handlers are used to set 
onversation.lo
als (page 85) that are then used for �lling in 
ustom

do
ument.
a
heKeyPattern (page 73) variables. If, and only if, the variable is used in a 
a
he key pattern, then the

handler is 
alled. It is expe
ted that the handler would then �ll the appropriate 
onversation.lo
al (page 85) with

a value, whi
h is then used to 
ast the pattern into a value.

Custom variables for sophisti
ated, powerful 
a
hing strategies. For example, by in
luding a user identi�er in


a
he key patterns, you 
an allow for 
a
hing pages or fragments per user.

Global Handlers

One way to use them is to set them globally, su
h they will be usable in 
a
he key patterns of any do
ument.

To do so, in your appli
ation's "routing.*�q use the 
a
heKeyPatternHandlers servi
e, whi
h is a map of variable

names (without the 
urly bra
kets) to handler names. For example, let's have "{un}�q and "{ug}�q be handled by

"/handlers/userinfo.js�q. Here the "routing.js�q:


a
heKeyPatternHandlers . put ( ' un ' , ' u s e r i n f o / ' )


a
heKeyPatternHandlers . put ( ' ug ' , ' u s e r i n f o / ' )
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Lo
al Handlers

You 
an also set 
a
he key pattern handlers for spe
i�
 do
uments, using do
ument.
a
heKeyPatternHandlers (page

74). Lo
al settings will override global settings. For example, here's a s
riptlet from a do
ument in /web/dynami
/

or /web/fragments/:

do
ument . 
a
heKeyPatternHandlers . put ( ' un ' , ' u s e r i n f o / ' )

do
ument . 
a
heKeyPatternHandlers . put ( ' ug ' , ' u s e r i n f o / ' )

do
ument . 
a
heKeyPattern = '{an } |{ ptb } |{dn } |{un} '

Entry Points

handleCa
heKeyPattern The se
ond argument of this entry point, after the "
onversation�q servi
e (page

79), is a list of the variable names that appear in the do
ument.
a
heKeyPattern (page 73), and whi
h you have

registered to handle by 
alling do
ument.
a
heKeyPatternHandlers (page 74). The variable names here are not

en
losed in 
urly bra
kets.

A good te
hnique is to iterate this list and �ll in an appropriate 
onversation.lo
al (page 85) for ea
h variable.

He is a "/handlers/userinfo.js�q to mat
h the example above:

fun
 t i on handleCa
heKeyPattern ( 
onversat ion , v a r i a b l e s ) {

var 
ook i e = 
onver sa t i on . getCookie ( ' s e s s i on ' )

var user = getUserFromCookie ( user )

f o r ( var i in v a r i a b l e s ) {

var va r i ab l e = St r ing ( v a r i a b l e s [ i ℄ )

swi t
h ( va r i ab l e ) {


ase 'un ' :


onve r sa t i on . l o 
 a l s . put ( ' un ' , user . name)

break


ase 'ug ' :


onve r sa t i on . l o 
 a l s . put ( ' ug ' , user . group )

break

}

}

}

fun
 t i on getUserFromCookie ( 
ook i e ) {

. . .

r e turn user

}

Note that no return value is expe
ted.

S
riptlet Plugins

These powerful handlers let you 
reate your own s
riplet types for generating HTML (page 35), e�e
tively extending

Pruden
e's S
ripturian-based templating engine.

Though you 
an always simply 
all a fun
tion from a regular s
riptlet, s
riplet plugins 
an be more su

int,

elegant and readable. In parti
ular, you 
an use them to break limitations of your programming language, be
ause

they let parse 
ontent as you see �t. Thus, they are useful for embedding templating engines and expression

languages.

You 
an install s
riptlet plugins in your appli
ation's "routing.*�q using the s
riptletPlugins servi
e, whi
h is a

map of plugin 
ode to handler names.

In this example we'll have "[�q and "℄�q be handled by "/handlers/paragraph-s
riptlets.js�q. Here is the "rout-

ing.js�q:

s 
 r i p t l e t P l u g i n s . put ( ' [ [ ' , '/ paragraph−s 
 r i p t l e t s / ' )

s 
 r i p t l e t P l u g i n s . put ( ' ℄ ℄ ' , '/ paragraph−s 
 r i p t l e t s / ' )

Note that you 
an also install instan
es of S
riptletPlugin into s
riptletPlugins dire
tly. This is useful for

installing plugins written in Java or supplied by a third party JVM library.

53

http://threecrickets.com/scripturian/
http://threecrickets.com/scripturian/api/index.html?com/threecrickets/scripturian/ScriptletPlugin.html


Entry Points

getS
riptlet In addition to the "
onversation�q servi
e (page 79) argument, this entry point re
eives two more

arguments: 
ode and 
ontent. The 
ode is whi
h s
riptlet plugin 
ode you need to interpret, and 
ontent is the


ontent of the s
riptlet. All you need to do is return the resulting s
riptlet.

Here's our "/handlers/paragraph-s
riptlets.js�q:

fun
 t i on hand l eGetS
 r ip t l e t ( 
onversat ion , 
ode , 
ontent ) {

swit
h ( S t r ing ( 
ode ) ) {


ase ' [ [ ' :

r e turn ' p r in t (\ '<p s t y l e ="' + 
ontent + '">\ ') ; '


ase ' ℄ ℄ ' :

r e turn ' p r in t (\ '</p>\ ') ; '

}

return ""

}

The example is trivial: s
riptlets 
an generate any 
ode, not just "print�q statements.

Here's an example of how these s
riptlets would be used in generating HTML:

<html>

<body>

<%[[ 
 o l o r : red ; %>

This i s a red paragraph .

<%℄℄%>

</body>

</html>

Note that even though 
hanges to your s
riptlet plugin handler 
ode take e�e
t on the �y, the do
uments

that use this handler are not regenerated on the �y when s
riptlet handler 
ode is updated. The

reason is that the handler 
ode is used only when 
ompiling your do
ument, not when its a
tually

exe
uted. If you want Pruden
e to regenerate your do
uments, either make a trivial 
hange to them

(for example, "tou
h�q to update their date) or delete Pruden
e's /
a
he/ dire
tory and restart your

Pruden
e instan
e.

Tasks

Programming multi-threaded and distributed appli
ations is usually very di�
ult, but Pruden
e makes a lot of the

work easier via support for tasks, whi
h run in the "ba
kground�q outside of the 
lient thread pool, and indeed


an run anywhere in your Pruden
e 
luster (page 97). Tasks are an important part of your s
aling strategy as they

allow your appli
ation to do work without holding up 
lient threads. For a full dis
ussion, see "S
aling Tips�q (page

101).

Tasks are straightforward s
ripts pla
ed in the appli
ation's /tasks/ subdire
tory. They are straightforward

in that, upon exe
ution, the 
ode is simply run as is. There is no parti
ular entry point as with /resour
es/ or

/handlers/. They 
an be run on-demand or s
heduled to run at spe
i�
 times and lo
ations.

Tasks are part of an appli
ation, and have a

ess to the same "appli
ation�q, "do
ument�q and "exe
utable�q

API servi
es as other appli
ation 
ode. Likewise, you 
an a

ess any 
ode in /libraries/ via do
ument.exe
ute (page

76) or via your language's usual in
lusion fa
ility. Unlike /resour
es/ and /web/dynami
/ 
ode, /tasks/ 
ode has

no "
onversation�q API servi
e (page 79).

The modern JVM, running on modern operating systems and multi-
ore hardware, will do a very good job at

multi-threading, so be 
on�den
e in using /tasks/ heavily.

Pruden
e provides two fa
ilities for s
heduling tasks:

On Demand

Use appli
ation.task (page 71) to spawn or s
hedule tasks on demand from your /resour
es/ or /web/dynami
/


ode, or appli
ation.distributedTask (page 72) to spawn tasks in your Pruden
e 
luster (page 97).
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In some 
ases, you may want to atomi
ally update a boolean in appli
ation.globals (page 71) or

appli
ation.distributedGlobals (page 71) to �ag that the task has been s
heduled, so that you won't s
hedule

it more than on
e.

At Startup

Startup Task

Pruden
e will automati
ally spawn the task 
alled "/startup/�q upon startup. Note that it will run after all the

other startup tasks (defrosting, preheating) �nish, in order to make sure your appli
ation is "hot�q �rst. If you

need multiple tasks running�usually repeating tasks, su
h as those that do general maintenan
e, monitor resour
e

availability, send out email reminders, et
.�you 
an start them from your startup task using appli
ation.task (page

71).

For example, here is an appli
ation's "/tasks/startup.js�q �le:

app l i 
 a t i on . l o gg e r . i n f o ( ' S
hedul ing monitor task to repeat every se
ond ' )

app l i 
 a t i on . task ( nu l l , '/ monitor / ' , nu l l , nu l l , 1000 , 1000 , f a l s e )

Note that this initial run of the "/startup/�q task will send the string "initial�q for the do
ument.
ontext (page

75). This is so you 
an distinguish between this initial run and possible subsequent runs that you spawn yourself.

Custom Startup Tasks

You 
an also use appli
ation.task (page 71) to s
hedule general tasks in any of the appli
ation's 
on�guration s
ripts

(page 28).

Here is an example "default.js�q (note the use of "appli
ationServi
e�q instead of "appli
ation�q):

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / ' )

a pp l i 
 a t i o nS e rv i 
 e . task ( nu l l , '/ p o l l / ' , nu l l , {name : ' mypoll ' , maxDuration : 5000} , 1000 , 1000 , f a l s e )


rontab

This fa
ility lets you s
hedule tasks to run at spe
i�
 (Gregorian) 
alendri
al times. It is similar to 
alling

appli
ation.task (page 71) in the appli
ation's 
on�guration s
ripts, but allows for more su

in
t, 
alendri
al repe-

tition patterns.

To use this fa
ility, pla
e a �le with the name "
rontab�q in your appli
ation's base subdire
tory. Its format is

purposely very similar to that of the 
rontab 
on�guration �le found in many Unix-like operating system: ea
h line

starts with s
heduling pattern and ends with the task name.

Optionally, you may add more text after the task name and whitespa
e: anything there is grabbed as a single

string and sent as the 
ontext to the task, whi
h 
an be a

essed there as do
ument.
ontext (page 75). Be
ause


rontab is a text �le, only textual 
ontexts may be sent, but you 
an use JSON, XML or other en
odings to 
reate


omplex 
ontexts.

The s
heduling pattern is a series of �ve whitespa
e-separated settings. Any of these settings 
an be "*�q,

signifying that any value would mat
h. Use a slash to mat
h only numbers that divide equally by the number after

the slash (
an also be used on "*�q). Ranges (in
lusive) are possible, separated by hyphens. Multiple settings are

possible, separated by 
ommas. Multiple patterns are possible, separated by pipes.

1. Minutes of the hour, 0-59.

2. Hour of the day, 0-23.

3. Day of the month, 1-31. The spe
ial setting "L�q signi�es the last day of the month, whi
h varies per month

and year.

4. Month of the year, 1-12. Three-letter English month names may be used instead of numbers: "jan�q, "feb�q,

"mar�q, et
.

5. Day of the week, 0-6. Three-letter English day names may be used instead of numbers: "sun�q, "mon�q,

"tue�q, et
.
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Example patterns:

• Every minute: * * * * *

• 11:59pm every Tuesday and Friday: 59 23 * * tue,fri

• Every 5 minutes in the morning, between 5 to 8am, otherwise every 30 minutes: */5 5-7 * * *|*/30 0-4,8-23

* * *

• The same as above, but with one added to all minutes of the hour: 1,6,11,16,21,26,31,36,41,46,51,56 5-7 * *

*|1,31 0-4,8-23 * * *

Notes:

1. "
rontab�q will be 
he
ked for 
hanges and parsed on
e per minute. This means that you 
an edit this �le

and have your task s
heduling 
hange on the �y without restarting Pruden
e.

2. You 
an s
hedule the same task on multiple lines, whi
h is not equivalent to using the pipe: multiple lines

means that multiple task instan
es might be spawned simultaneously if mat
hed on more than one line.

Contrarily, using the pipe 
ounts as a single mat
h.

3. The s
heduler does not 
he
k to see if a task �nished running before spawning a new instan
e of it, so that

even if a task is not done yet, but it's time for it to be spawned again, you'll have multiple instan
es of

the task running at the same time. If this is problemati
, 
onsider using appli
ation.task (page 71) in your


on�guration s
ripts instead, with "false�q as the last argument.

You 
an also set up a spe
ial 
rontab to run arbitrary Java stati
 methods and even non-JVM system pro
esses.

Internally, Pruden
e uses the �exible 
ron4j library. See its do
umentation for more information. Here's an example

appli
ation's "default.js�q 
on�guration s
ript to set up a "
rontab-system�q �le:

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / ' )

s 
hedu l e r . s 
 h edu l eF i l e (new F i l e ( appl i 
at ionBasePath + '/ 
rontab−system ' ) )

Stati
 Web

Pruden
e atta
hes your appli
ation's /web/stati
/ subdire
tory to URLs, making �les there available via HTTP

GET. In other words, /stati
/web/ is a "web server.�q It's a 
onvenient pla
e for storing immutable resour
es that

your 
lients will need to run your appli
ation: images, styles, s
ripts, et
.

You're likely, though, wondering if /web/stati
/ is merely a 
onvenien
e, and if you'd be better o� using Apa
he

or other dedi
ated web servers instead of Pruden
e to serve your the stati
 �les.

Our re
ommendation is to take that route only if those web servers o�er important features that you won't �nd

in Pruden
e. Remember that Pruden
e has many powerful features, in
luding URL rewriting and redire
tion (page

58), smart 
ompression (page 34), and that Pruden
e's non-blo
king I/O does a great job at s
aling. You will likely

not see signi�
antly better performan
e or s
alability by repla
ing /web/stati
/ with standard web servers.

Mapping Files to MIME Types

Files are sent to 
lients with a MIME type determined a

ording to the �lename's extension.

See appli
ation 
on�guration (page 30) for instru
tions on how to 
on�gure this mapping.

Repla
ing Jetty

Jetty 
an be repla
ed with Netty or Grizzly, non-blo
king I/O HTTP servers with di�erent performan
e 
hara
ter-

isti
s. See the Restlet do
umentation for more information.
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Ca
heControlFilter

Pruden
e handles 
onditional HTTP automati
ally for /web/stati
/: when 
lients request a new �le, they tell

Pruden
e whi
h version they have 
a
hed, and Pruden
e makes sure not to send them the �le if they already have

the most re
ent version. Unfortunately, this still does require a short round-trip HTTP request between 
lient and

server.

To avoid even these short requests, Pruden
e 
omes with a handy �lter (page 66) that 
an sele
tively set 
a
he


ontrol headers a

ording to �le type. By default, the �lter sets the max age 
a
he header to the "far future�q (ten

years) for all �les. For most web browsers, and many other 
lients that support lo
al 
a
hing, this e�e
tively 
auses

the �les to be 
a
hed "forever.�q Thus, the 
lient would only request the �le again if the 
a
he entry is deleted due

to the 
a
he being full, or if the 
a
he is manually reset.

This 
an allow for faster page rendering in web browsers, save you in bandwidth 
osts, and help you s
ale.

Sounds perfe
t? Unfortunately, it also a�e
ts your ability to make 
hanges to �les. Ten years means ten years: the


lient does not expe
t the �le to 
hange in that time. Sin
e you likely 
annot ask your users to reset their browser


a
hes every time you make a 
hange, what you 
an do instead is rename the �le on your end: be
ause 
lients


a
he �les a

ording to their URLs, and �lenames are mapped to URLs, the 
lient would 
onsider it a fresh �le. Of


ourse, you would also have to update referen
es to the URL in HTML and CSS.

Another tri
k to for
e 
lients to re-request an updated �le is to add query strings to the URL. For example,


onsider this HTML 
ode:

<img s r 
="images/ logo . png?_=128799073903458">

The query string is ignored by Pruden
e's stati
 web handler, but sin
e it does signify a new URL, the 
lient

will use a separate 
a
he entry for it. This lets you keep your �lenames, but does require you to alter URLs.

Sin
e the above te
hniques require 
onsiderable dis
ipline from the appli
ation maintainers, the 
a
he 
ontrol

�lter is not enabled by default in Pruden
e. The following is an example on how to enable it in an appli
ation's

"routing.js�q, while disabling it for �le types that are frequently updated:

importClass (

org . r e s t l e t . data . MediaType ,


om . t h r e e 
 r i 
 k e t s . pruden
e . u t i l . Ca
heContro lF i l te r )

var stat i 
WebCa
heContro lF i l te r = new Ca
heContro lF i l te r ( nu l l )

// Disab le 
a
h ing f o r CSS and JavaS
r ipt f i l e s

s tat i 
WebCa
heContro lF i l te r . maxAgeForMediaType . put (MediaType .TEXT_CSS, −1)

stat i 
WebCa
heContro lF i l te r . maxAgeForMediaType . put (MediaType .APPLICATION_JAVASCRIPT

, −1)

route r . f i l t e r B a s e ( stati
WebBaseURL , stat i 
WebCa
heControlF i l ter , stati
Web )

You 
an use this �lter for /dynami
/web/, too, but you're better o� using its built-in support (page 43).

JavaS
riptUnifyMinifyFilter

When writing JavaS
ript 
ode, you likely want to use a lot of spa
ing, indentation and 
omments to keep the 
ode


lear and manageable. You would likely also want to divide your 
ode into multiple �les. However, if this 
ode is

meant to be run on the 
lient, this 
ould mean sending several overly large �les to it.

Pruden
e 
omes with a handy �lter (page 66) that lets you "unify�q several JavaS
ript �les into one, and to

"minify�q it so that super�uous 
omments and whitespa
e are removed. Bandwidth savings 
an be signi�
ant.

The �lter works by dete
ting a user request for a �le named "all.min.js�q in a dire
tory whi
h 
ontains ".js�q

�les. If the �le does not exist, it 
olle
ts all the JavaS
ript �les in the dire
tory, uni�es them in alphabeti
al order,

and mini�es the result into a �le 
alled "all.min.js�q. The �lter pi
ks up your 
hanges on the �y, and will only

regenerate "all.min.js�q if you've made a 
hange to any of the base �les. You 
an 
ontrol the minimum time required

to pass between these 
he
ks via a 
onstru
tor argument (see example below).

If order of sour
e �les within the uni�ed �le is important, make sure to name so that an alphabeti
al sort would

put them in the right order.
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importClass (
om . t h r e e 
 r i 
 k e t s . pruden
e . u t i l . JavaS
r ip tUn i fyMin i f yF i l t e r )

route r . f i l t e r B a s e (

stati
WebBaseURL ,

new JavaS
r ip tUn i fyMin i f yF i l t e r ( nu l l , new F i l e ( appl i 
at ionBasePath +

stati
WebBasePath ) ,

minimumTimeBetweenValidityChe
ks ) , stati
Web )

An example of loading the uni�ed-mini�ed �le from HTML:

<html>

<head>

<s 
 r i p t type="tex t / j a v a s 
 r i p t " s r 
="s 
 r i p t / a l l . min . j s "></s 
 r i p t >

</head>

</html>

CssUnifyMinifyFilter

This �lter does for CSS what the JavaS
riptUnifyMinifyFilter (page 57) does for JavaS
ript. Example:

importClass (
om . t h r e e 
 r i 
 k e t s . pruden
e . u t i l . Cs sUn i fyMin i f yF i l t e r )

route r . f i l t e r B a s e (

stati
WebBaseURL ,

new CssUn i fyMin i f yF i l t e r ( nu l l , new F i l e ( appl i 
at ionBasePath +

stati
WebBasePath ) ,

minimumTimeBetweenValidityChe
ks ) , stati
Web )

You 
an use JavaS
riptUnifyMinifyFilter and CssUnifyMinifyFilter together. The order of �ltering should not

matter.

Routing

In Pruden
e, "routing�q refers to the de
ision-making pro
ess by whi
h an in
oming 
lient request rea
hes its

handler on the server. Usually, information in the request itself is used to make the de
ision, su
h as the URI,


ookies, the 
lient type, 
apabilities and geolo
ation. But routing 
an also take server-side and other 
ir
umstan
es

into a

ount. For example, a round-robin load-balan
ing router might send ea
h in
oming request to a di�erent

handler in sequen
e. The de
ision on whi
h handler to use has nothing to do with the a 
lient's parti
ular request.

A request normally goes through many routers before rea
hing its handler. Filters along the way 
an 
hange

information in the request, whi
h 
ould also a�e
t routing. Filtering should thus also be thought of as a routing

tool.

This abstra
t, �exible routing me
hanism is one of Pruden
e's most powerful features, but it's important to

understand these basi
 prin
iples. A 
ommon mis
on
eption is that routing is based on the hierar
hi
al stru
ture

of URIs, su
h that a 
hild URI's routing is somehow a�e
ted by its parent URI. While it's possible to route by

parent URI in Pruden
e, routing is primarily to be understood in terms of the order of routers and �lters along the

way. A parent and 
hild URI 
ould thus use entirely di�erent handlers.

When writing appli
ations for Pruden
e, you will mostly be interested in appli
ation-level routing, whi
h we

will 
over in-depth below. However, to give you a better understanding of how Pruden
e routing works, let's follow

the journey of a request, starting with routing at the instan
e level.

Instan
e Routing

Before a request rea
hes your appli
ation, it is routed by your Pruden
e instan
e.

Step 1: Servers

Requests 
ome in from servers. Pruden
e instan
es have at the minimum one server, but 
an have more than one.

Ea
h server listens at a parti
ular HTTP port, and multiple servers may in turn be restri
ted to parti
ular network
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interfa
es on your ma
hine. By default, Pruden
e has a single server that listens to HTTP requests on port 8080


oming in from all network interfa
es.

You 
an 
on�gure your servers in "/instan
e/servers.*�q (page 33).

Step 2: The Component

There is only one 
omponent per Pruden
e instan
e, and all servers route to it. This allows Pruden
e a uni�ed

me
hanism to deal with all in
oming requests.

Step 3: Virtual Hosts

The 
omponent's router de
ides whi
h virtual host should re
eive the request. The de
ision is often made a

ording

to the domain name in the URL, but 
an also take into a

ount whi
h server it 
ame from. Virtual hosting is a tool

to let you host multiple sites on the same Pruden
e instan
e, but it 
an be used for more subtle kinds of routing,

too.

At the minimum you must have one virtual host. By default, Pruden
e has one that a

epts all in
oming

requests from all servers. If you have multiple servers and want to treat them di�erently, you 
an 
reate a virtual

host for ea
h.

You 
an 
on�gure your virtual hosts in "/instan
e/hosts.*�q (page 27).

Step 4: Appli
ations

Using "hosts�q in your appli
ation's "settings.*�q (page 32), you 
an 
on�gure whi
h virtual hosts your appli
ation

will be atta
hed to, and the base URI for the appli
ation on ea
h virtual host. An appli
ation 
an a

ept requests

from several virtual hosts at on
e.

To put it another way, there's a many-to-many relationship between virtual hosts and appli
ations: one host


an have many appli
ations, and the same appli
ation 
an be atta
hed to many hosts.

Note that you 
an 
reate a "nested�q URI s
heme for your appli
ations. For example, one appli
ation might be

atta
hed at the root URI at a 
ertain virtual host, "/�q, while other appli
ations might be at di�erent URIs beneath

the root, "/wa
kywiki�q and "/wa
kywiki/support/forum�q. The root appli
ation will not "steal�q requests from

the other appli
ations, be
ause the request is routed to the right appli
ation by the virtual host. The fa
t that the

latter URI is the hierar
hi
al des
endant of the former makes no di�eren
e to the virtual host router.

A Complete Route

Let's assume a 
lient from the Internet send a request to URI "http://www.wa
ky.org/wa
kywi
ki/support/forum/thread/12/.�q

Our ma
hine has two network interfa
es, one fa
ing the Internet and one fa
ing the intranet, and we have two

servers to listen on ea
h. This parti
ular request has 
ome in through the external server. The request rea
hers the


omponent's router.

We have a few virtual hosts: one to handle "www.wa
ky.org�q, our organization's main site, and another to

handle "support.wa
ky.org�q, a se
ure site where paying 
ustomers 
an open support ti
kets.

Our forum appli
ation (in the /appli
ations/forum/ subdire
tory) is atta
hed to both virtual hosts, but at

di�erent URIs. It's at "www.wa
ky.org/wa
kywiki/support/forum�q and at "support.wa
ky.org/forum�q. In this


ase, our request is routed to the �rst virtual host. Though there are a few appli
ations installed at this virtual

host, our request follows the route to the forum appli
ation.

The remaining part of the URI, "/thread/12/�q will be further routed inside the forum appli
ation, as detailed

below.

Appli
ation Routing

Step 5: Appli
ation Handlers

Pruden
e appli
ations 
ome with default support for three kinds of handlers: resour
es (in the /resour
es/ subdi-

re
tory), dynami
 web pages (in the /web/dynami
/ subdire
tory) and stati
 web resour
es (in the /web/stati
/

subdire
tory). By default, all three handlers are atta
hed at the root URI, "/�q, of the appli
ation (whi
h may vary

per virtual host). However, it is possible to 
hange this in your appli
ation's "settings.*�q, see resour
esBaseURL,

dynami
WebBaseURL and stati
WebBaseURL (page 32). For example, you may want your resour
es to be routed

under "/rest-interfa
e/�q.
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You may ask, for any given request, how 
an the appli
ation's router know whi
h handler to send it to, if all

handlers by default assume the same "/�q base URL? The answer is that it doesn't. It tries ea
h handler in sequen
e,

and if one handler 
annot handle the request, it falls ba
k to the next one. For example, a "style/main.
ss�q URI

will be tried �rst as a resour
e. If that resour
e doesn't exist, it will be tried as a dynami
 web page. Finally, it

will be sent to the stati
 web handler.

Be 
areful: this system allows for previous handlers in the sequen
e to supersede later handlers. For example, if

you de
ide to remove s
riptlets from a �le named /dynami
/web/about.html and move it to /stati
/web/about.html,

make sure to delete the former, or else the latter will not be rea
hed.

Subdire
tories and Filenames As URI Segments

The three appli
ation handlers�resour
es, dynami
 web pages and stati
 web resour
es�are all routed by mapping

the �lesystem stru
ture to a URI. Ea
h subdire
tory path or �lename is dire
tly translated into a URI segment.

This is exa
tly the s
heme used by most stati
 web servers, and it has the bene�t of using a readily-available,

easy-to-use hierar
hi
al stru
ture�the �lesystem�as a straightforward way for 
reating URIs.

There's one de�
ien
y to this s
heme: by dire
tly mapping �lenames, it 
an allow for "ugly�q URIs that in
lude

�lename extensions. For example, you're probably used to seeing many web sites with URLs that end in ".html�q,

".php�q and ".jsp�q. While these extensions are meaningful to the site developer, they 
ompli
ate the URIs and

expose internal implementation details to outsiders.

Pretty URIs

To allow for prettier URIs, Pruden
e does a few things:

Filename Extension Hiding Pruden
e ignores �lename extensions for the purpose of mapping to URIs.

For example, the �le "/web/dynami
/wiki/table-of-
ontents.html�q will be mapped to the URI "/wiki/table-of-


ontents/�q.

Default Files In /web/dynami
/ and /web/stati
/, if a �le "index.html�q exists in a subdire
tory, it is mapped

to the URI for the subdire
tory itself. In /resour
es/, the default �le is "default.*�q.

For example, the �le "/web/dynami
/wiki/
ontributors/index.html�q is mapped to the URI "/wiki/
ontribu-

tors/�q. Note that another way to 
reate the same URI is to use "/web/dynami
/wiki/
ontributors.html�q (the

".html�q is hidden by Pruden
e).

Default �les are simply another organizational option for you. In very large appli
ations, it 
an help keep your

�les well-organized without having any e�e
t on the URIs that exposed externally. You 
an even 
hange your

s
heme as your appli
ation evolves.

The name "index.html�q is used by web servers for ar
hai
 reasons: it was 
on
eived of as a pla
e where

you 
ould list the 
ontents, or "index,�q the subdire
tory. These days, however, we tend to have a more

general understanding of URIs. By default, we've followed this 
onvention in Pruden
e. You 
an 
hange

this with the "
om.three
ri
kets.pruden
e.GeneratedTextResour
e.defaultName�q appli
ation attribute.

Trailing Slash Requirement You'll note that we used "/wiki/
ontributors/�q for the above, rather than "/wik-

i/
ontributors�q (the di�eren
e is the trailing slash). This is be
ause Pruden
e requires trailing slashes by default:

trying to a

ess "/wiki/table-of-
ontents�q would permanently redire
t to "/wiki/table-of-
ontents/�q.

Pruden
e requires a trailing slash for two main reasons:

1. To keep the URI spa
e 
onsistent, whether you use subdire
tories or �lenames to 
reate the URI segments.

2. This is Pruden
e's way of �ghting to the "trailing slash�q problem, whi
h plagues the use of relative URIs in

HTML and CSS.

You 
an turn o� the trailing slash requirement via the "
om.three
ri
kets.pruden
e.GeneratedTextResour
e.trailingSlashRequired�q

and "
om.three
ri
kets.pruden
e.DelegatedResour
e.trailingSlashRequired�q appli
ation.globals.

In Pruden
e 1.1, the �lename extension hiding and trailing slash requirement work only for /resour
es/

and /web/dynami
/ URLs. /web/stati
/ URLs still map full �lenames. A future version of Pruden
e

may extend these features to all resour
es.

If you'd like a spe
i�
 non-trailing-slash URL to automati
ally redire
t to the trailing-slash equivalent, use the

appli
ation's "urlAddTrailingSlash�q setting (page 34).
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Overriding Pretty URIs You 
an override all the automati
 prettifying te
hniques mentioned above by expli
itly


apturing URIs (page 61). For example:

route r . 
apture ( ' / sitemap . xml ' , '/ sitemap / ' )

Filename Extensions

Though Pruden
e hides the �lename extensions from the URIs, they do have two important fun
tions:

Filename Extensions and MIME Types Filename extensions de�ne the default media type for "GET�q

requests to pages in /web/dynami
/ and /web/stati
/. For example, a ".xml�q �le will be mapped to the "appli-


ation/xml�q MIME type.

Every appli
ation has its own �lename extension mapping table (page 30).

Additionally, you 
an expli
itly set the MIME type in a 
ode via 
onversation.mediaTypeName (page 81),

overriding the default.

Filename Extensions and Programming Languages In /resour
es/, and for 
on�guration s
ripts, the �le-

name extension tells Pruden
e the programming language of the sour
e 
ode. Pruden
e supports ".py�q, ".rb�q,

".js�q, �q.php�q, ".
lj�q and ".php�q �les.

Filename Extensions Preferen
e In /resour
es/, the Pruden
e �avor you are using will determine whi
h �le

to use in the 
ase of ambiguity. For example, the Groovy �avor will prefer "pro
ess.gv�q �le even if "pro
ess.js�q

is present. This allows you to write and deploy appli
ations that 
an run in multiple Pruden
e �avors. The same

is true for 
on�guration s
ripts.

However, in /web/dynami
/ there is no expli
it preferen
e, and behavior is unde�ned if you have more than

one �le with the same name but di�erent extension in the same subdire
tory. For example, 
ontents.html and


ontents.xml.

Custom Routing

The straightforward URI routing based on dire
tories and �lenames is useful, but you'll likely need other kinds of

routing, too. That's what your appli
ation's "routing.*�q is for (page 31).

A
tually, all of this API 
an also be 
alled at runtime, allowing you to atta
h and 
hange routes

dynami
ally while the Pruden
e instan
e and its appli
ations are up and running.

Hiding

The following will make sure that the given URI always returns a 404, even if the page or resour
e exists. For

example, in "routing.*�q (JavaS
ript �avor):

r ou te r . hide ( ' / admin i s t ra t i on / ' )

The resour
e will still be available internally, via do
ument.internal (page 77), and for 
apturing (page 61).

Stati
 Capturing

Pruden
e lets you "
apture�q arbitrary URI patterns into any internal URI you wish, whether they're implemented

as /resour
es/, /web/dynami
/ or /web/stati
/. This lets you turn a single URI implementation to into a multitude

of URIs, vastly expanding your URI-spa
e.

Stati
 
apturing is handled in your appli
ation's "routing.*�q, via the router.
apture API. The �rst argument

is the pattern your want to 
apture, the se
ond is the internal URI to whi
h the request will be redire
ted. You

use 
urly-bra
ket-delimited tags in the URI to parse URI segments and store them in 
onversation.lo
als (page ).

For example, in "routing.*�q (JavaS
ript �avor):

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

route r . 
apture ( ' / forum/help /{ t op i 
 }/ ' , '/ forum/help / ' )
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And then, in "/web/dynami
/forum/help.html�q:

<html>

<body>

<p>You are viewing help t op i 
 <%= 
onver sa t i on . l o 
 a l s . get ( ' top i
 ' ) %>.</p>

</body>

</html>

Capturing might look like redire
tion, but in fa
t it's an internal redire
tion, similar to how the

do
ument.internal API works (page 77). The 
lient remains entirely ignorant as to what internal URIs you might

be using.

It's important to understand this distin
tion: the 
lient might be seeing an entirely di�erent URI than your

internal one. Thus, if you're using HTML and CSS, you need to make sure that your relative referen
es rea
h the

right pla
e. This is easy in Pruden
e with the 
onversation.pathToBase API (page 80), whi
h will use the 
aptive


lient URI. For example:

<html>

<body>

<p>You are viewing help t op i 
 <%= 
onver sa t i on . l o 
 a l s . get ( ' top i
 ' ) %>.</p>

<img s r 
="<%= 
onver sa t i on . pathToBase %>/images/ help . png"/>

</body>

</html>

Capturing in this manner is often used in 
onjun
tion with URI hiding (page 61). By hiding "/forum/help/�q,

users would be able to a

ess "/forum/help/faq/�q via HTTP, but not "/forum/help/�q. This lets you e�e
tively


ontrol the exposed URI spa
e. In fa
t, 
apturing and hiding is 
ommon enough that it has its own short
ut API:

route r . 
aptureAndHide ( ' / forum/help /{ t op i 
 }/ ' , '/ forum/help / ' )

The above i s i d e n t i 
 a l to :

route r . 
apture ( ' / forum/help /{ t op i 
 }/ ' , '/ forum/help / ' )

route r . hide ( ' / forum/help / ' )

Another feature of internal redire
tion is that your 
ode 
an 
he
k for internal a

ess and enfor
e it. As an

example, let's implement URI hiding via a s
riptlet:

<%

i f ( ! 
onve r sa t i on . i n t e r n a l ) {


onve r sa t i on . statusCode = 404 // re sour
e not found

}

%>

<html>

<body>

<p>You are viewing help t op i 
 <%= 
onver sa t i on . l o 
 a l s . get ( ' top i
 ' ) %>.</p>

</body>

</html>

Pruden
e also lets you 
apture into a di�erent appli
ation in the instan
e. Refer to appli
ations using their

subdire
tory name. For example:

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

route r . 
aptureOther ( ' / forum/help /{ t op i 
 }/ ' , ' wa
kyhelp ' , '/ help / ' )

In addition to parsing URI segments, you 
an use prede�ned 
urly-bra
ket-delimited variables to route based on

attributes of the request, via URI patterns (page 68). For example, we 
an route with the "{m}�q variable (HTTP

method) to elegantly handle HTTP forms:

route r . 
apture ( ' / message / ' , '/ message/{m}/ ' )

We 
an then have a dynami
 web page named "/message/GET.html�q:
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<html>

<body>

<form method="post">

Enter your message:<br/>

<texta r ea name="message"></textarea><br/>

<input type="submit " />

</form>

</body>

</html>

and one named "/message/POST.html�q:

<html>

<body>

<%= 
onver sa t i on . form . get ( ' message ' ) %>

</body>

</html>

Another example of 
apturing with URI patterns:

route r . 
apture ( ' / data/ 
 l i e n t / ' , '/ data/ 
 l i e n t /{emt }/ ' )

Be
ause "{emt}�q is the MIME type of data sent by the 
lient, and the slash used in MIME types is 
ompatible

with the slash used in �lesystem path separation, we 
an have �les su
h as these:

• /resour
es/data/
lient/text/html/default.js

• /resour
es/data/
lient/appli
ation/json/default.js

• /resour
es/data/
lient/default.js (this will be used if no 
lient data is sent, for example in an HTTP GET)

Of 
ourse, you might prefer to 
he
k the MIME type in 
ode your 
ode via 
onversation.mediaTypeName (page

81), but the above is a good example of how powerful routing 
an be with URI patterns.

Dynami
 Capturing

Stati
 
apturing using patterns is very powerful, but sometimes you need more than patterns: you need to 
he
k

attributes of the 
lient's request, su
h as the 
ontents of 
ookies, or do a database lookup to �nd out the destination

internal URI. To allow for this, Pruden
e also lets you 
apture by returning a URI in a �lter (page 52).

Here's an example of a �lter that redire
ts to a wiki page only if that page exists in the database. First, let's

install the �lter (page 66) in our "routing.js�q:

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

route r . f i l t e r B a s e (dynami
WebBaseURL , '/ page− f i l t e r / ' , dynami
Web)

Here is "/handlers/page-�lter.js�q:

fun
 t i on handleBefore ( 
onve r sa t i on ) {

// Let ' s look f o r the page name in remaining part o f the URI

var pageName = Str ing ( 
onve r sa t i on . r e f e r e n 
 e . getRemainingPart ( true , f a l s e ) )

// Fet
h the page from the database

var page = getPageFromDatabase (pageName)

i f ( page ) {

// Ca
he the f e t 
hed page in 
onve r sa t i on . l o 
 a l s


onve r sa t i on . l o 
 a l s . put ( ' page ' , page )

// Capture !

re turn '/ page / '

}
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// This was not a page , so 
ont inue as usua l

return ' 
ontinue '

}

You would then have a "/web/dynami
/page.html�q that 
an get the pre-fet
hed page from 
onversa-

tion.lo
als.get('page') and renders it.

Capturing Errors

A spe
ial 
ase of 
apturing is for errors. "Errors�q 
an be set expli
itly by you: for example, we 
an set


onversation.statusCode (page 81) to 404, as we did above. However, a 500 error o

urs automati
ally for un-


aught ex
eptions in your 
ode.

If you have debug mode enabled, the user would see the spe
ial debug page for 500 errors; see debugging (page

89). On a produ
tion site, you may instead prefer to 
apture the 500 error and provide a friendlier page. (You'd

also want to test 
arefully and make sure your 
ode never throws ex
eptions. . . )

You 
an 
apture errors both at the appli
ation level or at the instan
e level, whi
h the former taking pre
eden
e.

It may be a good idea to always 
apture at the instan
e level, in 
ase appli
ations don't 
apture for their own 
ustom

error pages.

Examples from "/instan
e/routing.*�q (JavaS
ript �avor):

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / in s tan
e / rout ing / ' )

// 404 e r r o r s


omponent . s t a tu sS e rv i 
 e . 
apture (404 , ' wa
kyhelp ' , '/ help /main / ' ,


omponent . 
ontext )

// 500 e r r o r s


omponent . s t a tu sS e rv i 
 e . 
aptureHostRoot (500 , ' wa
kywiki ' , '/ oops / ' ,


omponent . 
ontext )

Examples from an appli
ation's "routing.*�q:

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

// 404 e r r o r s

app l i 
 a t i on In s t an 
 e . s t a tu sS e rv i 
 e . 
apture (404 , ' wa
kyhelp ' , '/ help /main / ' ,

app l i 
 a t i on In s t an 
 e . 
ontext )

Notes for error 
apturing:

• You always need to spe
ify the appli
ation name (like router.
aptureOther).

• As with regular 
apturing, you 
an hide these pages if you don't want users to be able to a

ess them dire
tly.

(Though, if you hide your 404 page, users would still get to it be
ause it's what would be displayed for hidden

pages! The di�eren
e is that it would appear to users with a 404 status, not a 200 su

ess status.)

• The di�eren
e between statusServi
e.
apture and statusServi
e.
aptureHostRoot is in how the base URI is

set, whi
h a�e
ts the 
onversation.pathToBase API. statusServi
e.
apture uses to the appli
ation's base URI

on the 
urrent virtual host, while statusServi
e.
aptureHostRoot uses to the virtual host root itself.

• For 500 error 
apturing, you should prefer a /web/stati
/ page, whi
h has the least 
han
e of generating an

ex
eption and 
ausing a 500 error again, resulting in a loop.

Stati
 Redire
tion

By "stati
�q here is meant that redire
tion is 
on�gured into the appli
ation's "routing.*�q s
ript. (You 
an also


all this API on a running appli
ation, though you should realize that it essentially 
hanged your appli
ation's

routing.) "Dynami
�q routing, from within /dynami
/web/ or /resour
es/, is des
ribed in the next se
tion (page

65).
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Be
ause stati
 redire
tion supports URI patterns (page 68), this API 
an a
tually handle 
omplex "dynami
�q

redire
tions. For example, even though most 
lients will support relative URI paths for redire
tion, you 
an for
e

a 
omplete URI using the "{rp}�q pattern, whi
h equals is the request URI path.

The following redire
tion status 
odes are supported:

• 301, permanent: Most 
lients will 
a
he this redire
tion, thus avoiding subsequent requests to the original

URI

• 302, 
lient found: This should be a temporary redire
t, like 307, but many 
lients treat it as a 303. Best to

avoid, unless you enjoy 
onfusion.

• 303, see other: Clients assume that you have pro
essed their request, and should send a GET to the new URI

in order to re
eive the results of the pro
essing. Use with 
are!

• 307, temporary: The default (be
ause it's the safest)

Note that behind the s
enes, stati
 redire
tion is handled by atta
hing (page 66) a Redire
tor restlet.

Here are a few examples (JavaS
ript):

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

// Simple r e d i r e 
 t i o n

route r . r e d i r e 
 tC l i e n t ( ' / bug / ' , ' http : // wa
kywiki . org / 
onta
t−us/bug / ' )

// Red i r e 
 t i on to add a query to the r eque s t URI

route r . r e d i r e 
 tC l i e n t ( ' / forum / ' , '{ rp }?debug=true ' )

// Permanent r e d i r e 
 t i o n us ing URI segments

route r . r e d i r e 
 tC l i e n t ( ' / 
onta
t /{ reason }/ ' , ' http : // wa
kywiki . org / 
onta
t−us/{

reason } ' , 301)

// The above i s a l l Pruden
e sugar . Here ' s an example o f what happens behind the

s 
ene s :

importClass ( org . r e s t l e t . r ou t ing . Red i r e 
 to r )

route r . at ta
h ( ' / bug / ' ,

new Red i r e 
 to r ( app l i 
 a t i on In s t an 
 e . 
ontext , ' http : // wa
kywiki . org / 
onta
t−

us/bug / ' ,

Red i r e 
 to r .MODE_CLIENT_SEE_OTHER) )

Dynami
 Redire
tion

You 
an handle redire
tion at either /resour
es/ or /web/dynami
/ with the following API:

• For 301: 
onversation.response.redire
tPermanent

• For 303: 
onversation.response.redire
tSeeOther (use this if you've already pro
essed the 
lient's request, and

want to redire
t it to a new lo
ation in order to GET the results)

• For 307: 
onversation.response.redire
tTemporary

For example:

<%

i f ( ! 
onve r sa t i on . i n t e r n a l ) {


onve r sa t i on . response . r ed i r e 
 tSeeOther ( ' . . / 
onta
t−us / ' )

}


onve r sa t i on . stop ( )

%>
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Note that we are 
he
king that the 
onversation is not internal. As of Pruden
e 1.1, internal redire
ts will 
ause

ex
eptions!

Also, they will likely ignore any data in the redire
ted response, so you 
an just return null in /resour
es/ or

empty text in /web/dynami
/. This is the reason we 
all 
onversation.stop (page ) in the example above.

For other redire
tions in the 300 family, follow this example:


onve r sa t i on . response . l o 
 a t i onRe f = ' http :// wa
kywiki . org / report−a−bug/ '


onve r sa t i on . statusCode = 302


onver sa t i on . stop ( )

See also stati
 redire
tion (page 64).

Atta
hing

This is the lowest-level routing API. It allows you to route URI patterns to any 
ustom "restlet�q (a REST


onversation handler), as well as Restlet resour
es (whi
h internally use a Finder restlet). Do your atta
hments

in the appli
ation's "routing.*�q 
on�guration s
ript. Pruden
e o�ers some atta
hment "sugar�q in addition the

standard Restlet API.

Here are a few examples (JavaS
ript):

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

// Atta
h a d i r e 
 t o r y in s tan
e

importClass ( org . r e s t l e t . r e sour
e . D i r e 
 to ry )

route r . at ta
h ( ' / forum/ i n f o / ' ,

new Di r e
 to ry ( app l i 
 a t i on In s t an 
 e . 
ontext ,

' f i l e :/// user / i n f o / f i l e s / ' ) )

. mat
hingMode = Template .MODE_STARTS_WITH

// Or , you 
an use Pruden
e sugar ( equ iva l en t to MODE_STARTS_WITH)

route r . atta
hBase ( ' / forum/help / ' ,

new Di r e
 to ry ( app l i 
 a t i on In s t an 
 e . 
ontext ,

' f i l e :/// user /data/ f i l e s / ' ) )

// More Pruden
e sugar : at ta
h a re sour
e v ia i t s 
 lassname

route r . at ta
h ( ' / forum/help /{ t op i 
 }/ ' , ' org . wa
kywiki . HelpA

essResour
e ' )

// Pruden
e a l s o l e t s you deta
h r e s t l e t i n s t an 
 e s

route r . deta
h ( stati
Web )

The di�eren
e between "atta
h�q and "atta
hBase�q is the default URI template mat
hing pattern:

MODE_EQUALS vs. MODE_STARTS_WITH. See the Restlet do
umentation.

Filtering

Instan
es of �lters, whi
h wrap instan
es of other restlets, 
an be atta
hed dire
tly to URIs. The �lter 
an then

pass 
ontrol to the "next�q restlet, skip other �lters along the 
hain, or immediately stop routing.

There are many use 
ases for �lters. Here are just a few 
ommon ones:

• Guards: they 
he
k if the 
lient's request has the right authorization (has the right 
ookie, has origi-

nated from a white-listed IP address, et
.) before letting it 
ontinue. On stopping, they usually set the


onversation.statusCode (page 81) to either 401 ("unauthorized�q) or 402 ("forbidden�q).

• Sanitizers: they remove harmful data or 
ode from the 
lient request, remove private or o�ensive material

from the response, et
.

• Transformers: they translate, re-en
ode, de
orate or otherwise transform response entities between various

formats.

• Monitors: they 
an log ea
h request passing through, a

umulate statisti
s, alert administrators, et
.
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• Throttles: they 
an refuse to pass requests on if the system is overloaded, if the 
lient has ex
eeded a quota,

et
. On stopping, they usually set the 
onversation.statusCode (page 81) to 503 ("servi
e unavailable�q).

• Ca
hes: they 
an fet
h from a 
a
he a

ording to request attributes, and store in a 
a
he a

ording to response

attributes.

• Post-pro
essors: they 
an �nd and interpret spe
ial 
odes, s
riptlets, headers, et
., in the response as 
om-

mands to exe
ute.

In addition to the standard Restlet API, Pruden
e allows for a few useful short
uts for �ltering.

Here's an example of �ltering all stati
 web requests through the JavaS
riptUnifyMinifyFilter (page 57):

importClass (
om . t h r e e 
 r i 
 k e t s . pruden
e . u t i l . JavaS
r ip tUn i fyMin i f yF i l t e r )

// This w i l l deta
h stati
Web and atta
h our f i l t e r in s t ead with stati
Web 
hained

to i t ;

// a l s o note that the 
ontext f o r stati
Web w i l l be used f o r the f i l t e r , so we 
an

s p e 
 i f y

// nu l l f o r the 
ontext in the 
ons t ru
 to r

// ( t h i s i s Pruden
e sugar )

var f i l t e r = new JavaS
r ip tUn i fyMin i f yF i l t e r ( nu l l ,

new F i l e ( appl i 
at ionBasePath + stati
WebBasePath ) ,

minimumTimeBetweenValidityChe
ks )

route r . f i l t e r B a s e ( stati
WebBaseURL , f i l t e r , stati
Web )

// This next step i s to a l l ows us to e a s i l y i n s t a l l f u r t h e r f i l t e r s be fo r e

stati
Web ,

// whi
h should from now on go be fo r e the f i l t e r we j u s t i n s t a l l e d

stati
Web = f i l t e r

You 
an also �lter the entire appli
ation by repla
ing its inbound router with a �lter. For example:

var myFilter = new MyFilter ( app l i 
 a t i on In s t an 
 e . 
ontext )

myFi lter . next = app l i 
 a t i on In s t an 
 e . inboundRoot

app l i 
 a t i on In s t an 
 e . inboundRoot = myFilter

Generally in Pruden
e, you would want to �lter either "dynami
Web,�q "stati
Web,�q "resour
es�q or "appli-


ationInstan
e.inboundRoot.�q However, some appli
ations may be using other resour
es and have more 
omplex

routing s
hemes, allowing you to install �lters at many more pla
es.

Custom Filters Pruden
e lets you 
reate your own 
ustom �lters (page 52). The API for routing through them

is almost identi
al to the above short
ut, ex
ept that, instead of a �lter instan
e, you use the internal URI of the

handler in the appli
ation's /handlers/ subdire
tory. For example:

dynami
Web = route r . f i l t e rB a s e (dynami
WebBaseURL , '/ remove−f ou l−language / ' ,

app l i 
 a t i on In s t an 
 e . 
ontext , dynami
Web ) . next

Note how we gain a

ess to the 
reated �lter instan
e via the "next�q attribute of the 
reated route.

The above is a useful short
ut, but in some 
ases you may want more dire
t a

ess to the �lter instan
e. You


an expli
itly 
reate a DelegatedFilter instan
e. For example, the above is equivalent to:

importClass (
om . t h r e e 
 r i 
 k e t s . pruden
e . De l e ga t edF i l t e r )

var 
 l e anupF i l t e r = new De l e ga t edF i l t e r ( nu l l ,

'/ remove−f ou l−language / ' , f i l t e r sDo
umentSour
e , languageManager )

route r . f i l t e r B a s e (dynami
WebBaseURL , 
 l eanupF i l t e r , dynami
Web )
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dynami
Web = 
 l e anupF i l t e r

Custom �lters 
an also be used for dynami
 
apturing (page 63).

Built-In Filters Pruden
e 
omes with a few useful �lters: Ca
heControlFilter (page 57),

JavaS
riptUnifyMinifyFilter (page 57), and CssUnifyMinifyFilter (page 58).

Filtering for Authenti
ation Though you 
an implement an authenti
ation system of your own via 
ustom

�lters, Restlet 
omes with a few useful ones.

In this example, we'll �lter our entire appli
ation through a simple HTTP 
hallenge authenti
ator. Here's the

"routing.js�q:

importClass (

org . r e s t l e t . s e 
 u r i t y . MapVeri f ier ,

org . r e s t l e t . s e 
 u r i t y . Chal l engeAuthent i
ator ,

org . r e s t l e t . data . ChallengeS
heme )

// Our authent i 
a to r w i l l use t h i s s imple v e r i f i e r

// ( b e t t e r v e r i f i e r s w i l l load the user /password t ab l e from storage , our v e r i f y

aga in s t

// network s e r v i 
 e s , su
h as LDAP)

var v e r i f i e r = new MapVeri f ier ( )

v e r i f i e r . l o 
 a l S e 
 r e t s . put ( ' theusername ' , new java . lang . S t r ing ( ' thepassword ' ) .

toCharArray ( ) )

// The HTTP 
ha l l e ng e authent i 
a to r i s a f i l t e r

var authent i 
a to r = new Chal l engeAuthent i
ator ( app l i 
 a t i on In s t an 
 e . 
ontext ,

ChallengeS
heme .HTTP_BASIC, 'You must l og in ! ' )

au thent i 
a to r . v e r i f i e r = v e r i f i e r

// F i l t e r root through authent i 
a to r

authent i 
a to r . next = app l i 
 a t i on In s t an 
 e . inboundRoot

app l i 
 a t i on In s t an 
 e . inboundRoot = authent i 
a to r

URI Patterns

The 
ustom routing te
hniques des
ribed above support URI patterns, whi
h are URIs with optional 
urly-bra
ket-

delimited variable names that are repla
ed by values per every 
lient request. The use of one pattern 
an thus refer

to many URIs.

Note that the same system is used to generate 
a
he keys (page 73), and that some variables 
an only be used

for 
a
he keys (page 70). In fa
t, many of these variables might be more useful for 
a
he keys than for routing.

For more information, see the Restlet Resolver do
umentation.

Data Attributes

All these refer to the data ("entity�q) sent by the 
lient or that you are returning to the 
lient. Lower
ase is used

for request attributes, upper
ase for response attributes. We'll note these as pairs:

• {es} or {ES}: entity size in bytes

• {emt} or {EMT}: entity media type

• {e
s} or {ECS}: entity 
hara
ter set

• {el} or {EL}: entity language

• {ee} or {EE}: entity en
oding

• {et} or {ET}: entity tag (HTTP ETag)
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• {eed} or {EED}: entity expiration date

• {emd} or {EMD}: entity modi�
ation date

Request Attributes

• {d}: date (Unix timestamp)

• {m}: the method (in HTTP, it would be "GET,�q "POST,�q "PUT,�q "DELETE,�q et
.); see example for

handling HTTP forms (page 45)

• {
ia}: 
lient IP address

• {
iua}: 
lient upstream IP address (if the request rea
hed us through an upstream load balan
er)

• {
ig}: 
lient agent name

Response Attributes

• {S}: the status 
ode

• {SIA}: server IP address

• {SIP}: server port number

• {SIG}: server agent name

URIs

We'll use a hyphen to show that you need to add one of the modi�ers detailed after this list. For example, "{ri}�q

is the 
omplete a
tual URI.

• {p}: the proto
ol ("http,�q "https,�q "ftp,�q et
.)

• {r-} or {R-}: a
tual URI (the 
apital "R�q here refers to the response, whi
h may be di�erent from the request

if you're redire
ting)

• {h-}: virtual host URI

• {o-}: the appli
ation's root URI on the virtual host

• {f-}: the referring URI (usually means that the 
lient 
li
ked a hyperlink or was redire
ted here)

Add the following modi�ers to URI values above in order to a

ess the various parts of the URI:

• {-i}: the 
omplete URI

• {-a}: the authority (for URLs, this is the host or IP address)

• {-h}: the host identi�er (proto
ol + authority)

• {-p}: the path

• {-q}: the query

• {-f}: the fragment

• {-r}: the remaining part of the path

• {-e}: the part of the path relative to the appli
ation's root URI

Every URI also has a "base�q URI, a

essed via the "b�q modi�er. Usually, this is the appli
ation's root URI on

the virtual host. You 
an add the URI modi�ers above to this URI. For example: "{rbi}�q.
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Ca
he Key Variables

The following variables are only available for 
a
he key patterns (page 73), not for routing:

• {dn}: the do
ument name (full path from the Pruden
e instan
e root)

• {an}: the appli
ation name

• {ptb}: the path to the base, identi
al to 
onversation.pathToBase (page 80)


onversation.lo
als

Variables that aren't any of the above will be assumed to be 
onversation.lo
als (page 85). You 
an thus inje
t any

data you wish into a pattern.

This feature is espe
ially useful with:

• URI 
apturing (page 61), whi
h automati
ally parses URIs into 
onversation.lo
als

• Ca
he key pattern handlers (page 52), whi
h 
an set 
onversation.lo
als before the 
a
he key pattern is 
ast

API

Pruden
e exposes its API as a set of servi
es to your sour
e 
ode. These servi
es are available in s
riptlets in

/web/dynami
/, sour
e 
ode in /resour
es/, /handlers/, /tasks/, and in your 
on�guration s
ripts.

Some notes for API use in di�erent Pruden
e �avors:

Python If you're using the Jepp engine, rather than the default Jython engine, you will need to use get- and

set- notation to a

ess attributes. For example, use appli
ation.getArguments() to a

ess appli
ation.arguments in

Jepp.

Ruby Our Ruby engine, JRuby, 
onveniently lets you use the Ruby naming style for API 
alls. For example, you


an use $appli
ation.get_global instead of $appli
ation.getGlobal.

JavaS
ript Our JavaS
ript engine, Rhino, does not provide di
tionary a

ess to maps, so you must use get- and

put- notation to a

ess map attributes. For example, use appli
ation.globals.get('myapp.data.name') rather than

appli
ation.globals['myapp.data.name'℄.

Clojure You will need to use get- and set- notation to a

ess attributes. For example, use (.getArguments

appli
ation) to a

ess appli
ation.arguments. You 
an use Clojure's bean form, for example (bean appli
ation), to


reate a read-only representation of Pruden
e servi
es.

appli
ation

The same "appli
ation�q servi
e is shared between all 
ode in a single appli
ation. Note that there is always a single

appli
ation instan
e per appli
ation per 
omponent, even if the appli
ation is atta
hed to several virtual hosts and

servers.

The "appli
ation�q servi
e is a good pla
e to store shared state for the appli
ation.

Though the "appli
ation�q servi
e of the 
on�guration s
ripts is di�erent from that of your Pru-

den
e appli
ation, you 
an a

ess the Pruden
e "appli
ation�q servi
e in that appli
ation's "default.*�q

s
ript as "appli
ationServi
e�q. For example, you 
an a

ess the appli
ation logger as "appli
ationSer-

vi
e.logger�q.
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appli
ation.globals, appli
ation.getGlobal Appli
ation globals are general purpose attributes a

essible by

any 
ode in the appli
ation.

Names 
an be any string, but the 
onvention is to use ".�q paths to allow for unique "namespa
es�q that would

not overlap with future extensions, expansions or third-party libraries. For example, use "myapp.data.sour
eName�q

rather than "dataSour
eName�q to avoid 
on�i
t.

Though appli
ation.globals is thread safe, it's important to understand how to use it properly. Make

sure you read the se
tion on 
on
urren
y in "sharing state�q (page 87).

appli
ation.sharedGlobals, appli
ation.getSharedGlobal These are similar to appli
ation.globals (page 71),

but are in fa
t shared by all Pruden
e appli
ations running in the instan
e.

Note that some se
ure Pruden
e deployments may disable sharing between appli
ations, in whi
h 
ase there will

be no shared globals. It is thus best to test that they exist before using them:

var dbConne
tion = app l i 
 a t i on . g l oba l s . get ( ' db . 
onne
t ion ' )

i f ( ( dbConne
tion === nu l l ) && ( app l i 
 a t i on . sharedGloba l s !== nu l l ) ) {

// Was not in app l i 
 a t i on g loba l s , so try shared g l oba l s

dbConne
tion = app l i 
 a t i on . sharedGloba l s . get ( ' db . 
onne
t ion ' )

}

appli
ation.distributedGlobals, appli
ation.getDistributedGlobal These are similar to appli
ation.globals

(page 71), but are in fa
t shared by all members of the Pruden
e 
luster (page 97) to whi
h we belong. Note that

values stored here must be serializable. Depending on your obje
t implementation, this may mean having to

manually serialize/deserialize the value into a string or another serializable format.

This is simply a 
onvenien
e API to a

ess the Hazel
ast map named

"
om.three
ri
kets.pruden
e.distributedGlobals�q. See appli
ation.distributedTask (page 72) for another 
luster-

spe
i�
 API.

appli
ation.arguments Available only in 
on�guration s
ripts. This is a list of 
ommand-line arguments pro-

vided to the Pruden
e instan
e s
ript.

appli
ation.appli
ation This is a referen
e to the underlying Restlet appli
ation instan
e. Here you 
an a

ess

some information de�ned in "settings.*�q, su
h as appli
ation.appli
ation.owner, appli
ation.appli
ation.author,

appli
ation.appli
ation.statusServi
e.
onta
tEmail, et
.

You 
an 
on�gure the underlying appli
ation instan
e via "appli
ation.*�q (page 31).

appli
ation.logger Use the logger to print messages in the log �les. The messages are pre�xed by the

appli
ationLoggerName setting (page 32), whi
h defaults to the appli
ation's subdire
tory name.

By default, all log messages from all appli
ations will be sent to pruden
e.log, but you 
an 
hange this in

/
on�guration/logging.
onf.

See logging.
onf (page 91).

appli
ation.getSubLogger Uses a logger that inherits the appli
ation.logger 
on�guration by default. The name

you use will be appended to your base logger name with a ".�q.

See logging.
onf (page 91).

appli
ation.getMediaType Utility to get a Restlet MediaType instan
e from a MIME type name or �lename

extension.

Note that ea
h appli
ation has its own mappings (page 30).

appli
ation.task Asyn
hronously spawns or s
hedules in-pro
ess tasks from the appli
ation's /tasks/ subdire
-

tory. See tasks (page 54) for more information, and appli
ation.distributedTask (page 72) for a distributed version

of this API.

There are seven arguments:

1. The appli
ation's full name, per the appli
ation setting (page 31), or null to run in this appli
ation.
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2. The do
ument name in /tasks/.

3. The entry point name (or null). If not spe
i�ed, then the do
ument in /tasks/ will be simply exe
uted. If

spe
i�ed, then the do
ument will be exe
uted only on
e, and subsequent 
alls will involve 
alling the entry

point names here. This may result in better performan
e for tasks that are 
alled very often. See handlers

(page 51) for more information on how entry points work. Note that entry points are spe
i�ed in 
amel 
ase,

and are 
onverted to format appropriate for your �avor of Pruden
e. For example, an entry point named

"handleTask�q will be 
alled as "handle_task�q in Python and "handle-task�q in Clojure.

4. The 
ontext (or null). This is later available for the task as do
ument.
ontext (page 75).

5. Initial delay in millise
onds, or zero for ASAP.

6. Repeat delay in millise
onds, or zero for no repetition.

7. Whether repetitions are at �xed times (true), or if the repeat delay begins when the task ends (false). This

value matters only if the repeat delay is greater than zero. Note that "true�q may 
ause a new instan
e of

the task to be spawned again before the previous one 
ompletes.

For example, to s
hedule a task to run exa
tly very 10 minutes, starting now:

app l i 
 a t i on . task ( nu l l , '/ emai l / reminders / ' , nu l l , nu l l , 0 , 10 ∗ 60 ∗ 1000 , t rue )

Note that even if the task is set to run ASAP, with no repetition, it is exe
uted asyn
hronously on a di�erent

thread. If you want to blo
k until that task is 
ompleted, use the fa
t that this method returns a "future�q obje
t.

Calling get() on this obje
t will blo
k until done. For example:

app l i 
 a t i on . task ( nu l l , '/ database/ 
leanup / ' , nu l l , ' f a s t ' , 0 , 0 , f a l s e ) . get ( )

You 
an also store this "future�q obje
t, and 
he
k (without blo
king) to see if the task was 
ompleted:

var 
 leanup = app l i 
 a t i on . g l oba l s . get ( 'myapp . task . 
leanup ' )

i f ( 
 leanup && 
leanup . done ) {

app l i 
 a t i on . l o gg e r . i n f o ( ' Database a l ready 
 l ean ! ' )

} e l s e {

app l i 
 a t i on . g l oba l s . put ( 'myapp . task . 
leanup ' , app l i 
 a t i on . task ( nu l l , '/

database/ 
leanup / ' , nu l l , nu l l , 0 , 0 , f a l s e ) )

}

appli
ation.distributedTask Asyn
hronously spawns tasks on any Pruden
e instan
e whi
h is part of the

Pruden
e 
luster (page 97) to whi
h we belong (may also be our 
urrent instan
e). Other than the fa
t that

this task may run out-of-pro
ess, this API is similar to appli
ation.task (page 71).

There are six arguments, where the �rst four are identi
al to those in appli
ation.task (page 71):

1. The appli
ation's full name, per the appli
ation setting (page 31), or null to run in this appli
ation.

2. The do
ument name in /tasks/.

3. The entry point name (or null).

4. The 
ontext (or null). Note that for distributed tasks, unlike in-pro
ess tasks, the 
ontext must be serializable.

Depending on your obje
t implementation, this may mean having to manually serialize/deserialize the 
ontext

into a string or another serializable format.

5. Where to run the task:

(a) Null: let Hazel
ast de
ide

(b) Member instan
e: the parti
ular 
luster member

(
) String: the parti
ular 
luster member for this key

(d) Iterable of Member instan
es: run on one or all of these members (see the sixth argument, below)

6. Multi-task support: whether the task should run on ea
h member of the 
luster (true), or on just one (false).

Only appli
able if "where�q is an iterable of member instan
es.

See appli
ation.distributedGlobals (page 71) for an easy way to share state with distributed tasks.

72



do
ument

The "do
ument�q servi
e has two distin
t uses: �rst, it represents the �le you are in: this do
ument. This is where

you 
an a

ess the do
ument's attributes and possibly 
hange them. The se
ond use of this servi
e is for a

essing

other do
uments. Pruden
e 
ombines these two uses into one servi
e, but they fun
tionally separate.

In the 
ase of /resour
es/ and the 
on�guration s
ripts, "this do
ument�q is simply the sour
e 
ode �le. In the


ase /web/dynami
/, it's the whole "text-with-s
riptlets�q page, so it is shared by all s
riptlets on the page, even

if they are written in di�erent languages.

This Do
ument

Many of these attributes have to do with 
a
hing. Ca
hing is your best tool to make sure your appli
ation 
an s
ale

well. Read more about it in "S
aling Tips�q (page 103).

Note: Passing the "do
ument�q global variable as an argument to a fun
tion in another do
ument will

not let that other do
ument a

ess attributes for the 
alling do
ument. In fa
t, all do
uments in the


urrent thread share the same "do
ument�q servi
e, whi
h internally gets and sets attributes for the

do
ument in whi
h it is a

essed. If you do have a need for a fun
tion in one do
ument to manipulate

the "do
ument�q attributes of another do
ument, you will have to return the values and have 
ode in

the owning do
ument expli
itly set the attributes there.

do
ument.
a
heDuration (only available in /web/dynami
/ and /web/fragments/)

The duration in millese
onds for whi
h the output of this do
ument, along with all its response 
hara
teristi
s,

will be 
a
hed. If this value is zero, the default, then 
a
hing is disabled. So, you must expli
itly set this to a

greater than zero value to enable 
a
hing. The key used to store and retrieve the 
a
hed output is determined by

do
ument.
a
heKeyPattern (page 73).

See the se
tion on 
a
hing in HTML generation (page 42) for more information.

Note that if you edit the sour
e �le su
h as that it would be reloaded, within the limits de�ned by

the minimumTimeBetweenValidityChe
ks setting (page 32), then any 
a
he entries would not be used

for the next request. This feature lets you see your 
hanges on the �y, even if the do
ument has been


a
hed. Note, too, that updates to do
uments exe
uted by your sour
e �le will also trigger this feature.

See do
ument.exe
ute (page 76).

do
ument.
a
heKeyPattern (only available in /web/dynami
/ and /web/fragments/)

This lets you 
ontrol the key that is used to store and retrieve the 
a
hed output of the 
urrent do
ument. Note

that this is not ne
essarily the key itself, but instead a pattern that 
an 
ontain variables that are set dynami
ally.

See URI patterns (page 68) for a 
omplete list of built-in variables. You 
an additionally set your own variables

using 
a
he key pattern handlers (page 52).

The 
a
he key itself is 
ast from the 
a
he key pattern for every request rea
hing your do
ument. This 
a
he key

is 
he
ked against the 
a
he (page 74), and if a valid 
a
he entry exists there, it is used. Otherwise, your do
ument

is exe
uted. For debugging purposes, you 
an use do
ument.
a
heKey (page 74) to output the a
tual 
a
he key

used for the request.

Whatever pattern you use, Pruden
e will always add 
onversation.en
oding (page 82) to the key, be
ause you

always want di�erent en
odings to be 
a
hed separately.

do
ument.
a
heKeyPattern is ignored if do
ument.
a
heDuration (page 73) is zero.

Ca
he key patterns are a very powerful feature that lets you easily 
reate di�erent 
a
hed versions of do
uments

for di�erent kinds of users and requests, but it's not always trivial to determine the best 
a
he key pattern for every

situation. It depends strongly on how you use and 
a
he your fragments.

The default 
a
he key pattern is "{ri}|{dn}|{ptb}�q, whi
h is a string 
ontaining the request iden-

ti�er (the URI), the do
ument name, the path to base (page 80). An a
tual key 
ould thus be:

"http://mysite.org/wa
kywiki/main|/
ommon/header.html�q. This default is sensible, be
ause it makes sure that

in
luded fragments are 
a
hed invidually. For example, only using "{ri}�q would have ea
h in
luded fragment use

the same key and override others.

However, though sensible, the default 
a
he key pattern may not be the most e�
ient. For example, if the header

fragment used in the example above never 
hanges per page, then it's wasteful to 
a
he it separately per URI. It

would be more e�
ient to set do
ument.
a
heKeyPattern = "{an}|{dn}�q or "{an}|{ptb}|{dn}�q in a s
riptlet in

header.html.
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Rule of thumb: Set do
ument.
a
heKeyPattern to be as short as you possibly 
an, but not too short

that it won't di�erentiate between di�erent views. See the se
tion on 
a
hing in HTML generation (page

42) and "S
aling Tips�q (page 103) for more information on how 
a
hing 
an help you s
ale.

The default 
a
he key pattern 
an be 
hanged by setting the "
om.three
ri
kets.pruden
e.GeneratedTextResour
e.defaultCa
heKeyPattern�q

appli
ation global.

do
ument.
a
heKeyPatternHandlers A map of 
a
he key pattern (page 73) variable names (without the


urly bra
kets) to 
a
he key pattern handlers (page 52) names. Use this to override global handlers, or to otherwise

set handlers spe
i�
 to this do
ument.

See 
a
he key pattern handlers (page 52) for a 
omplete referen
e.

do
ument.
a
heKey This is the a
tual 
a
he key: do
ument.
a
heKeyPattern (page 73), 
ast for the 
urrent


onversation. The value is read-only, and made available mostly for debugging purposes.

do
ument.
a
heTags (only available in /web/dynami
/ and /web/fragments/)

This is a list of one or more strings that will be atta
hed to the 
a
hed output of the page. Any number of tags


an be asso
iated with a 
a
he entry. Ca
he tags are used for do
ument.
a
he.invalidate (page 75). Note that you


an set 
a
he tags to hard
oded strings (for example: "browse-pages�q) or dynami
ally generate them using 
ode

(for example: "blog-
omments-for-entry-�q + blogId).

do
ument.
a
heTags is ignored if do
ument.
a
heDuration (page 73) is zero.

See "S
aling Tips�q (page 103) for more information on how 
a
he tags 
an be used to help you s
ale.

Important! Using do
ument.in
lude (page 76), or the <%& .. %> in
lusion s
riptlet, will 
ause the


a
he tags of the in
luded do
ument to be applied to the 
urrent do
ument, and to do
uments that have

in
luded the 
urrent do
ument, and so on. This is a useful feature: if a fragment in
luded somewhere

down the line is invalidated, you likely want the 
ontaining do
ument to also be invalidated. If you

wish to disable 
a
he tag propagation, pre�x the 
a
he tag with an unders
ore when adding it to

do
ument.
a
heTags. The tag is not stored with the unders
ore, and so should be referen
ed without

the unders
ore when 
alling do
ument.
a
he.invalidate (page 75).

do
ument.
a
he (note that the same 
a
he instan
e is a

essible in both /web/dynami
/ and /resour
es/)

Provides a

ess to the 
a
he ba
kend used by this do
ument. Pruden
e supports a pluggable 
a
he ba
kend

me
hanism, allowing you to use RAM, disk, database, distributed and other 
a
he systems. It also allows for


haining of various ba
kends together for improved performan
e and reliability.

Though Pruden
e automati
ally 
a
hes the output of dynami
 HTML and fragments, you 
an use the 
a
he

dire
tly for your own purposes. Ca
he entries are instan
es of Ca
heEntry, whi
h embeds various formatting

attributes that you are free to ignore if you don't need them.

Pruden
e's default 
a
he ba
kend is a 
a
he 
hain with a Hazel
ast 
a
he, but this 
an be 
on�gured di�erently.

Here's an example of 
haining a 1MB in-pro
ess memory 
a
he before and a H2 database 
a
he after the default


a
he, via the "
omponent.*�q 
on�guration s
ript (page 26):

(Why would you want to do this? The in-pro
ess memory 
a
hes ensure the fastest retrieval times, while the

addition of the database 
a
he makes sure entries will persist even if you restart Pruden
e.)

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / in s tan
e /
omponent / ' )

// Create an H2−database−ba
ked 
a
he 
hained a f t e r the d e f au l t 
a
hes

importClass (


om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he . InPro
essMemoryCa
he


om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he . H2Ca
he )

var 
hainCa
he = 
omponent . 
ontext . a t t r i b u t e s . get ( ' 
om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he

' )

// The 
ons t ru
 to r a

ept s a max s i z e in bytes ( d e f a u l t s to 1 MB)

// (Note that you have to make sure that the JVM has been s t a r t ed with a heap
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// s i z e l a r g e enough f o r your 
a
he )


hainCa
he . 
a
hes . add (0 , new InPro
essMemoryCa
he (10 ∗ 1024 ∗ 1024 ∗ 1024) ) // 10

MB

// H2 w i l l s t o r e i t s database f i l e s in the supp l i ed path


hainCa
he . 
a
hes . add (new H2Ca
he ( ' 
a
he /pruden
e/pruden
e ' ) )

Pruden
e also 
omes with mem
a
hed and MongoDB 
a
he ba
kends, whi
h 
an similarly be 
hained together.

Here are simple examples:

(For more information about distributed 
a
he ba
kends, see Pruden
e 
lusters (page 97).)

importClass (


om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he .Mem
a
hedCa
he ,


om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he . Hazel
astCa
he ,


om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he .MongoDbCa
he)

// mem
a
hed : The 
ons t ru
 to r a

ept s a l i s t o f nodes ( por t s r equ i r ed )


omponent . 
ontext . a t t r i b u t e s . put ( ' 
om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he ' ,

new Mem
a
hedCa
he ( ' 1 2 7 . 0 . 0 . 1 : 1 1 21 1 , 1 92 . 1 68 . 1 . 1 2 : 1 1211 ' ) )

// Haze l
ast : The 
on f i gu r a t i on i s in / 
on f i gu r a t i on / ha z e l 
 a s t . 
onf


omponent . 
ontext . a t t r i b u t e s . put ( ' 
om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he ' ,

new Hazel
astCa
he ( ) )

// MongoDB


omponent . 
ontext . a t t r i b u t e s . put ( ' 
om . t h r e e 
 r i 
 k e t s . pruden
e . 
a
he ' ,

new MongoDbCa
he( ) )

do
ument.
a
he.invalidate This lets you remove entries, zero or many, from your 
a
he at on
e. It is useful

for when your appli
ation state 
hanges in su
h a way that 
ertain pages must be regenerated. The argument is a


a
he tag, as de�ned by do
ument.
a
heTags (page 74).

A 
ommon use 
ase is to invalidate display pages when a user posts new data. For a detailed example, 
onsider a

forum hosting site. The home page has a se
tion showing "re
ent posts in our forums�q and additionally ea
h forum

has its own front page showing "forum highlights�q. Both of these query the data ba
kend in order to generate the

last, and have a 24-hour 
a
he. You 
an asso
iate ea
h forum with 
a
he tag "forum-X�q, where X is the forum

number, and asso
iate the home page with all these 
a
he tags. When a user posts a new forum thread in forum X,

you just need to 
all do
ument.
a
he.invalidate("forum-X�q) to make sure all asso
iated pages will be regenerated

on the next user request.

See "S
aling Tips�q (page 103) for more information on how 
a
hing 
an help you s
ale.

do
ument.sour
e This provides a

ess to the underlying S
ripturian Do
umentSour
e instan
e used for this

do
ument.

S
ripturian is Pruden
e's me
hanism for loading, 
a
hing and exe
uting sour
e 
ode in various languages. By

default, Pruden
e uses a FileDo
umentSour
e. From here, you 
an a

ess attributes of it, for example: do
u-

ment.sour
e.basePath and do
ument.sour
e.minimumTimeBetweenValidityChe
ks.

Refer to S
ripturian's do
umentation for a 
omplete referen
e.

do
ument.invalidateCurrent For
es the 
urrent do
ument to be marked as invalid, whi
h would trigger the


urrent and dependent do
uments to be refreshed. See do
ument.addDependen
y (page 77) and do
ument.invalidate

(page 77).

do
ument.
ontext (only available in /tasks/)

A

ess to the 
ontext optionally sent to the task. See appli
ation.task (page 71) and appli
ation.distributedTask

(page 72).
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Other Do
uments

do
ument.in
lude (only available in /web/dynami
/ and /web/fragments/)

Exe
utes another do
ument "in pla
e,�q meaning that its output is appended at the lo
ation in the do
ument

where you 
all do
ument.in
lude. Global variables, fun
tion de�nitions, 
lass de�nitions, et
., in the other do
ument

would be made available lo
ally.

The in
luded path is an internal URI, not the external URL visible to the world. The URI 
an be relative to

either /web/dynami
/ or to /web/fragments/.

Pruden
e might 
ompile or otherwise prepare and 
a
he s
riptlets in the in
luded do
ument. What "prepara-

tion�q a
tually involves depends on the language of the sour
e 
ode. This means that the �rst time it is in
luded it

would be delayed, but subsequent in
ludes would be mu
h faster. To avoid that �rst-time wait, Pruden
e supports

"defrosting�q of your do
uments when it starts. This is enabled by default for all do
uments in /web/dynami
/,

and would a�e
t in
luded do
uments from /web/fragments/.

Calling do
ument.in
lude is equivalent to using the in
lude s
riptlet, <%& . . . %> (page 38). Internally,

the in
lude s
riptlet is turned into a regular s
riptlet that 
alls do
ument.in
lude.

There are three main use 
ases for in
lusion:

1. This me
hanism allows you to divide your do
uments into fragments that you 
an re-use in many do
uments,

helping you manage large appli
ations and keep them 
onsistent. Fragments 
an in
lude other fragments, those


an in
lude others, et
. A 
ommon strategy is to separate the do
ument header and footer into fragments

and in
lude these in all pages.

2. Be
ause ea
h do
ument fragment 
an have its own 
a
hing properties, fragmentation is also an important

strategy for �ne-grained 
a
hing. It's important to keep in mind, though, that the outermost do
ument's


a
heDuration will override all others. If a 
a
hed version of a do
ument is used, then it is not exe
uted,

whi
h means that do
ument.in
lude 
alls in it are not exe
uted, too.

3. S
riptlets in the fragments 
an in
lude re-usable 
ode, su
h as fun
tion and 
lass de�nitions. You 
an thus

use do
ument.in
lude to in
lude 
ode libraries. You might want to 
onsider, though, using do
ument.exe
ute

(page 76) instead, as it will let you use regular sour
e 
ode do
uments and not have to use s
riptlets.

do
ument.exe
ute Exe
utes a program de�ned by sour
e 
ode in another do
ument. Global variables, fun
tion

de�nitions, 
lass de�nitions, et
., in the other do
ument would be made available lo
ally. See do
ument.exe
uteOn
e

(page 77) for a useful variant.

The in
luded path is an internal URI, not the external URL visible to the world. The URI 
an be relative to

either /web/dynami
/ in the 
ase of s
riptlets, /resour
es/ in the 
ase of resour
es, or to /libraries/ in either 
ase.

The /libraries/ subdire
tory is indeed the best pla
e to put 
ode usable by all parts of your appli
ation.

Pruden
e might 
ompile or otherwise prepare and 
a
he 
ode in the exe
uted do
ument. What "preparation�q

a
tually involves depends on the language of the sour
e 
ode. This means that the �rst time the do
ument is

exe
uted would likely be slower than normal, due to the preparation, but subsequent exe
ution would be mu
h

faster. To avoid that �rst-time wait, Pruden
e supports "defrosting�q of your do
uments when it starts. This is

enabled by default for all do
uments in /resour
es/, and would a�e
t do
uments they exe
ute from /libraries/.

Exe
uted do
uments, just like do
uments exposed at URLs, are reloaded and re-prepared on the �y if the �le


hanges, within the limits of the minimumTimeBetweenValidityChe
ks setting (page 32). Also, exe
uted do
u-

ments are automati
ally added as dependen
ies, so that if they are reloaded, so will the 
urrent do
ument. See

do
ument.addDependen
y (page 77).

The main di�eren
e between do
ument.in
lude and do
ument.exe
ute is that the former expe
ts "text-

with-s
riptlets�q do
uments, while the latter uses plain sour
e 
ode.

Common use 
ases:

1. The exe
uted 
ode 
an be re-usable, su
h as fun
tion and 
lass de�nitions. This allows you to treat it as a


ode library. Notes:

(a) For JavaS
ript and Groovy �avors: Pruden
e's do
ument.exe
ute is your only option for 
ode in
lusion

in Pruden
e, be
ause both JavaS
ript and Groovy do not have a 
ode in
lusion me
hanism. Note that in

many of these 
ases you are treating the 
ode as a library, and are better o� using do
ument.exe
uteOn
e

(page 77) instead.
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(b) In most 
ases, you would probably want to use your language's 
ode in
lusion me
hanism instead of

do
ument.exe
ute. For example, use "import�q in Python, Ruby and PHP, and "require�q in Clojure.

The native in
lusion me
hanism might do a better job at 
a
hing 
ode, managing namespa
es, avoiding

dupli
ation, et
.

2. The exe
uted 
ode does not have to be in the same language as the 
alling 
ode. This lets you use multiple

languages in your appli
ations, using the strengths of ea
h. Note that languages 
annot normally share

fun
tion and 
lass de�nitions, but 
an share state, via me
hanisms su
h as appli
ation.globals, if the languages

use 
ompatible stru
tures.

3. Use do
ument.exe
ute as an alternative to do
ument.in
lude if you prefer not to use s
riptlets. For example,

exe
uting "mylibrary.js�q might be more readable than in
luding a fragment 
alled mylibrary.html, if it is all

just one JavaS
ript s
riptlet.

do
ument.exe
uteOn
e This is identi
al to do
ument.exe
ute (page 76), ex
ept that it does nothing if the do
-

ument was already 
alled with do
ument.exe
uteOn
e for this thread. It is thus similar to "require�q or "import�q

fun
tionality in many programming languages.

The use 
ase is for do
uments that 
onstitute libraries: fun
tions, 
lasses and utilities that need only be added

on
e to the global spa
e. Using do
ument.exe
uteOn
e instead of do
ument.exe
ute would allow for greater e�
ien
y

and performan
e if you have a 
omplex tree of do
uments that exe
ute ea
h other.

See do
ument.markExe
uted (page 77) for a way to 
ontrol this me
hanism expli
itly.

do
ument.markExe
uted Expli
itly marks a do
ument as exe
uted or not-exe
uted, thus 
ontrolling the result

of subsequent 
alls to do
ument.exe
uteOn
e (page 77). The �rst argument is the do
ument name, the se
ond is a

boolean for the exe
ution �ag.

do
ument.addDependen
y Expli
itly adds a dependen
y to this do
ument. The dependen
y is an internal

do
ument URI, identi
al to what would be used in do
ument.exe
ute (page 76).

If the dependen
y 
hanges, the 
urrent do
ument would be reloaded when a

essed. This e�e
t 
as
ades to

do
uments that the dependen
y depends on. This is useful, be
ause the exe
ution do
ument may 
ontain 
ode that

a�e
ts the preparation of the 
urrent do
ument.

Note that do
ument.exe
ute (page 76) automati
ally adds the exe
uted do
ument as dependen
y. You would

want to 
all do
ument.addDependen
y expli
itly only if you are not using do
ument.exe
ute. For example, if you

are using your language's built-in library in
lusion me
hanisms.

do
ument.addFileDependen
y Like do
ument.addDependen
y (page 77), ex
ept that any �le path 
an be

added as a dependen
y. The 
ontents of su
h �les is ignored.

For 
onstru
ting the �le path, you may want to use do
ument.sour
e.basePath (page 75).

do
ument.invalidate For
es the provided do
ument to be marked as invalid, whi
h would trigger the do
ument

and dependent do
uments to be refreshed. See do
ument.addDependen
y (page 77) and do
ument.invalidateCurrent

(page 75).

do
ument.internal Creates a ClientResour
e proxy for a resour
e in the 
urrent appli
ation, or in other appli
a-

tions in your 
omponent. You 
an perform all the usual REST verbs via the proxy: GET, PUT, POST, DELETE,

et
.

The �rst argument is a URI, whi
h is not relative to any server or virtual host, but to the appli
ation root. The

se
ond argument is the preferred media type name.

Common use 
ases:

1. By letting you use your REST resour
es both internally and externally, do
ument.internal lets you 
reate

uni�ed resour
e API. do
ument.internal dire
tly a

esses the resour
e (not via HTTP), so it is just about as

fast as a simple fun
tion 
all, and is de�nitely s
alable. Thus, there may be no need to 
reate a separate set

of fun
tions for you to use internally and HTTP resour
es for external 
lients to use. A uni�ed API would

minimize the possibility of bugs and add 
oheren
e to your 
ode, by enfor
ing a RESTful ar
hite
ture all

around. A se
ond advantage is that you 
ould trivially make your API remote by running it on a di�erent
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Pruden
e instan
e, and using do
ument.external (page 78) instead. This 
ould allow for an easy way to run

your appli
ation in a 
luster, behind a load balan
er (page 97).

2. You 
an 
reate unit tests for your resour
es without having to start an HTTP server.

3. The preheating me
hanism uses do
ument.internal to load resour
es.

do
ument.internal makes requests via the RIAP (Restlet Internal A

ess Proto
ol). You 
an 
onstru
t

URIs of this pseudo-proto
ol on your own, like so: "riap://appli
ation/myresour
e/�q. A 
all to do
u-

ment.external with this URI would be identi
al to 
alling do
ument.internal with "/myresour
e/�q. See

the Restlet do
umentation for full information about RIAP and other pseudo-proto
ols (CLAP, JAR,

WAR, et
.).

do
ument.external Creates a ClientResour
e proxy for a resour
e. You 
an perform all the usual REST verbs

via the proxy: GET, PUT, POST, DELETE, et
.

The �rst argument is a full URL. The se
ond argument is the preferred media type name.

Common use 
ases:

1. You 
an add s
ale and redundan
y to your internal REST API by running several Pruden
e instan
es behind

a load balan
er, and using do
ument.external instead of do
ument.internal.

2. You 
an use Pruden
e to 
reate an internal 
ommuni
ation ba
kbone for your enterprise, with various ba
kend

servi
es exposing resour
es to ea
h other. You 
an expose the same resour
es to business partners, allowing

for "B2B�q (business-to-business) servi
es.

3. There are many, many use 
ases for do
ument.external, and they keep growing as REST is adopted by servi
e

providers on the Internet. There are online storage, publishing and 
ontent delivery systems, publi
 databases,

ar
hives, geolo
ation servi
es, so
ial networking appli
ations, et
. Perhaps, with Pruden
e, you will 
reate

the next one.

Important: The semanti
s of ClientResour
e require you to expli
itly release the response as soon as

you're done using it, whi
h will in turn release the thread used to stream the response to you. (Though

these threads might eventually be re
laimed by a built-in garbage 
olle
tion me
hanism, leaving them

hanging 
ould lead to starvation, su
h that further uses of do
ument.external will blo
k until threads

return to the pool.) It's probably best to employ a try-�nally paradigm, where the try 
lause 
ontains

as little 
ode as possible, and the �nally 
lause releases the response. See the example below.

This is a good pla
e to remind you that REST is not just HTTP. By default, Pruden
e supports http: and �le:

s
heme URIs for do
ument.external, and you 
an add more proto
ols via your "/instan
e/
lients.*�q 
on�guration

s
ript (page 27).

Here's an example of using do
ument.external to read a JSON representation from the �lesystem:

var f i x t u r e

var r e sour
e = do
ument . e x t e rna l ( ' f i l e :/// my f i l e s / f i x t u r e . json ' , ' a pp l i 
 a t i on / json

' )

t ry {

f i x t u r e = re sour
e . get ( ) . t ex t

}

f i n a l l y {

r e sour
e . response . r e l e a s e ( )

}

// Do something with the f i x t u r e here . . .

In 
ase you're interested, Pruden
e internally uses Apa
he's HTTP 
lient for high-performan
e a

ess

to external HTTP do
uments, with full support for se
ure 
onne
tions (pre�xed with "https://�q).

do
ument.preferredExtension (only available in 
on�guration s
ripts)

If multiple �les with the same name but di�erent extension exist in the same dire
tory, then this extension will

be preferred.

This value is set automati
ally a

ording the Pruden
e �avor you are using.
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exe
utable

The "exe
utable�q is the low-level equivalent of "this do
ument�q (page 73). Here you 
an explore whi
h languages

are installed in your Pruden
e instan
e, and gain a

ess to their implementation me
hanism. You'll likely never

need to do any of this in your Pruden
e appli
ation. For more information on exe
utables, see S
ripturian, the

library that handles 
ode exe
ution for Pruden
e.

A feature that you might want to use here is the exe
utable globals. These are similar to the appli
ation globals

(page 71), ex
ept that they are global to the entire Pruden
e instan
e (in fa
t, to the virtual ma
hine). It's a good

pla
e to store state that you want shared between Pruden
e appli
ations.

exe
utable.globals, exe
utable.getGlobal These are similar in use to appli
ation.sharedGlobals (page 71),

but may also be a

essed by non-Pruden
e S
ripturian 
ode running on the same VM. See "sharing state�q (page

86) for more information.

exe
utable.
ontext The 
ontext is used for 
ommuni
ation between the Pruden
e 
ontainer and the exe
utable.

• exe
utable.
ontext.writer: dire
t a

ess to the output writer (writes to a memory bu�er in /web/dynami
/,

and to standard output in /resour
es/, /handlers/, /tasks/ and 
on�guration s
ripts)

• exe
utable.
ontext.exposedVariables: Pruden
e servi
es are here (appli
ation, do
ument, exe
utable, 
onver-

sation)

• exe
utable.
ontext.attributes: for use by the language engines

exe
utable.manager This is the S
ripturian LanguageManager used to 
reate exe
utables in many languages.

Here you 
an query whi
h languages are supported by the 
urrent Pruden
e instan
e: exe
utable.manager.adapters.

exe
utable.
ontainer This is identi
al to the "do
ument�q servi
e (page 73). For example, "do
ument.in
lude�q

is the same as "exe
utable.
ontainer.in
lude�q.

(Internally, Pruden
e uses this equivalen
e to hook the in
lude s
riptlet, a S
ripturian feature, into Pruden
e's

do
ument.in
lude.)


onversation

The "
onversation�q represents the request re
eived from the user as well your response to it, hen
e it's a "
onver-

sation.�q Be
ause Pruden
e is RESTful, 
onversations en
apsulate exa
tly a single request and its response. Higher

level "session�q management, 
overing an arbitrary number of 
onversations, is up to you.

Here you 
an a

ess various aspe
ts of the request: the URI, formatting preferen
es, 
lient information, and

a
tual data sent with the request (the "entity�q). You 
an likewise set response 
hara
teristi
s.

Note that in /web/dynami
/ "
onversation�q is available as a global variable. In /resour
es/ and

/handlers/, it is sent to the handling entry points (fun
tions, 
losures, et
.) as an argument. Usage is

otherwise identi
al. "
onversation�q is not available in 
on�guration s
ripts or in /tasks/.

The Request


onversation.referen
e This is the URI used by the 
lient. Refer to the Restlet Referen
e do
umentation for


omplete details.

A few useful attributes:

• 
onversation.referen
e.identi�er: the 
omplete URI

• 
onversation.referen
e.path: the URI, not in
luding the domain name and the query matrix

• 
onversation.referen
e.segments: a list of URI segments in the path

• 
onversation.referen
e.lastSegment: the last segment in the URI path

• 
onversation.referen
e.fragment: the URI fragment (whatever follows "#�q)
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• 
onversation.referen
e.query: the URI query (whatever follows "?�q); you might prefer to use


onversation.query (page 80) instead

• 
onversation.referen
e.relativeRef: a new referen
e relative to the base URI (usually the appli
ation root URI

on the 
urrent virtual host)


onversation.pathToBase This is a URI path relative to the base URI, whi
h is usually the appli
ation root

URI on the 
urrent virtual host.

This is very useful to allow for relative referen
es in HTML. It's espe
ially sueful in fragments that you might

in
lude at various parts of your appli
ation, and for 
aptured URIs (page 61). For example, let's say you have a


onta
t page at /dynami
/web/
onta
t/index.html. The following HTML snippet 
an be used anywhere in your

appli
ation:

Cl i 
k <a h r e f="<%= 
onver sa t i on . pathToBase %>/
onta
t/">here</a> to 
onta
t us .

Note: If you are 
a
hing a do
ument that relies on 
onversation.pathToBase, you likely also want to

in
lude "{ptb}�q or some other path referen
e in the do
ument.
a
heKeyPattern (page 73).


onversation.form, 
onversation.formAll Use these to a

ess data sent via HTML forms, or any other request

with a data entity of the "a
tual�q MIME type.


onversation.form is a map of form names to values. In 
ase the form has multiple values for the same name,

only the last one is mapped.


onversation.formAll is a list of Restlet Parameter instan
es. Use this if you need to support multiple values for

the same name. The most useful attributes are "name�q and "value�q.

A value is often a simple string, but in the 
ase of �le uploads, it 
ould be a FileParameter instan
e, with the

following attributes:

• data: the raw data as an array of bytes, for uploaded �les stored in memory

• �le: a JVM File instan
e, for �les stored on disk; uploaded �les are stored in the appli
ation's /uploads/

subdire
tory

• size: in bytes

• mediaTypeName: the MIME type set by the 
lient, su
h as "image/jpeg�q

• mediaType: the MediaType instan
e equivalent to the above, if available

Note that either "data�q or "�le�q are valid, but not both. One will always be null.

Pruden
e allows you to keep smaller �les in memory. See the �leUploadSizeThreshold setting (page 34).

See a 
omplete example for handling forms and �le uploads (page 43).


onversation.query, 
onversation.queryAll Use these to a

ess data sent via the URI query.


onversation.query is a map of query parameter names to values. In 
ase the URI has multiple values for the

same name, only the last one is mapped.


onversation.queryAll is a list of Restlet Parameter instan
es. Use this if you need to support multiple values

for the same name. The most useful attributes are "name�q and "value�q.


onversation.entity (only available in HTTP PUT and POST handling)

This is the data entity sent by the 
lient.

In the 
ase of an HTML POST form, it would be more 
onvenient to use 
onversation.form (page 80) to a

ess

the parsed entity data. For other kinds of data, you have to parse the entity data yourself. Before attempting to

parse entity data on your own, make sure to look through the Restlet API and its extensive set of plugins for tools

to help you parse representations. Plugins exist for many 
ommon Internet formats.

The value is a Restlet Representation instan
e. A few useful attributes of this:

• 
onversation.entity.size: the size of the data in bytes, or -1 if unknown

• * 
onversation.entity.text: the data as text (only useful if the data is textual)
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• * 
onversation.entity.reader: an open JVM Reader to the data (only useful if the data is textual)

• * 
onversation.entity.stream: an open JVM InputStream to the data (useful for binary data)

Note: Client data is provided as a stream that 
an only be "
onsumed�q on
e. Attributes that 
ause


onsumption are marked with a "*�q above. Note that 
onversation.entity.text is one of them! If you

want to a

ess 
onversation.entity.text more than on
e, save it to a variable �rst.


onversation.preferen
es Provides you with low-level a

ess to the Restlet Variant instan
e negotiated with

the 
lient. You will usually not have to use this, be
ause response attributes (page 81) are set a

ordingly.

Negotiation happens between the 
lient's preferen
es, if provided by the 
lient in the request, and our list of

supported variations.

In /resour
es/, this attribute will be null during the handleInit entry point (page 48), pre
isely be
ause we have

not yet set our list of supported variations.

In /web/dynami
/ (and /web/stati
/), our supported media type will be set a

ording to the �lename extension

(page 61).

The Response

By default, Pruden
e initializes all response attributes a

ording to the 
lient's preferen
es (page 81). However,

you may want to expli
itly 
hange them. Also note that some 
lients to not spe
ify preferen
es, in whi
h 
ase the

response attributes will be unde�ned.


onversation.statusCode, 
onversation.status This is the HTTP status 
ode returned to the 
lient. The

default status 
ode is 200 ("OK�q).

Pruden
e will automati
ally set the status 
ode to 500 ("internal server error�q) in the 
ase of an unhandled

ex
eption in your 
ode. It 
an also display a debug page (page 89) in su
h 
ases. You 
an also 
apture error 
odes

(page 64) and display 
ustom error pages to users.

These two variants represent the same value, letting you a

ess the value in di�erent ways.


onversation.statusCode is an HTTP status 
ode as an integer.


onversation.status is the underlying Status instan
e.


onversation.mediaTypeName, 
onversation.mediaTypeExtension, 
onversation.mediaType In /re-

sour
es/, the "appli
ation/java�q media type is treated spe
ially (page 48).

These three variants all represent the same value, letting you a

ess the value in di�erent ways.


onversation.mediaTypeName is the MIME representing the media type. MIME (Multipurpose Internet Mail Ex-

tensions) is an established web standard for spe
ifying media types. Examples in
lude: "text/plain,�q "text/html,�q

"appli
ation/json,�q and "appli
ation/x-www-form-urlen
oded.�q The exa
t list of supported MIME types depends

on the underlying Restlet implementation.


onversation.mediaTypeExtension is the media type as the default �lename extension for the media type. For

example, "txt�q is equivalent to MIME "text/plain,�q and "xml�q is equivalent to "appli
ation/xml.�q Ea
h appli-


ation has its own mappings of �lename extensions to media types. See also appli
ation.getMediaType (page 71),

and how to 
hange the mappings for your appli
ation (page 30).


onversation.mediaType is the underlying MediaType instan
e.

The default media type will be set a

ording to 
onversation.preferen
es (page 81). Use


onversation.request.
lientInfo.a

eptedMediaTypes to �nd out more generally whi
h media types the 
lient sup-

ports.


onversation.
hara
terSetName, 
onversation.
hara
terSetShortName, 
onversation.
hara
terSet

These three variants all represent the same value, letting you a

ess the value in di�erent ways.


onversation.
hara
terSetName is ISO's UTC (Universal Chara
ter Set) name of the 
hara
ter set. For example,

"ISO-8859-1�q is the "Latin 1�q 
hara
ter set and "UTF-8�q is the 8-bit Uni
ode Transformation Format, "US-

ASCII�q is ASCII, et
. The exa
t list of supported ISO names depends on the underlying Restlet implementation.


onversation.
hara
terSetShortName is a short
ut name for the 
hara
ter set. Short
uts in
lude "as
ii,�q "utf8,�q

and "win�q (for the Windows 1252 
hara
ter set). Restlet handles short
uts names together with �lename extension

mappings.(page 30).


onversation.
hara
terSet is the underlying Chara
terSet instan
e.
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The default 
hara
ter set will be set a

ording to 
onversation.preferen
es (page 81). Use


onversation.request.
lientInfo.a

eptedChara
terSets to �nd out more generally whi
h 
hara
ter sets the 
lient

supports.

If the 
lient does not spe
ify a preferred 
hara
ter set, then the 
hara
ter set will fall ba
k to a default

determined by the "
om.three
ri
kets.pruden
e.GeneratedTextResour
e.defaultChara
terSet�q appli
a-

tion global. It not expli
itly set, it will be UTF-8.


onversation.languageName, 
onversation.language These two variants represent the same value, letting

you a

ess the value in di�erent ways.


onversation.languageName is the IETF lo
ale name for the language. Examples in
lude "en�q for English, "en-

us�q for USA English, "fr�q for Fren
h, et
. The exa
t list of supported IETF names depends on the underlying

Restlet implementation.


onversation.language is the underlying Language instan
e. Be
ause IETF names are hierar
hi
al, you might

prefer to use this as a way to test for 
ontainment. For example, 
onversation.language.in
ludes will tell you that

"en-us�q is in
luded in "en.�q

The default language will be set a

ording to 
onversation.preferen
es (page 81). Use


onversation.request.
lientInfo.a

eptedLanguages to �nd out more generally whi
h languages the 
lient sup-

ports.

Note that the language 
an be a null value, and that responses do not have to spe
ify a language.


onversation.en
odingName, 
onversation.en
oding In /web/dynami
/, this value is read-only, de�ned by


lient. If it is "zip�q, "gzip�q or "de�ate,�q Pruden
e will 
ompress the output text. Ca
he entries are stored in

their 
ompressed state, su
h that subsequent 
a
he retrievals will not involve this additional overhead. See 
a
hing

and en
oding (page 43) for a detailed dis
ussion

In /resour
es/, you 
an 
hange this value, but all it would do is set the appropriate header in the response. It

is up to you to supply Pruden
e with a 
orre
tly en
oded representation.

These two variants represent the same value, letting you a

ess the value in di�erent ways.


onversation.en
odingName is an internal name used for the en
oding. Examples in
lude "zip,�q "gzip,�q "
om-

press,�q and "de�ate.�q The "*�q name represents all possible en
odings. The exa
t list of supported names depends

on the underlying Restlet implementation.


onversation.en
oding is the underlying En
oding instan
e.

The default en
oding will be set a

ording to 
onversation.preferen
es (page 81). Use


onversation.request.
lientInfo.a

eptedEn
odings to �nd out more generally whi
h en
odings the 
lient sup-

ports.


onversation.disposition A

ess to the response disposition, whi
h lets you de�ne how 
lients should treat your

representation.


onversation.disposition.type 
an a

ept the values "atta
hment�q, "inline�q or "none�q.

Example:


onve r sa t i on . d i s p o s i t i o n . type = ' atta
hment '


onve r sa t i on . d i s p o s i t i o n . f i l ename = ' revenue . 
sv '


onversation.headers A

ess to the response headers as a form.

Note that these are extra headers in addition to those set automati
ally by Pruden
e, and that you 
annot use

this API to override the automati
 headers. Also note that these extra headers are 
a
hed together with the rest

of the response 
hara
teristi
s: see do
ument.
a
heDuration (page 73).

Example:


onve r sa t i on . headers . add ( 'X−Pingba
k ' , ' http : // mysite . org/pingba
k / ' )
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Cookies


onversation.
ookies This is initialized as a list (not a map) of 
ookies sent from the 
lient. Use


onversation.getCookie (page 83) as a short
ut to retrieve a 
ookie by name.

If you want to ask the 
lient to 
hange any of them, be sure to 
all save() on the 
ookie in order to send it in

the response. You 
an also 
all remove() to ask the 
lient to delete the 
ookie (no need to 
all save in that 
ase;

internally sets maxAge to zero). Note that you 
an 
all save() and remove() as many times as you like, and that

only the last 
hanges will be sent in the response.

Note that you 
an only ask a 
lient to 
hange, store 
ookies, or for them to be used in various. It's up to the


lient to de
ide what to do with your requirements. For example, many web browsers allow users to turn o� 
ookie

support or �lter out 
ertain 
ookies.

Cookie instan
es have the following attributes:

• 
ookie.name: (read only)

• 
ookie.version: (integer) per a spe
i�
 
ookie.name

• 
ookie.value: textual, or text-en
oded binary data (note that most 
lients have stri
t limits on how mu
h total

data is allowed to be stored in all 
ookies per domain)

• 
ookie.domain: the 
lient should only use the 
ookie with this domain and its subdomains (web browsers will

not let you set a 
ookie for a domain whi
h is not the domain of the request or a subdomain of it)

• 
ookie.path: the 
lient should only use the 
ookie with URIs that begin with this path ("/�q would mean to

use it with all URIs)

The following attributes are not re
eived from the 
lient, but you 
an set them for sending to the 
lient:

• 
ookie.maxAge: age in se
onds, after whi
h the 
lient should delete the 
ookie. maxAge=0 deletes the 
ookie

immediately, while maxAge=-1 (the default) asks the 
lient to keep the 
ookie only for the duration of the

"session�q (this is de�ned by the 
lient; for most web browsers this means that the 
ookie will be deleted

when the browser is 
losed).

• 
ookie.se
ure: true if the 
ookie is meant to be used only in se
ure 
onne
tions (defaults to false)

• 
ookie.a

essRestri
ted: true if the 
ookie is meant to be used only in authenti
ated 
onne
tions (defaults to

false)

• 
ookie.
omment: some 
lients store this, some dis
ard it


onversation.getCookie Gets a 
ookie by its name, or returns null if it doesn't exist. See 
onversation.
ookies

(page 83).


onversation.
reateCookie You must provide the 
ookie name as an argument. Returns a new 
ookie instan
e

if the 
ookie doesn't exist yet, or the existing 
ookie if it does. The 
ookie is added to 
onversation.
ookies (page

83).

For new 
ookies, be sure to 
all save() on the 
ookie in order to send it in the response, thus asking the 
lient

to 
reate it, or delete() if you want to 
an
el the 
reation (in whi
h 
ase nothing will be sent in the response).

Conditional Requests

These attributes are only available for /resour
es/. See 
onditional requests (page 50) for use 
ases.

For /web/dynami
/, these attributes are indire
tly set a

ording to do
ument.
a
heDuration (page 73) and

dynami
WebClientCa
hingMode setting (page 33).
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onversation.modi�
ationTimestamp, 
onversation.modi�
ationDate These two variants represent the

same value, letting you a

ess the value in di�erent ways.


onversation.modi�
ationTimestamp is a long integer value representing the number of millise
onds sin
e Jan-

uary 1, 1970, 00:00:00 GMT ("Unix time�q). On
e you set 
onversation.modi�
ationTimestamp for a 
onver-

sation, you 
annot "unset�q it�you 
an only 
hange it to another value. You 
an, however, set 
onversa-

tion.modi�
ationDate to null instead.


onversation.modi�
ationDate is the underlying JVM Date instan
e. Refer to the Java API do
umentation for

details.


onversation.httpTag, 
onversation.tag These two variants represent the same value, letting you a

ess the

value in di�erent ways.


onversation.httpTag is an HTTP ETag string. On
e you set 
onversation.httpTag for a 
onversation, you 
annot

"unset�q it�you 
an only 
hange it to another value. You 
an, however, set 
onversation.tag to null instead.


onversation.tag is the underlying Tag instan
e.

Client Ca
hing

These attributes are only available for /resour
es/. See 
onditional requests and 
lient 
a
hing (page 50) for use


ases.

For /web/dynami
/, these attributes are indire
tly set a

ording to do
ument.
a
heDuration (page 73) and

dynami
WebClientCa
hingMode setting (page 33).


onversation.maxAge Clients are asked not to use 
a
hed versions of the response entity for more than this

number of se
onds and not to perform 
onditional requests until then. You 
an also use 
onversation.expirationDate

(page 84) instead of this value (for most 
lients, this value super
edes 
onversation.expirationDate).

Unlike most other attributes, on
e you set the max age for the 
onversation, you 
annot "unset�q it�you 
an

only 
hange it to another value.

A value of -1 is spe
ial: it signi�es that Pruden
e should use the "no-
a
he�q HTTP dire
tive instead of "max-

age�q. Though it make look as if it would have the same e�e
t as setting "max-age�q to zero, some 
lients interpret

"no-
a
he�q more expli
itly and make sure not to keep any lo
al 
opy of the response.

Ca
he expiration 
an be used either alone or in 
onjun
tion with 
onditional requests (page 50). See the

dynami
WebClientCa
hingMode setting (page 33) for further dis
ussion.


onversation.expirationTimestamp, 
onversation.expirationDate Clients are asked not to use 
a
hed ver-

sions of the response entity after this date and not to perform 
onditional requests until then. You 
an also use


onversation.maxAge (page 84) instead of this value (for most 
lients, 
onversation.maxAge super
edes this value).

Ca
he expiration 
an be used either alone or in 
onjun
tion with 
onditional requests (page 50). See the

dynami
WebClientCa
hingMode setting (page 33) for further dis
ussion.

These two variants represent the same value, letting you a

ess the value in di�erent ways.


onversation.expirationTimestamp is a long integer value representing the number of millise
onds sin
e January

1, 1970, 00:00:00 GMT ("Unix time�q). On
e you set 
onversation.expirationTimestamp for a 
onversation, you


annot "unset�q it�you 
an only 
hange it to another value. You 
an, however, set 
onversation.expirationDate to

null instead.


onversation.expirationDate is the underlying JVM Date instan
e. Refer to the Java API do
umentation for

details.

Resour
e Initialization


onversation.addMediaTypeByName, 
onversation.addMediaTypeByExtension, 
onversa-

tion.addMediaType These three variants all do the same thing, letting you add a media type to the

list of media types you 
an support in the response. After negotiation with the 
lient's preferen
es, the preferred

media type will be found in 
onversation.preferen
es (page 81) and in 
onversation.mediaType (page 81).

You'll want to 
all one or more of these in a resour
e's handleInit() entry point (page 48). Order of these 
alls

is important, as it de�nes order of preferen
e in 
ase the 
lient supports multiple media types.


onversation.addMediaTypeByName a

epts the MIME representing the media type. MIME (Multipurpose In-

ternet Mail Extensions) is an established web standard for spe
ifying media types. Examples in
lude: "text/plain,�q
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"text/html,�q "appli
ation/json,�q and "appli
ation/x-www-form-urlen
oded.�q The exa
t list of supported MIME

types depends on the underlying Restlet implementation.


onversation.addMediaTypeByExtension a

ept the media type as the default �lename extension for the media

type. For example, "txt�q is equivalent to MIME "text/plain,�q and "xml�q is equivalent to "appli
ation/xml.�q

Ea
h appli
ation has its own mappings of �lename extensions to media types. See also appli
ation.getMediaType

(page 71), and how to 
hange the mappings for your appli
ation (page 30).


onversation.addMediaType a

epts the underlying MediaType instan
e.

Conversation Flow


onversation.stop Throws an ex
eption, thereby ending exe
ution of your 
ode, and hen
e the 
onversation�

unless you have deferred it: see 
onversation.defer (page 85). Note that the 
lient will still get a response, so you 
an

set attributes (
onversation.statusCode, 
onversation.expirationTimestamp, et
.) before 
alling 
onversation.stop.


onversation.internal True if the 
lient's request was internal, false if it was external.

Internal requests are usually 
reated in one of two ways:

1. The do
ument.internal API (page 77)

2. URI 
apturing (page 61)


onversation.lo
als A map of general purpose attributes that is destroyed at the end of the 
onversation. Im-

portantly, 
onversation.lo
als are maintained even if the 
onversation has been deferred via 
onversation.defer (page

85).

See "sharing state�q (page 86) for more information.


onversation.defer (only available in /web/dynami
/ and /web/fragments/)

Releases the 
urrent 
onversation thread, and queues handling of this 
onversation on a separate thread

pool. When the 
onversation turn 
omes to be handled, it will 
ause the page to be exe
uted again, but with


onversation.deferred (page 85) set to true. Use 
onversation.lo
als if you want to pass state for the deferred

exe
ution.

Returns true if indeed the 
onversation has been su

essfully deferred. Will return false if the 
onversation is

already deferred.

Note that 
alling 
onversation.defer does not stop the 
urrent exe
ution. You'd likely follow a su

essful 
all to


onversation.defer with a 
all to 
onversation.stop. For example:

i f ( 
onve r sa t i on . d e f e r ( ) ) {


onve r sa t i on . stop ( )

}

This is an experimental feature in Pruden
e 1.1. The use of a separate thread pool is only supported

when using the internal Restlet 
onne
tor. For other 
onne
tors (su
h as Jetty, the default), a su

essful


all to defer will 
ause the page to be exe
uted again in the same thread.


onversation.deferred (only available in /web/dynami
/ and /web/fragments/)

True if the 
onversation has been deferred via a 
all to 
onversation.defer (page 85).

Low-level A

ess

Use these to a

ess the Restlet instan
es underlying the 
onversation. This is useful for features not 
overed by

Pruden
e's standard API.

For more information, refer to Pruden
e's Java API do
umentation and also Restlet's API do
umentation.


onversation.resour
e The Restlet resour
e instan
e. In the 
ase of /web/dynami
/, this will be

Pruden
e's GeneratedTextResour
e. In the 
ase of /resour
es/, this will be DelegatedResour
e.


onversation.request Equivalent to 
onversation.resour
e.request.
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onversation.response Equivalent to 
onversation.resour
e.response.

Sharing State

Pruden
e is designed to allow massive 
on
urren
y and s
alability while at the same time shielding you from the

gorier details. However, when it 
omes to sharing state between di�erent parts of your 
ode, it's 
riti
al that you

understand Pruden
e's state servi
es.


onversation.lo
als

These are not "lo
al�q in the same way that 
ode s
ope lo
als are. The term "lo
al�q here should be read as "lo
al

to the 
onversation.�q They are "global�q in the sense that they 
an be a

essed by any fun
tion in your 
ode, but

are "lo
al�q in the sense that they persist only for the duration of the user request. (Compare with "thread lo
als�q

in the JVM, whi
h are also "lo
al�q in a spe
i�
 sense.)

You may ask, then, why you wouldn't want to just use your language globals, whi
h have similar s
ope and life.


onversation.lo
als (page 85) have three main uses in Pruden
e:

1. To easily share 
onversation-s
ope state between s
riptlets written in di�erent languages.

2. To share state for deferred 
onversations�see 
onversation.defer (page 85). In su
h 
ases, your language's

globals would not persist a
ross the thread boundaries.

3. They are Pruden
e's general me
hanism for sending state to your 
ode in a 
onversation. For example,


aptured URI segments are stored here (page 61) as well as do
ument.
a
heKeyPattern (page 73) variables.

Global Variables

You know how lo
al variables work in your programming language: they exist only for the duration of a fun
tion


all, after whi
h their state is dis
arded. If you want state to persist beyond the fun
tion 
all, you use a global

variable (or a "stati
�q lo
al, whi
h is really a global).

But in Pruden
e, you 
annot expe
t global variables to persist beyond a user request. To put it another way,

you should 
onsider every single user request as a separate "program�q with its own global state. See the "life�q

se
tions for generating HTML (page 42) and resour
es (page 45) for more information on when this global state

is 
reated and dis
arded. If you need global variables to persist, you must use appli
ation.globals (page 71),

appli
ation.sharedGlobals (page 71) or even appli
ation.distributedGlobals (page 71).

Why does Pruden
e dis
ard your language's globals? This has to do with allowing for 
on
urren
y while shielding

you from the 
omplexity of having to guarantee the thread-safety of your 
ode. By making ea
h user request a

separate "program,�q you don't have to worry about overlapping shared state, 
oordinating thread a

ess, et
., for

every use of a variable.

The ex
eption to this is 
ode in /resour
es/, in whi
h language globals might persist. To improve

performan
e, Pruden
e 
a
hes the global 
ontext for these in memory, with the side e�e
t that your

language globals persist beyond a single user request. For various reasons, however, Pruden
e may reset

this global 
ontext. You should not rely on this side e�e
t, and instead always use appli
ation.globals

(page 71).

appli
ation.globals vs. appli
ation.sharedGlobals

The rule of thumb is to always prefer to use appli
ation.globals (page 71). By doing so, you'll minimize interdepen-

den
ies between appli
ations, and help make ea
h appli
ation deployable on its own.

Use for appli
ation.sharedGlobals (page 71) (and possibly appli
ation.distributedGlobals (page 71)�similar


on
erns apply to it) only when you expli
itly need a bridge between appli
ations. Examples:

1. To save resour
es. For example, if an appli
ation dete
ts that a database 
onne
tion has already been opened

by another appli
ation in the Pruden
e instan
e, and stored in appli
ation.sharedGlobals, then it 
ould use

that 
onne
tion rather than 
reate a new one. This would only work, of 
ourse, if a few appli
ations share

the same database, whi
h is 
ommon in many deployments.
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2. To send messages between appli
ations. This would be ne
essary if operations in one appli
ation 
ould a�e
t

another. For example, you 
ould pla
e a task queue in appli
ation.sharedGlobals, where appli
ations 
ould

queue required operations. A thread in another appli
ation would 
onsume these and a
t a

ordingly. Of


ourse, you will have to plan for asyn
hronous behavior, and espe
ially allow for failure. What happens if the


onsumer appli
ation is down? It may make more sense in these 
ases to use a persistent storage, su
h as a

database, for the queue.

Generally, if you �nd yourself having to rely on appli
ation.sharedGlobals, ask yourself if your 
ode would be better

o� en
apsulated as a single appli
ation. Remember that Pruden
e has powerful URL routing, support for virtual

hosting, et
., letting you easily have one appli
ation work in several sites simultaneously.

Note for Clojure �avor: All Clojure vars are VM-wide globals equivalent in s
ope to exe
utable.globals.

You usually work with namespa
es that Pruden
e 
reates on the �y, so they do not persist beyond the

exe
ution. However, if you expli
itly de�ne a name spa
e, then you 
an use it as a pla
e for shared

state. It will then be up to you to make sure that your namespa
e doesn't 
ollide with that of another

appli
ation installed in the Pruden
e instan
e. Though this approa
h might seem to break our rule

of thumb here, of preferring appli
ation.globals to appli
ation.sharedGlobals, it is more idiomati
 to

Clojure and Lisps more generally.

appli
ation.sharedGlobals vs. exe
utable.globals

exe
utable.globals (page 79) are in pra
ti
e identi
al to appli
ation.sharedGlobals (page 71). The latter is simply

reserved for Pruden
e appli
ations. If you are running non-Pruden
e S
ripturian 
ode on the same VM, and need

to share state with Pruden
e, then exe
utable.globals are available for you.

Con
urren
y

Though appli
ation.globals (page 71), appli
ation.sharedGlobals (page 71), appli
ation.distributedGlobals (page

71) and exe
utable.globals (page 79) are all thread safe, it's important to understand how to use them properly.

Note for Clojure �avor: Though Clojure goes a long way towards simplifying 
on
urrent programming,

it does not solve the problem of 
on
urrent a

ess to global state. You still need to read this se
tion!

For example, this 
ode (Python �avor) is broken:

de f get_
onne
t ion ( )

data_sour
e = app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄

i f data_sour
e i s None :

data_sour
e = data_sour
e_fa
tory . 
 r e a t e ( )

app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄ = data_sour
e

return data_sour
e . get_
onne
t ion ( )

The problem is that in the short interval between 
omparing the value in the "if�q statement and setting the

global value in the "then�q statement, another thread may have already set the value. Thus, the "data_sour
e�q

instan
e you are referring to in the 
urrent thread would be di�erent from the "myapp.data.sour
e�q global used

by other threads. The value is not truly shared! In some 
ases, this would only result in a few extra, unne
essary

resour
es being 
reated. But in some 
ases, when you rely on the uniqueness of the global, this 
an lead to subtle

bugs.

This may seem like a very rare o

urren
e to you: another thread would have to set the value exa
tly

between our 
omparison and our set. If your appli
ation has many 
on
urrent users, and your ma
hine

has many CPU 
ores, it 
an a
tually happen quite frequently. And, even if rare, your appli
ation has a


han
e of breaking if just two users use it at the same time. This is not a problem you 
an gloss over,

even for simple appli
ations.

Use this 
ode instead:

de f get_
onne
t ion ( )

data_sour
e = app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄

i f data_sour
e i s None :

data_sour
e = data_sour
e_fa
tory . 
 r e a t e ( )
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data_sour
e = app l i 
 a t i on . getGloba l ( 'myapp . data . sour
e ' ,

data_sour
e )

return data_sour
e . get_
onne
t ion ( )

The getGlobal 
all is an atomi
 
ompare-and-set operation. It guarantees that the returned value is the unique

one.

Optimizing for Performan
e You may have noti
ed, in the 
ode above, that if another thread had already set

the global value, then our 
reated data sour
e would be dis
arded. If data sour
e 
reation is heavy and slow, then

this 
ould a�e
t our performan
e. The only way to guarantee that this would not happen would be to make the

entire operation atomi
, by syn
hronizing it with a lo
k:

Here's an example:

de f get_
onne
t ion ( )

l o 
k = app l i 
 a t i on . getGloba l ( 'myapp . data . sour
e . lo
k ' , RLo
k ( ) )

l o 
k . a
qu i r e ( )

t ry :

data_sour
e = app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄

i f data_sour
e i s None :

data_sour
e = data_sour
e_fa
tory . 
 r e a t e ( )

app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄ = data_sour
e

return data_sour
e . get_
onne
t ion ( )

f i n a l l y :

l o 
k . r e l e a s e ( )

Note that we have to store our RLo
k as a unique global, too.

Not only is the 
ode above 
ompli
ated, but syn
hronization has its own performan
e penalties, whi
h might

make this apparent optimization a
tually perform worse. It's de�nitely not a good idea to blindly apply this

te
hnique: attempt it only if you are experien
ing a problem with resour
e use or performan
e, and then make sure

that you're not making things worse with syn
hronization.

Here's a �nal version of our get_
onne
tion fun
tion that lets you 
ontrol whether to lo
k a

ess. This 
an help

you more easily 
ompare whi
h te
hnique works better for your appli
ation:

de f get_
onne
t ion ( lo
k_a

ess=False )

i f lo
k_a

ess :

l o 
k = app l i 
 a t i on . getGloba l ( 'myapp . data . sour
e . lo
k ' , RLo
k ( ) )

l o 
k . a
qu i r e ( )

t ry :

data_sour
e = app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄

i f data_sour
e i s None :

data_sour
e = data_sour
e_fa
tory . 
 r e a t e ( )

i f lo
k_a

ess :

app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄ =

data_sour
e

e l s e :

data_sour
e = app l i 
 a t i on . getGloba l ( 'myapp . data .

sour
e ' , data_sour
e )

return data_sour
e . get_
onne
t ion ( )

f i n a l l y :

i f l o
k_a

ess :

l o 
k . r e l e a s e ( )

Compli
ated, isn't it? Unfortunately, 
ompli
ated 
ode and �ne-tuning is the pri
e you must pay in order to

support 
on
urrent a

ess, whi
h is the key to Pruden
e's s
alability.

But, don't be dis
ouraged. The standard proto
ol for using Pruden
e's globals will likely be good enough for

the vast majority of your state-sharing needs.
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Debugging

Logging

Logging (page 90) is the developer's best friend. Use it wisely, and you'll be able to 
learly analyze the �ows of


ontrol, 
ode and data.

Management and Monitoring

Another useful debugging feature is the JVM's built-in support for management and monitoring (page 92), whi
h

lets you use tools su
h as VisualVM and JConsole to probe into threads and memory use.

The Debug Page

The debug page is returned as a response whenever an ex
eption is thrown in your 
ode, whi
h is not handled (or,

if there is a bug in Pruden
e!).

Though very useful during development, you'd probably want to turn it o� for produ
tion systems.

Simply set the showDebugOnError setting (page 31) to false. Note that in that 
ase, you might want to


apture errors, sending them to a friendly, apologeti
 page for the users. See error 
apturing (page 64).

The debug page shows you the following information about the 
onversation:

• A sta
k tra
e of the ex
eption, with a link to a view of the sour
e 
ode (page 89).

• The referen
e (URI) used by the 
lient, in
luding the appli
ation's root referen
e, the virtual host referen
e,

the original version of the referen
e (it might have been altered by �lters along the route), and whether it was


aptured.

• The query of the URI.

• Cookies in
luded in the request.

• Breakdown of the request metadata: media types, 
hara
ter sets, en
odings, languages, et
.

• Request 
onditions, if in
luded.

• Entity data, if available and not yet 
onsumed by your 
ode.

• Ca
hing dire
tives, if in
luded.

• Information about the 
lient: IP address, browser, operating system, user-agent, et
.

• Request attributes, in
luding 
aptured attributes.

• Warnings, if in
luded.

• Underlying JVM sta
k tra
e.

Live Viewing of Sour
e Code

With debug mode enabled, Pruden
e supports live viewing of sour
e 
ode in /web/dynami
/ and /resour
es/, with

syntax 
oloring provided by Jygments. Links to sour
e 
ode are provided by the debug page, but you 
an also GET

sour
e 
ode dire
tly via:

• Pre�xing URIs with "/sour
e
ode/�q; see the showSour
eCodeURL setting (page 32). For example, use GET

on "/sour
e
ode/support/forum/�q to see the sour
e 
ode for the resour
e or dynami
 page at "/support/fo-

rum/�q.

• Adding a "?sour
e=true�q to the query for URIs of /web/dynami
/ pages.

In both 
ases, you 
an add "?highlight=n�q to the query, when "n�q is the line number to highlight.
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Breakpoints?

As of Pruden
e version 1.1, you 
annot set breakpoints in your 
ode, unless it's in Java. Future versions of Pruden
e

may allow breakpoints for some �avors, as supported languages add more debugging features. However, we do not

feel that this is su
h a great loss, or that it would adversely a�e
t your ability to develop for Pruden
e. The


ombination of robust logging and the debug page 
an go a long way towards helping you diagnose your problems.

Debugging highly 
on
urrent appli
ations, su
h as network servers, does not work very well with breakpoints,

anyway.

Logging

Pruden
e 
omes pre-
on�gured with robust logging, based on log4j.

You are en
ouraged to make use of logging in your appli
ations, but even if you don't, you will still �nd the logs

useful. Pruden
e's servers, routers, programming languages and other 
omponents all send messages to the logs,

making them an invaluable tool for debugging, monitoring and understanding how Pruden
e works.

By default, logs are sent to the /logs/ dire
tory, using 
on�gurable rolling log s
hemes. /logs/web.log re
ords

all server requests, using Apa
he's format, while everything else goes to /logs/pruden
e.log.

Loggers

The Base Logger

Use appli
ation.logger (page 71) to send text messages to the log. The logger name defaults to your appli
ation's

subdire
tory name, but 
an be 
on�gured via the appli
ationLoggerName setting (page 32).

Sub-Loggers

Large appli
ations might bene�t from using more than one logger. Use appli
ation.getSubLogger (page 71) with

any name you wish. This name will be appended to your base logger name with a ".�q, and will inherit the

base logger's 
on�guration by default. For example, if your base logger is named "wa
kywiki�q, then appli
a-

tion.getSubLogger('ba
kend') will appear as "wa
kiwiki.ba
kend�q in the log �les.

See more on logger inheritan
e below.

Sending Messages

Whether messages a
tually are written to the log �le depends on your logging 
on�guration. Messages are ranked

by levels, and loggers are 
on�gured to allow only messages up to a 
ertain level. Smart, 
onsistent use of log levels

will in
rease the debuggability of your appli
ation.

The logging methods and their 
ommon uses are these (shown for the base logger, but work the same for

sub-loggers):

1. appli
ation.logger.severe: "Severe�q messages are used for unre
overable errors, alerts about unavailable 
om-

puting resour
es, network ba
kends, et
. You'd likely always want to 
on�gure logging to in
lude at least

these messages!

2. appli
ation.logger.warning: While not quite severe, the event 
ould still point out a problem that if not

handled might be
ome severe, either now or in the future. Many appli
ations and servi
es emit warnings that


an be safely ignored normally, but may be helpful when trying to debug a spe
i�
 problem.

3. appli
ation.logger.info: These don't report a problem, but instead are used to mark an o

urren
e of an event.

Useful for monitoring and high-level debugging.

4. appli
ation.logger.
on�g: Treat these as 
omponents of an event that together would 
onstitute a single "info�q

message. They are meant to show how the event was initialized or released. Useful for low-level debugging of

events.

5. appli
ation.logger.�ne: General purpose, low-level debugging.

6. appli
ation.logger.�ner: Even lower!

7. appli
ation.logger.�nest: Lowest of the low!
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/
on�guration/logging.
onf

We'll 
over the basi
s here. See log4j do
umentation for more information.

The Pruden
e defaults are mostly at "info�q level. You are en
ouraged to experiment with lower levels

in order to see how Pruden
e's internals fun
tion.

Appenders

An "appender�q is the servi
e that a
tually writes log messages. Appenders are 
on�gured with properties pre�xed

with "log4j.appender.X�q, where X is the name of the appender.

Pruden
e by default uses two rolling �le appenders, one 
alled "web�q for web.log, and one 
alled "pruden
e�q

for pruden
e.log. Additionally, a 
onsole appender named "
onsole�q and a remote appender named "remote�q are


on�gured, though they are not used by default.

Loggers

A "logger�q is the servi
e to whi
h you send your log messages. It de
ides whether to write the message a

ording

to its level, and if so sends it to one or more appenders. Loggers are 
on�gured with properties pre�xed with

"log4j.logger.X�q, where X is the name of the logger. Logger names appear in the logs for every message, and are

thus useful for organization your log.

You do not have to de�ne all your loggers in logging.
onf. Any logger name 
an be used by your appli
ation.

If it is not found in logging.
onf, then default attributes are inherited. Inheritan
e works by treating logger names

hierar
hi
ally: if you do not spe
ify a 
ertain attribute for a logger, then its parent logger is used. The nameless

root logger, 
on�gured with the "log4j.rootLogger�q pre�x, de�nes defaults for all loggers.

You 
an 
on�gure your appli
ation's logger and sub-loggers. For example, if your appli
ation is named "wa
k-

ywiki,�q you 
an set its maximum logging level thus:

l o g 4 j . l o g g e r . wa
kywiki=WARN

Log levels in logging.
onf are named a bit di�erently from the 
ommands used in appli
ation.logger:

1. OFF: no logging

2. ERROR: appli
ation.logger.severe

3. WARN: appli
ation.logger.warning

4. INFO: appli
ation.logger.info

5. DEBUG: appli
ation.logger.
on�g, appli
ation.logger.�ne, appli
ation.logger.�ner

6. TRACE (or ALL): appli
ation.logger.�nest

The di�eren
es are due to the preponderan
e of logging solutions for the JVM, whi
h are used in some

of Pruden
e's underlying libraries. We hope to streamline this further in a future version of Pruden
e.

You 
an also add or 
hange appenders for your loggers. For example, to send wa
kywiki messages to the 
onsole

appender:

l o g 4 j . l o g g e r . wa
kywiki=WARN, 
onso l e

Separate Logs Per Appli
ation

We'll 
reate a new appender for ea
h new log �le we need. In this example, we'll just 
opy the "pruden
e�q appender

with a new name:

l o g 4 j . appender . wa
kywiki=org . apa
he . l o g 4 j . Ro l l ingFi l eAppender

l o g 4 j . appender . wa
kywiki . F i l e=l og s /wa
kywiki . l og

l o g 4 j . appender . wa
kywiki . MaxFi leSize=5MB

l o g 4 j . appender . wa
kywiki . MaxBa
kupIndex=9

l o g 4 j . appender . wa
kywiki . layout=org . apa
he . l o g 4 j . PatternLayout

l o g 4 j . appender . wa
kywiki . layout . Convers ionPattern=%d : %−5p [%
 ℄ %m%n
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Then, we'll dire
t our appli
ation logger to use this appender:

l o g 4 j . l o g g e r . wa
kywiki=WARN, wa
kywiki

Analyzing /logs/web.log

You 
an throw Pruden
e's web.log into almost any Apa
he log �le analyzer. Here's an example using the ubiquitous

Analog:

analog \

−C'LOGFORMAT (%Y−%m−%d\ t%h:%n:% j \ t%S\ t%u\ t%j \ t%j \ t%j \ t%r\ t%q\ t%
\ t%b\ t%j \ t%T\ t%v\ t%

B\ t%f ) ' \

−C'LOCALCHARTDIR l o 
 a l / images / ' \

−C'CHARTDIR images / ' \

−C'HOSTNAME "mysite . org " ' \

l o g s /web . l og \

−Oapp l i 
a t i ons/myapp/web/ s t a t i 
 / analog/ index . html

Management and Monitoring

Be
ause Pruden
e runs on the JVM, you get the bene�t of its built-in support for remote management and monitor-

ing, and array of tools su
h as VisualVM and JConsole. These are essential tools for administration of produ
tion

deployments. There is nothing unique in how Pruden
e uses these tools, but this se
tion is in
luded to help you

get started with them.

The JVM is an impressive pie
e of engineering, balan
ing 
ode exe
ution with memory management for optimal

performan
e under diverse 
ir
umstan
es, and you get to appre
iate it all that more through the lens of management

and monitoring. Even if you don't need to tightly manage a deployment, you should give monitoring a spin, if only

to better understand your powerful deployment platform.

JMX and VisualVM

The JVM's native management and monitoring standard is JMX (Java Management Extensions), whi
h in turn uses

RMI (Remote Method Invo
ation) as its network proto
ol. JMX lets appli
ations and systems expose management

"beans,�q whi
h are simply obje
ts with attributes and methods.

An example of a management bean is a thread pool: attributes 
an show you how many threads are used by

the thread pool at any given time, and perhaps the number of threads in the pool 
an be 
hanged live.

The "monitoring�q part involves wat
hing these attributes as they 
hange over time. A good monitoring 
lient


an a

umulate this data, display it in graphs, and trigger alerts for system administrators when bad things happen

that would require human attention. "Management�q involves 
alling methods on these beans, but also 
hanging

some attributes for beans that support it. JMX is, in essense, an API.

Most JMX 
lients will give you raw a

ess to this API, but the real power 
omes with dedi
ated plugins for

spe
i�
 beans, whi
h give you a spe
ialized UI and tra
king tools.

VisualVM is a good desktop 
lient that supports many plugins that 
an easily be downloaded and installed from

a 
entral repository, and also supports the older JConsole plugins via a 
ompatibility plugin. VisualVM is in
luded

with Ora
le's JDK distribution, and may already be installed on your development ma
hine. (The exe
utable is

sometimes 
alled "visualvm�q and sometimes 
alled "jvisualvm.�q)

Fire it up! JMX is enabled by default for lo
al 
onne
tions, so you should see your lo
al Pruden
e instan
e

under the "Lo
al�q bran
h of 
onne
tions, as "
om.three
ri
kets.s
ripturian.S
ripturian�q (whi
h is the name of

the entry point JVM 
lass). You'll even see VisualVM itself there, and any other JVMs running on your ma
hine.

Have fun exploring them! Try installing various VisualVM plugins and see what new options they give you.

You'll various management beans: the default ones that 
ome with the JVM, beans exposed by your daemon

wrapper (su
h as JSW), beans exposed by your database driver, et
.

Note that Hazel
ast's management bean is not enabled by default. To enable it, add this option to your JVM:

−Dhaze l
ast . jmx=true

See Pruden
e 
lusters (page 97) for more information on how Hazel
ast is used by Pruden
e.
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Remote JMX

More useful, though, is the ability to monitor and manage your remote servers.

Enabling remote JMX requires 
ommand line arguments to the JVM. Depending on how you run Pruden
e,

you 
an set these in your "/bin/run.sh�q or "/bin/run.bat,�q or in your "/
on�guration/wrapper.
onf�q if you're

using JSW (page 95).

A basi
 setup for remote JMX would look something like this:

−D
om. sun . management . jmxremote

−D
om. sun . management . jmxremote . port=1650

−Djava . rmi . s e r v e r . hostname=myhost . org

Setting the hostname may not be required if your operating system has a well-de�ned publi
 hostname set up,

but is often ne
essary. If it's in
orre
t, RMI's two-way 
ommuni
ation 
annot work.

In VisualVM, you will need to expli
itly add your 
onne
tion under the "Remote�q bran
h. Make sure to add

the JMX port you 
on�gured.

Se
uring JMX

If you've enabled remote JMX, you obviously do not want anybody to be able to a

ess it. There are two things

you 
an do to se
ure the 
onne
tion.

The �rst is to require login 
redentials:

−D
om. sun . management . jmxremote . password . f i l e =/path/jmxremote . password

The password �le is a simple text �le where every row represents a user, and is made of

user+whitespa
e+password:

monitorRole thepassword


ont ro lRo l e theotherpassword

These two users are by default given full read-write and full read-only a

ess respe
tively. Refer to the JMX

do
umentation if you need to 
reate more users or more subtle se
urity roles.

After you've enabled password se
urity, you will need to enter the login 
redentials with VisualVM in order to


onne
t.

The se
ond way to se
ure your 
onne
tion is to en
rypt it:

−Djavax . net . s s l . keyStore=/path/my. j k s

−Djavax . net . s s l . keyStorePassword=mypassword

The key store is in the JVM's standard format. Instru
tions for managing your key store go beyond the s
ope

of this guide, but there is a somewhat elaborated example in the se
tion on se
ure servers (page 28). Note that if

you do not need publi
 https a

ess, you may be better o� using a self-signed key instead of one issued by a trusted


erti�
ate authority.

To allow VisualVM to 
onne
t to your server via en
ryption, you will need to install the "VisualVM-Se
urity�q

plugin. On
e you do that, you will have a new "Se
urity�q tab under Tools/Options. You want to set the "Trust

Store�q (not the "Key Store�q!) to either the same key store as your server, or to a key store that 
ontains the

right key.

JMX and Firewalls

If you've enabled a �rewall on your server (and you should!), you will have to open two ports for JMX to work: one

for JMX (see "enabling JMX,�q above), and one for the RMI registry.

Unfortunately, mosts JVMs (in
luding Ora
le's) do not allow you to 
on�gure the RMI registry port. Mu
h

worse for this use 
ase, the RMI registry port is sele
ted at random during JVM startup. This means that you


annot 
on�gure your �rewall for it!

Pruden
e 
omes with a workaround for this sti
ky problem, as suggested by Daniel Fu
hs and implemented by

Oleg Ilyenko. It involves setting a di�erent, "�rewall-friendly�q agent for the JVM that 
an use a set port:

−javaagent : l i b r a r i e s / org .am. rmi . f i r e w a l l . j a r

−Dorg .am. rmi . port=1651
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So, following our example here, you would need to open ports 1650 and 1651 in your �rewall for remote JMX

to work.

Using the agent also requires a spe
ial 
onne
tion in VisualVM, in whi
h the RMI port is expli
itly stated.

Instead of adding a remote 
onne
tion, 
hoose File/Add JMX Conne
tion, and enter a URI in this format:

s e r v i 
 e : jmx : rmi : //myhost . org :1651/ j nd i /rmi : //myhost . org :1651/ jmxrmi

Note that only the RMI registry port is used in the above URI: information about the management beans,

in
luding whi
h port to use to a

ess them, will be read from the RMI registry.

Administration

Pruden
e 
omes with the "Pruden
e Administration Appli
ation.�q As of Pruden
e 1.1, this is a simple appli
ation

that lets you see the servers, virtual hosts and appli
ations in the Pruden
e instan
e, and lets you start and stop

them. Future versions of Pruden
e will build on this foundation, allowing for more runtime 
ontrol, 
on�guration

and monitoring.

Installation

Pruden
e 
omes with this appli
ation installed as "pruden
e-admin,�q bound to the default virtual host at the root

URL.

Customization

Changing the Root URL

Let's say we want pruden
e-admin at the "/admin/�q URL on the default host, and the "/pruden
e/admin/�q URL

on myHost. We'll edit its "settings.*�q. Here's an example for the JavaS
ript �avor:

ho s t s = [ [ 
omponent . de fau l tHost , '/ admin / ' ℄ , [ myHost , '/ pruden
e/admin / ' ℄ ℄

Requiring a Password

As an example, we'll route the appli
ation's root router through an HTTP authenti
ation �lter (page 58).

We'll 
reate a "routing.js�q �le (for the JavaS
ript �avor):

// Implement d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

importClass (

org . r e s t l e t . s e 
 u r i t y . Chal l engeAuthent i
ator ,

org . r e s t l e t . s e 
 u r i t y . MapVeri f ier ,

org . r e s t l e t . data . ChallengeS
heme ) ;

// Create an authent i 
a to r

var v e r i f i e r = new MapVeri f ier ( )

v e r i f i e r . l o 
 a l S e 
 r e t s . put ( ' admin ' , new java . lang . S t r ing ( ' opensesame ' ) . toCharArray ( )

)

var authent i 
a to r = new Chal l engeAuthent i
ator ( app l i 
 a t i on In s t an 
 e . 
ontext ,

ChallengeS
heme .HTTP_BASIC, ' Pruden
e Administrat ion ' )

authent i 
a to r . v e r i f i e r = v e r i f i e r

// Put authent i 
a to r be fo r e root

authent i 
a to r . next = app l i 
 a t i on In s t an 
 e . inboundRoot

app l i 
 a t i on In s t an 
 e . inboundRoot = authent i 
a to r
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Pruden
e As a Daemon

Pruden
e 
omes with built-in support Apa
he Commons Daemon. However, in produ
tion environments, you might

prefer to use one of the daemon wrappers, whi
h provide pro
ess monitoring and 
ontrol. For example, if Pruden
e's

JVM 
rashes for some reason, hangs, grabs too mu
h CPU or RAM, the wrapper 
an automati
ally shut it down

and even restart it.

Though Pruden
e 
omes with the ne
essary 
on�guration �les for wrappers, it does not in
lude the a
tual

wrappers, whi
h you will need to install separately. The reason we haven't in
luded them is di�erent for ea
h

wrapper: Tanuki's JSW uses a restri
tive li
ense (GPL) that will not allow us to distribute it with Pruden
e, and

YAJSW is just far too big.

Apa
he Commons Daemon

The /bin/ s
ripts (page 24) allow you to "start�q, "stop�q, "restart�q and 
he
k the running "status�q for the

Pruden
e daemon (
alled a "servi
e�q in Windows). The daemon will write its log to "/logs/run.log�q.

Though you need root privileges (sudo) to start or stop the daemon, the daemon itself will attempt to run under

user "pruden
e-X�, where "X� is the name of the �avor you are using. For example, "pruden
e-python� is used for

the Python �avor. If that user doesn't exist, the daemon will run under your user.

In any 
ase, it's up to you to make sure that the daemon's user has the ne
essary read and write privileges for

the Pruden
e �les. In parti
ular, it needs to be able to write to /logs/ and to /
a
he/.

The s
ripts work by dete
ting your running environment and attempting to use the appropriate

Apa
he Commons Daemon binary. Pruden
e 
omes with binaries for Linux, Solaris, Darwin (OS X) and Win-

dows, for both 32bit and 64bit ar
hite
tures. For the s
ript to work, the binaries need to be exe
utable (
hmod

+x).

Notes for Linux

• We maintain a repository for Ubuntu where everything just works.

• The /bin/run.sh s
ript 
an be installed as an /et
/init.d/ s
ript, so it 
an also be run via Upstart, like so:

sudo s e r v i 
 e pruden
e−X s t a r t

• If you get an error about a missing JAVA_HOME, you 
an set it like so:

sudo JAVA_HOME=/var/ l i b /jvm bin/run . sh s t a r t

• Newer Linux operating systems might give you an error about a missing "lib
ap.so.1� library. In su
h 
ases,

you will need to install your operating system's Apa
he Commons Daemon pa
kage. In Ubuntu, for example,

it is pa
kage "jsv
�. The /bin/run.sh s
ript will always try to use your operating system's jsv
 before falling

ba
k to the binary that 
omes with Pruden
e.

Notes for Windows

• You need to "install� the servi
e before you 
an �start� it. Use �uninstall� ' if you need to remove it.

• Note that Windows requires your servi
e exe
utable (in the /
ommons-daemon/ subdire
tory) to be on a lo
al

drive. It will fail on network drives.

• Pruden
e is installed as a standard Windows servi
e, so you 
an also use Control Panel > Administrative

Tools > Servi
es or the �net� 
ommand line tool to start and stop it. For example:

net s t a r t Pruden
eX

• You 
an edit the settings using �settings�.

• Windows does not support �status�, but you 
an use �monitor� to add a ni
e little tray i
on that lets you

manage the daemon.
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JSW

JSW is written in C rather than Java, making it mu
h more lightweight than YAJSW. It supports many operating

systems.

See /
on�guration/wrapper.
onf for a sample JSW 
on�guration, whi
h also 
on�gures the wrapper to log to

/logs/wrapper.log.

In parti
ular, you'll want to set the following 
on�guration settings:

• wrapper.working.dir: Set this to your Pruden
e installation's base dire
tory

• wrapper.java.
ommand: Set this to the JVM runtime (the �java� 
ommand) you'll want to use for Pruden
e

• wrapper.java.maxmemory: Set this a

ording to your deployment environment. More memory translates to

better performan
e, and more room for the in-pro
ess memory 
a
he.

• wrapper.java.initmemory: A reasonably high value here 
an help speed up Pruden
e's startup time.

The 
opyright for JSW is held by its original developer, Tanuki Software. For the �rst few versions Tanuki

released JSW under a permissive li
ense, making it popular in many open sour
e proje
ts. However,

sin
e version 3.2 it has been distributed under the GPL 2.0 (and also via a 
ommer
ial li
ense). We

applaud Tanuki's 
ommitment to open sour
e, and are big fans of the GPL. However, the GPL makes it

impossible to distribute JSW with open sour
e proje
ts using less restri
tive li
enses, su
h as Pruden
e.

Many proje
ts have kept distributing version 3.2 of JSW, whi
h is now out of date and missing bug

�xes. Note that Pruden
e's li
ense, the LGPL 3.0, has a 
lause allowing you to upgrade it to GPL,

whi
h would allow you to distribute JSW with it. Doing this would in turn require you to distribute

you own produ
t under the GPL.

YAJSW

YAJSW is written in 100% Java, using JNA to handle the native operating-system-dependent features.

See /
on�guration/yajsw.
onf for a sample JAJSW 
on�guration. The wrapper will log to /logs/yajsw.log.

Change yasjw.
onf in the same way as des
ribed for wrapper.
onf, above.

HTTP Proxy

There's nothing spe
ial about how Pruden
e handles HTTP, and it 
an work easily behind any reverse proxy. This

lets you easily unite Pruden
e with other web servers or run it behind a load balan
er (page 97). Though it's not

unique to Pruden
e, we thought to add this se
tion to the manual in order to get you up and running qui
kly with

this useful s
enario.

Apa
he

Apa
he's HTTP server is often 
alled the �Swiss army knife of the Internet� for how well it manipulates URLs and

routes HTTP requests. Pruden
e already does powerful URI-based routing (page 58), in
luding virtual hosting

(page 59), meaning that you probably won't need Apa
he for that.

Where you might want to use Apa
he is as a 
ontainer environment for other appli
ation platforms, su
h as

mod_php and mod_wsgi. If you have no 
hoi
e but to run Apa
he as your front end, it is straightforward to set

it to route to Pruden
e via reverse proxy.

Here's a sample Apa
he 
on�guration that proxies all URLs beginning with �/pruden
e/� to a lo
al Pruden
e

instan
e running at the default server port. For demonstration purposes, we'll also expli
itly blo
k proxying of

�/pruden
e/images/� URLs so that Apa
he would handle serving them (from dire
tory /var/www/pruden
e/images)

instead of Pruden
e. Though, note that Pruden
e 
an serve stati
 �les just �ne (page 56). Apa
he's mod_proxy

and mod_proxy_http must be enabled for this 
on�guration to work:

<Virtua lHost ∗:80>

Do
umentRoot /var/www

<Proxy ∗>

Order deny , a l low

96

http://wrapper.tanukisoftware.org/
http://yajsw.sourceforge.net/
https://jna.dev.java.net/
http://httpd.apache.org/


Allow from a l l

</Proxy>

ProxyRequests Off

ProxyPreserveHost On

ProxyStatus On

# Note that the order o f ProxyPass s tatements matters

ProxyPass /pruden
e/ images/ !

ProxyPass /pruden
e/ http :// l o 
 a l h o s t :8080/ r e t r y=0

</VirtualHost>

Pruden
e Clusters

Several Pruden
e instan
es 
an work together as a 
luster, allowing them to share state and tasks. Clusters 
an be

deployed on a dedi
ated grid of servers or in �
louds� of disposable virtual ma
hines. A 
luster 
an help you s
ale,

as well as provide you with better uptime via redundan
y.

Pruden
e instan
es in a lo
al network automati
ally form a Hazel
ast 
luster, dis
overing ea
h other, as well as

dete
ting member failures, via IP multi
asting. You 
an see log messages about members being added to or removed

from the 
luster in the �pruden
e.log� �les (page 90) from the logger named �
om.hazel
ast.
luster.ClusterManager�.

IP multi
ast dis
overy is the default behavior, but Hazel
ast is otherwise very 
on�gurable, providing you with

�ne-grained 
ontrol over member dis
overy, data distribution and fault toleran
e. Edit your �/
on�guration/hazel-


ast.
onf� �le a

ording to the Hazel
ast do
umentation.

How far 
an Pruden
e 
lusters take you? Consider that Hazel
ast has been tested and works just �ne in 
loud


lusters of 100 members. So, Pruden
e 
an take you very far indeed: however, you must be sure that the other

parts of your ar
hite
ture s
ale. See our �S
aling Tips� arti
le (page 101) for an in-depth treatment.

Distributed Tasks

You 
an use appli
ation.distributedTask (page 72) to exe
ute tasks anywhere (and even everywhere) in the 
luster.

Use the �where� argument to 
ontrol exa
tly where you want the task to run.

Distributed State

Use appli
ation.distributedGlobals (page 71) to share state, with support for 
luster-wide atomi
 operations.

Distributed Ca
he

By default, Pruden
e 
hains an in-pro
ess memory 
a
he over a Hazel
ast 
a
he, so you are already reaping the

bene�ts of the 
luster.

Pruden
e also supports mem
a
hed, MongoDB, and even SQL-database based distributed 
a
hes. Of 
ourse, you


an 
hain several distributed ba
kends together. See do
ument.
a
he (page 74) for more information and examples.

Load Balan
ing

You 
an run many instan
es of Pruden
e behind a load balan
er. This o�ers fault toleran
e, maintenan
e options,

and the possibility of dramati
ally s
aling up the number of requests you 
an support. Your appli
ation 
an tolerate

failure of any number of instan
es, as long as you have one running, be
ause load balan
ers will automati
ally route

to working instan
es. Similarly, load balan
ing allows you to bring some instan
es down for maintenan
e while

keeping your appli
ation up and running.

S
aling up 
an be straightforward: simply add more and more instan
es behind the load balan
er, whi
h will

make sure to distribute requests among them, while monitoring their responsiveness to a

ommodate for how well

they handle their load. More 
omplex systems 
an involve di�erent kinds of instan
es, with the load balan
er being

in 
harge of routing requests to the appropriate pool of instan
es. This �partitioning� 
an be a

ording to features

(one pool handles 
hat room, one pool handles �le downloads), geography (one pool handles England, one pool
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handles Fran
e), or other 
lever ways to keep the whole system e�
ient and responsive. See S
aling Tips (page

101) for an in-depth treatment.

PerlBal

Pruden
e supports load balan
ing using HTTP proxies (page 96). There are many great load balan
ers out there,

but we espe
ially like Perlbal. Here's an example �perlbal.
onf� in whi
h we use Perlbal to handle se
ure 
onne
tions

for us. (See se
ure servers (page 28) on how to 
on�gure Pruden
e to handle se
ure 
onne
tions dire
tly.)

CREATE POOL pool

SET nod e f i l e = / e t
 / p e r l b a l /nodes

CREATE POOL se
ure_pool

SET nod e f i l e = / e t
 / p e r l b a l / se
ure_nodes

# HTTP

CREATE SERVICE balan
er

SET l i s t e n = 0 . 0 . 0 . 0 : 8 0

SET r o l e = reverse_proxy

SET pool = pool

SET veri fy_ba
kend = on

# HTTPS

CREATE SERVICE se
ure_balan
er

SET l i s t e n = 0 . 0 . 0 . 0 : 4 4 3

SET r o l e = reverse_proxy

SET pool = se
ure_pool

SET veri fy_ba
kend = on

SET enable_ss l = on

SET ss l_key_f i l e = / e t
 / p e r l b a l / s e r v e r . key

SET s s l_ 
 e r t_ f i l e = / e t
 / p e r l b a l / s e r v e r . 
 r t

# This i s re
ommended to workaround a bug in o lde r v e r s i on s o f IE

# ( the d e f au l t i s ALL : !LOW: !EXP)

SET s s l_
 i ph e r_ l i s t = ALL : !ADH: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+

eNULL

# In t e rna l management port

CREATE SERVICE mgmt

SET r o l e = management

SET l i s t e n = 127 . 0 . 0 . 1 : 6 0000

ENABLE balan
er

ENABLE se
ure_balan
er

ENABLE mgmt

The nodes �le is a list of IP addresses (not hostnames!) with ports. We'll add three Pruden
e instan
es running

at the default server port:

1 92 . 1 68 . 1 . 1 0 : 8 080

192 . 1 68 . 1 . 1 1 : 8 080

192 . 1 68 . 1 . 1 2 : 8 080

The se
ure_nodes �le is the same for SSL 
onne
tions. Let's have our Pruden
e instan
es run a separate server

at port 8081 for se
ure requests:

1 92 . 1 68 . 1 . 1 0 : 8 081

192 . 1 68 . 1 . 1 1 : 8 081

192 . 1 68 . 1 . 1 2 : 8 081

In our Pruden
e instan
es, we'll use �/instan
e/servers.*� (page 27) to 
reate a server at port 8081 (JavaS
ript

�avor):
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do
ument . exe
ute ( ' / d e f a u l t s / in s tan
e / s e r v e r s / ' )

var s e 
ureSe rve r = new Server ( Proto
o l .HTTP, 8081)

s e 
ureSe rve r . name = ' se
ure '


omponent . s e r v e r s . add ( s e 
ureSe rve r )

And we'll use �/instan
e/hosts.*� (page 27) to 
reate separate virtual hosts for ea
h port:

importClass ( org . r e s t l e t . r ou t ing . Vir tua lHost )

var host = new Virtua lHost ( 
omponent . 
ontext )

host . name = ' de fau l t '

host . hostPort = '8080 '


omponent . ho s t s . add ( host )

var se
ureHost = new Virtua lHost ( 
omponent . 
ontext )

se
ureHost . name = ' se
ure '

se
ureHost . hostPort = '8081 '


omponent . ho s t s . add ( se
ureHost )


omponent . de f au l tHos t = host

By default, an appli
ation would bind to the default host. To bind an appli
ation to the se
ure virtual host, set

the hosts settings (page 32) in its /settings.*:

ho s t s = [ [ se
ureHost , '/myapp / ' ℄ ℄

Pruden
e As a Restlet Container

Why use Pruden
e for a Restlet appli
ation that already works?

Though appli
ations 
an be written in Pruden
e without a single line of Java 
ode, Pruden
e also a
ts as a

useful 
ontainer for existing Restlet appli
ations, Restlet resour
es or restlets written in Java.

Pruden
e makes it easy to handle the bootstrapping and routing (page 31) of your appli
ations, and the

Administration Appli
ation (page 94), debugging (page 89) and logging (page 90) features make it easier to deploy

and manage multiple appli
ations together. These issues have more to do with your appli
ation's 
on�guration,

rather than its fun
tionality, and it 
an be useful to handle them outside of the Java build pro
ess, using live,

dynami
 languages in simple text sour
e that you 
an modify on the �y. Deploying your Restlet appli
ation to a

Pruden
e instan
e 
an be as simple as 
opying a zip �le to a Pruden
e 
ontainer.

This need is also ful�lled by servlet and Java Enterprise Edition (JEE) 
ontainers, su
h as Tom
at, Resin and

JBoss. Indeed, Restlet has a JEE edition, and good support for servlets. However, if all you need is a deployment


ontainer, Pruden
e 
an serve as a straightforward, pure REST alternative to JEE.

Some people also look to JEE 
ontainers for their support of Java Server Pages (JSP). We urge you to take a

good look at Pruden
e's dynami
 web (page 35) support. It may surpass JSP for your purposes. In parti
ular, it is

based on Restlet, whi
h you already know and love, giving you the entire Restlet API at your �ngertips. It also lets

you use many wonderful languages other than Java for s
riptlets. For simpler templating, Velo
ity and Su

in
t

are also built in and immediately ready to use.

Summary

A 100% Restlet-based alternative to servlet/JEE 
ontainers. (Requires only Restlet JSE.)

1. Easy deployment

(a) Con�guration s
ripts (page 25): avoid weird (XML) 
on�guration formats and start your Restlet 
om-

ponent exa
tly as you want (your 
hoi
e from six languages)

(b) The default s
ripts already handle virtual hosting (page 27), multiple servers (page 27) and internal

routing (page 51)

(
) Designed from the ground-up to handle multiple appli
ations (page 28) on the same 
omponent
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(d) Cloud-ready with instant 
lusters (page 97)

(e) Admin appli
ation (page 94) for live management of 
omponents

(f) Logging is pre-
on�gured (page 90) and �just works,� in
luding an Apa
he-
ompatible web log (page 92)

(g) Single zip-�le appli
ation deployment (page 29) (like WAR �les in JEE)

2. Easy prototyping of REST resour
es (page 45)

(a) Your 
hoi
e among 6 languages (page 9)

(b) Code is 
ompiled, 
a
hed and loaded on the �y (page 45)

(
) Ri
h debug page (page 89) shows errors and sour
e 
ode (page 89)

(d) When you're happy with it, you 
an rewrite it as a ServerResour
e in Java

3. Powerful HTML generation platform (page 35), like JSP/ASP/PHP (again, 100% Restlet-based)

(a) Your 
hoi
e from six languages, in
luding mixing languages (page 40) and templating engines (page 40)

(Velo
ity, Su

in
t) on one page

(b) Code is 
ompiled, 
a
hed and loaded on the �y (page 42)

(
) RAM/database/Hazel
ast/mem
a
hed server-side 
a
hing (page 74), using Restlet's URI templating

language for 
a
he key generation (page 73)

(d) Straightforward support for 
lient-side 
a
hing (page 57)

(e) Asyn
hronous pro
essing (page 85)

(f) Easily a

ept uploaded �les (page 80)

(g) Ri
h debug page (page 89) shows errors and sour
e 
ode (page 89)

4. Restlet sugar (also available as a standalone JAR)

(a) Fallba
k router (atta
h multiple MODE_STARTS_WITH restlets to the same base URI)

(b) URI �
apturing� (page 61)

(
) JavaS
ript and CSS unify-and-minify �lters (page 57)

(d) Delegated status servi
e for diverting to 
ustom pages (404, 500 errors, et
.)

(e) Ri
h DebugRepresentation

(f) Ca
he ba
kend abstra
tion, designed for storing StringRepresentations

(g) Easier �le uploads (slightly higher-level than the Restlet FileUpload extension)

(h) ConversationCookie (
ombines Cookie and CookieSetting)

(i) Filter to sele
tively add Ca
heControl (to Dire
tory, for example)

Custom Resour
es and Restlets

Use your appli
ation's �routing.*� (page 31) to atta
h your resour
es, or otherwise manage routing. Example

(JavaS
ript �avor):

// Pruden
e d e f a u l t s

do
ument . exe
ute ( ' / d e f a u l t s / app l i 
 a t i on / rout ing / ' )

// MyOrg r e s ou r 
 e s

route r . at ta
h ( ' / data/ item/{ id } ' , 
 l a s sLoader . l oadCla s s ( ' org . myorg . ItemResour
e ' ) )

route r . at ta
h ( ' / data/ items ' , 
 l a s sLoader . l oadCla s s ( ' org . myorg . ItemsResour
e ' ) )

You 
an also 
hange Pruden
e's default routing by deta
hing and re-atta
hing routes:
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importClass (
om . t h r e e 
 r i 
 k e t s . pruden
e . u t i l . JavaS
r ip tUn i fyMin i f yF i l t e r )

route r . deta
h ( stati
Web )

route r . atta
hBase (

stati
WebBaseURL ,

new JavaS
r ip tUn i fyMin i f yF i l t e r ( app l i 
 a t i on . 
ontext , stati
Web , new F i l e (

appl i 
at ionBasePath + stati
WebBasePath ) ,

10000) )

Custom Appli
ation

By default, Pruden
e 
reates an instan
e of the standard Restlet Appli
ation 
lass. Use your appli
ation's

�appli
ation.*� (page 31) to override this, and 
reate and 
on�gure your own appli
ation. Example:

// MyOrgAppli
ation

importClass ( org . myorg . MyOrgAppli
ation )

var app l i 
 a t i on = new MyOrgAppli
ation ( )

// I n s t a l l our 
ustom tunne l s e r v i 
 e

importClass ( org . myorg . MyOrgTunnelServi
e)

app l i 
 a t i on . tunne lSe rv i 
 e = new MyOrgTunnelServi
e(MyOrgTunnelServi
e .MODE_QUERY)

// These a t t r i b u t e s are s p e 
 i f i 
 to the MyOrgAppli
ation 
 l a s s

app l i 
 a t i on . databaseURI = 'mysql : // l o 
 a l h o s t /myorg '

app l i 
 a t i on . useTransa
t ions = true

S
aling Tips

S
alability is the ability to respond to a growing number of user requests without degradation in response time.

Two variables in�uen
e it: 1) your total number of threads and 2) the time it takes ea
h thread to pro
ess a request.

In
reasing the number of threads seems straightforward: you 
an keep adding more ma
hines behind load balan
ers.

However, the two variables are tied, as there are diminishing returns and even reversals: beyond a 
ertain point,

time per request 
an a
tually grow longer as you add threads and ma
hines.

Let's ignore the �rst variable here, be
ause the 
hallenge of getting more ma
hines is mostly �nan
ial. It's the

se
ond that you 
an do something about as an engineer.

If you want your appli
ation to handle many 
on
urrent users, then you're �ghting this fa
t: a request will get

queued in the best 
ase or dis
arded in the worst 
ase if there is no thread available to serve it. Your 
hallenge is

to make sure that a thread is always available. And it's not easy, as you'll �nd out as you read through this arti
le.

Minimizing the time per request be
omes an ar
hite
tural 
hallenge that en
ompasses the entire stru
ture of your

appli
ation

Performan
e Does Not Equal S
alability

Performan
e does not equal s
alability. Performan
e does not equal s
alability. Performan
e does not equal s
ala-

bility.

Get it? Performan
e does not equal s
alability.

This is an important mantra for two reasons:

1. Performant Can Mean Less S
alable

Optimizing for performan
e 
an adversely a�e
t your s
alability. The reason is 
ontextual: when you optimize for

performan
e, you often work in an isolated 
ontext, spe
i�
ally so you 
an a

urately measure response times and

�ne-tune them. For example, making sure that a spe
i�
 SQL query is fast would involve just running that query.

A full-blown experiment involving millions of users doing various operations on your appli
ation would make it very

hard to a

urately measure and optimize the query. Unfortunately, by working in an isolated 
ontext you 
annot

easily see how your e�orts would a�e
t other parts of an appli
ation. To do so would require a lot of experien
e
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and imagination. To 
ontinue our example, in order to optimize your one SQL query you might 
reate an index.

That index might need to be syn
hronized with many servers in your 
luster. And that syn
hronization overhead,

in turn, 
ould seriously a�e
t your ability to s
ale. Congratulations! You've made one query run fast in a situation

that never happens in real life, and you've brought your web site to a halt.

One way to try to get around this is to fake s
ale. Tools su
h as JMeter, Siege and Apa
heBen
h 
an 
reate

�load.� They also 
reate unfounded 
on�den
e in engineers. If you simulate 10,000 users bombarding a single web

page, then you're, as before, working in an isolated 
ontext. All you've done is add 
on
urren
y to your performan
e

optimization measurements. Your appli
ation pathways might work optimally in these situations, but this might

very well be due to the fa
t that the system is not doing anything else. Add those �other� operations in, and you

might get worse site 
apa
ity than you did before �optimizing.�

2. Wasted E�ort

Even if you don't adversely a�e
t your s
alability through optimizing for performan
e, you might be making no

gains, either. No harm done? Well, plenty of harm, maybe. Optimizing for performan
e might waste a lot of

development time and money. This e�ort would be better spent on work that 
ould a
tually help s
alability.

And, perhaps more seriously, it demonstrates a fundamental misunderstanding of the problem �eld. If you don't

know what your problems are, you'll never be able to solve them.

Pitfalls

Study the problem �eld 
arefully. Understand the 
hallenges and potential pitfalls. You don't have to apply every

single s
alability strategy up-front, but at least make sure you're not making a fatal mistake, su
h as binding yourself

strongly to a te
hnology or produ
t with poor s
alability. A bad de
ision 
an mean that when you need to s
ale up

in the future, no amount of money and engineering e�ort would be able to save you before you lose 
ustomers and

tarnish your brand.

Moreover, be very 
areful of blindly applying �su

essful� strategies used and re
ommended by others to your

produ
t. What worked for them might not work for you. In fa
t, there's a 
han
e that their strategy doesn't even

work for them, and they just think it did be
ause of a 
ombination of seemingly unrelated fa
tors. The realm of

web s
alability is still young, full of guesswork, intuition and magi
al thinking. Even the experts are often making

it up as they're going along.

Generally, be very suspi
ious of produ
ts or te
hnologies being touted as �faster� than others. �Fast� doesn't say

anything about the ability to s
ale. Is a 
ertain database engine �fast�? That's important for 
ertain appli
ations,

no doubt. But maybe the database is missing important 
lustering features, su
h that it would be a poor 
hoi
e

for s
alable appli
ations. Does a 
ertain programming language exe
ute faster than another? That's great if you're

doing video 
ompression, but speed of exe
ution might not have a noti
eable e�e
t on s
alability. Web appli
ations

mostly do I/O, not 
omputation. The same web appli
ation might have very similar performan
e 
hara
teristi
s

whether it's written in C++ or PHP.

Moreover, if the faster language is di�
ult to work with, has poor debugging tools, limited integration with web

te
hnologies, then it would slow down your work and your ability to s
ale.

Speed of exe
ution 
an a
tually help s
alability in its �nan
ial aspe
t: If your appli
ation servers are


onstantly at maximum CPU load, then a faster exe
ution platform would let you 
ram more web threads

into ea
h server. This 
ould help you redu
e 
osts. For example, see Fa
ebook's HipHop: they saved

millions by translating their PHP 
ode to C. Be
ause Pruden
e is built on the fast JVM platform, you're

in good hands in this respe
t. Note, however, that there's a potential pitfall to high performan
e: more

threads per ma
hine would also mean more RAM requirements per ma
hine, whi
h also 
osts money.

Crun
h the numbers and make sure that you're a
tually saving money by in
reasing performan
e. On
e

again, performan
e does not equal s
alability.

That last point about programming languages is worth some elaboration. Beyond how well your 
hosen te
hnologies

perform, it's important to evaluate them in terms to how easy they are to manage. Large web sites are large proje
ts,

involving large teams of people and large amounts of money. That's di�
ult enough to 
oordinate. You want the

te
hnology to present you with as few extra managerial 
hallenges as possible.

Beware espe
ially of languages and platforms des
ribed as �agile,� as if they somehow embody the spirit of the

popular Agile Manifesto. Often, �agile� seems to emphasize the following features: forgiveness for syntax slips, light

or no type 
he
king, automati
 memory management and automati
 
on
urren
y�all features that seem to speed

up development, but 
ould just as well be used for sloppy, error-prone, hard-to-debug, and hard-to-�x 
ode, slowing
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down development in the long run. If you're reading this arti
le, then your goal is likely not to 
reate a qui
k demo,

but a stable appli
ation with a long, evolving life span.

Ignore the buzzwords (�produ
tivity�, �fast�), and instead make sure you're 
hoosing te
hnology that you 
an


ontrol, instead of te
hnology that will 
ontrol you.

We dis
uss this topi
 some more in �The Case for Rest� (page 5). By building on the existing web infrastru
ture,

Pruden
e 
an make large Internet proje
ts easier to manage.

Analysis

Be espe
ially 
areful of applying a solution before you know if you even have a problem.

How to identify your s
alability bottlene
ks? You 
an 
reate simulations and measurements of s
alability rather

than performan
e. You need to model a
tual user behavior patterns, allow for a diversity of su
h behaviors to

happen 
on
urrently, and repli
ate this diversity on a massive s
ale.

Creating su
h a simulation is a di�
ult and expensive, as is monitoring and interpreting the results and iden-

tifying potential bottlene
ks. This is the main reason for the la
k of good data and good judgment about how to

s
ale. Most of what we know 
omes from tweaking real live web sites, whi
h either 
omes at the expense of user

experien
e, or allows for very limited experimentation. Your best bet is to hire a team who's already been through

this before.

Optimizing for S
alability

In summary, your ar
hite
tural obje
tive is to in
rease 
on
urren
y, not ne
essarily performan
e. Optimizing for


on
urren
y means breaking up tasks into as many pie
es as possible, and possibly even breaking requests into

smaller pie
es. We'll 
over numerous strategies here, from frontend to ba
kend. Meanwhile, feel free to frame these

inspirational slogans on your wall:

Requests are hot potatoes: Pass them on!

And:

It's better to have many short requests than one long one.

Ca
hing

Retrieving from a 
a
he 
an be orders of magnitude faster than dynami
ally pro
essing a request. It's your most

powerful tool for in
reasing 
on
urren
y.

Ca
hing, however, is only e�e
tive is there's something in the 
a
he. It's pointless to 
a
he fragments that

appear only to one user on only one page that they won't return to. On the other hand, there may very well be

fragments on the page that will re
ur often. If you design your page 
arefully to allow for fragmentation, you will

reap the bene�ts of �ne-grained 
a
hing. Remember, though, that the outermost fragment's expiration de�nes the

expiration of the in
luded fragments. It's thus good pra
ti
e to de�ne no 
a
hing on the page itself, and only to


a
he fragments.

In your plan for �ne-grained 
a
hing with Pruden
e, take spe
ial 
are to isolate those fragments that 
annot be


a
hed, and 
a
he everything around them.

Make sure to 
hange the 
a
he key (page 73) to �t the lowest 
ommon denominator: you want as many possible

requests to use the already-
a
hed data, rather than generating new data. Note that, by default, Pruden
e in
ludes

the request URI in the 
a
he key. Fragments, though, may very well appear identi
ally in many di�erent URIs.

You would thus not want the URI as part of their 
a
he key.

Ca
he aggressively, but also take 
a
he validation seriously. Make good use of Pruden
e's 
a
he tags (page 74)

to allow you to invalidate portions of the 
a
he that should be updated as data 
hanges. Note, though, that every

time you invalidate you will lose 
a
hing bene�ts. If possible, make sure that your 
a
he tags don't 
over too many

pages. Invalidate only those entries that really need to be invalidated.

(It's sad that many popular web sites do 
a
he validation so poorly. Users have 
ome to expe
t that sometimes

they see wrong, outdated data on a page, sometimes mixed with up-to-date data. The problem is usually solved

within minutes, or after a few browser refreshes, but please do strive for a better user experien
e in your web site!)

If you're using a deferred task handler (page 107), you might want to invalidate tagged 
a
he entries when tasks

are done. Consider 
reating a spe
ial internal API that lets the task handler 
all ba
k to your appli
ation to do

this.
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How long should you 
a
he? As long as the user 
an bear! In a perfe
t world, of limitless 
omputing resour
es,

all pages would always be generated freshly per request. In a great many 
ases, however, there is no harm at all if

users see some data that's a few hours or a few days old.

Note that even very small 
a
he durations 
an make a big di�eren
e in appli
ation stability. Consider it

the maximum throttle for load. For example, a huge sudden peak of user load, or even a denial-of-servi
e

(DOS) atta
k, might overrun your thread pool. However, a 
a
he duration of just 1 se
ond would mean

that your page would never be generated more than on
e every se
ond. You are instantly prote
ted

against a destru
tive s
enario.

Ca
he Warming

Ca
hes work best when they are �warm,� meaning that they are full of data ready to be retrieved.

A �
old� 
a
he is not only useless, but it 
an also lead indire
tly to a serious problem. If your site has been

optimized for a warm 
a
he, starting from 
old 
ould signi�
antly strain your performan
e, as your appli
ation

servers struggle to generate all pages and fragments from s
rat
h. Users would be getting slow response times until

the 
a
he is signi�
antly warm. Worse, your system 
ould 
rash under the sudden extra load.

There are two strategies to deal with 
old 
a
hes. The �rst is to allow your 
a
he to be persistent, so that if you

restart the 
a
he system it retains the same warmth it had before. This happens automati
ally with database-ba
ked


a
hes (page 105). The se
ond strategy is to deliberately warm up the 
a
he in preparation for user requests.

Consider 
reating a spe
ial external pro
ess or pro
esses to do so. Here are some tips:

1. Consider me
hanisms to make sure that your warmer does not overload your system or take too mu
h band-

width from a
tual users. The best warmers are adaptive, 
hanging their load a

ording to what the servers 
an

handle. Otherwise, 
onsider shutting down your site for a 
ertain amount of time until the 
a
he is su�
iently

warm.

2. If the s
ope is very large, you will have to pi
k and 
hoose whi
h pages to warm up. You would want to 
hoose

only the most popular pages, in whi
h 
ase you might need a system to re
ord and measure popularity. For

example, for a blog, it's not enough just to warm up, say, the last two weeks of blog posts, be
ause a blog post

from a year ago might be very popular at the moment. E�e
tive warming would require you to �nd out how

many times 
ertain blog posts were hit in the past two weeks. It might make sense to embed this auditing

ability into the 
a
he ba
kend itself.

Pre-Filling the Ca
he

If there are thousands of ways in whi
h users 
an organize a data view, and ea
h of these views is parti
ular to one

user, then it may make little sense to 
a
he them individually, be
ause individual s
hemes would hardly ever be

re-used. You'll just be �lling up the 
a
he with useless entries.

Take a 
loser look, though:

1. It may be that of the thousands of organization s
hemes only a few are 
ommonly used, so it's worth 
a
hing

the output of just those.

2. It 
ould be that these s
hemes are similar enough to ea
h other that you 
ould generate them all in one

operation, and save them ea
h separately in the 
a
he. Even if 
a
he entries will barely be used, if they're


heap to 
reate, it still might be worth 
reating them.

This leads us to an important point:

Pruden
e is a �frontend� platform, in that it does not spe
ify whi
h data ba
kend, if at all, you should

use. Its 
a
he, however, is general purpose, and you 
an store in it anything that you 
an en
ode as a

string.

Let's take as a pre-�lling example a tree data stru
ture in whi
h bran
hes 
an be visually opened and 
losed.

Additionally, a

ording to user permissions di�erent parts of the tree may be hidden. Sounds too 
ompli
ated to


a
he all the view 
ombinations? Well, 
onsider that you 
an trigger, upon any 
hange to the tree data stru
ture, a

fun
tion that loops through all the di�erent iterations of the tree re
ursively and saves a view of ea
h of them to the


a
he. The 
a
he keys 
an be something like �bran
h1+.bran
h2-.bran
h3+�, with �+� signifying �-� whether the

bran
h is visually open or 
losed. You 
an use similar +'s and -'s for permissions, and 
reate views per permission
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ombinations. Later, when users with spe
i�
 permissions request di�erent views of the tree, no problem: all

possibilities were already pre-�lled. You might end up having to generate and 
a
he thousands of views at on
e,

but the di�eren
e between generating one view and generating thousands of views may be quite small, be
ause the

majority of that duration is spent 
ommuni
ating with the database ba
kend.

If generating thousands of views takes too long for the duration of a single request, another option is to generate

them on a separate thread. Even if it takes a few minutes to generate all the many, many tree views 
ombinations,

it might be OK in your appli
ation for views to be a few minutes out-of-date. Consider that the s
alability bene�ts


an be very signi�
ant: you generate views only on
e for the entire system, while millions of 
on
urrent users do a

simple retrieval from the 
a
he.

Ca
hing the Data Ba
kend

Pre-�lling the 
a
he 
an take you very far. It is, however, quite 
ompli
ated to implement, and 
an be ine�e
tive

if data 
hanges too frequently or if the 
a
he has to 
onstantly be updated. Also, it's hard to s
ale the pre-�lling

to millions of fragments.

If we go ba
k to our tree example above, the problem was that it was too 
ostly to fet
h the entire tree from

the database. But what if we 
a
he the tree itself? In that 
ase, it would be very qui
k to generate any view of the

tree on-demand. Instead of 
a
hing the view, we'd be 
a
hing the data, and a
hieving the same s
alability gains.

Easy, right? So why not 
a
he all our data stru
tures? The reason is that it's very di�
ult to do this 
orre
tly

beyond trivial examples. Data stru
tures tend to have 
omplex interrelationships (one-to-many, many-to-many,

foreign keys, re
ursive tree stru
tures, graphs, et
.) su
h that a 
hange in data at one point of the stru
ture

may alter various others in parti
ular ways. For example, 
onsider a 
alendar database, and that you're 
a
hing

individual days with all their events. Weekly 
alendar views are then generated on the �y (and qui
kly) for users

a

ording to what kinds of events they want to see in their personal 
alendars. What happens if a user adds a

re
urring event that happens every Monday? You'll need to make sure that all Mondays 
urrently 
a
hed would be

invalidated, whi
h might mean tagging all these as �monday� using Pruden
e's 
a
he tags. This requires a spe
i�



a
hing strategy for a spe
i�
 appli
ation.

By all means, 
a
he your data stru
tures if you 
an't easily 
a
he your output, but be aware of the 
hallenge!

Pruden
e's sister proje
t, Diligen
e, is designed spe
i�
ally to solve this problem. It not only 
a
hes your

data stru
tures, but it validates them in memory using your 
oded logi
, instead of invalidating them

and for
ing them to be re-fet
hed from the database. It supports data stru
tures 
ommonly used with

relational databases, pluggable storage te
hnologies, high-performan
e resour
e pooling and throttling,

and natural integration with Pruden
e. Together, Diligen
e and Pruden
e form a solid platform for

building s
alable, data-ba
ked web appli
ations. At the time of this writing, Diligen
e is still under

development. We hope to release it as open sour
e soon, so stay tuned!

Ca
he Ba
kends

Your 
a
he ba
kend 
an be
ome a bottlene
k to s
alability if 1) it 
an't handle the amount of data you are storing,

or 2) it 
an't respond qui
kly enough to 
a
he fet
hing.

Before you start worrying about this, 
onsider that it's a rare problem to have. Even if you are 
a
hing millions

of pages and fragments, a simple relational-database-ba
ked 
a
he, su
h as Pruden
e's SqlCa
he implementations,


ould handle this just �ne. A key/value table is the most trivial workload for relational databases, and it's also

easy to shard (page 109). Relational database are usually very good at 
a
hing these tables in their memory and

responding optimally to read requests. Pruden
e even lets you 
hain 
a
hes together to 
reate tiers: an in-pro
ess

memory 
a
he in front of a SQL 
a
he would ensure that many requests don't even rea
h the SQL ba
kend.

High 
on
urren
y 
an also be handled very well by this solution. Despite any limits to the number of 
on
urrent


onne
tions you 
an maintain to the database, ea
h request is handled very qui
kly, and it would require very

high loads to saturate. The math is straightforward: with a 10ms average retrieval time (very pessimisti
!) and a

maximum of 10 
on
urrent database 
onne
tions (again, pessimisti
!) you 
an handle 1,000 
a
he hits per se
ond.

A real environment would likely provide results orders of magnitude better.

The ni
e thing about this solution is that it uses the infrastru
ture you already have: the database.

But, what if you need to handle millions of 
a
he hits per se
ond? First, let us 
ongratulate you for your

global popularity. Se
ond, there is a simple solution: distributed memory 
a
hes. Pruden
e 
omes with Hazel
ast

and support for mem
a
hed, whi
h both o�er mu
h better s
alability than database ba
kends. Be
ause the 
a
he

is in memory, you lose the ability to easily persist your 
a
he and keep it warm: restarting your 
a
he nodes
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will e�e
tively reset them. There are workarounds�for example, parts of the 
a
he 
an be persisted to a se
ond

database-ba
ked 
a
he tier�but this is a signi�
ant feature to lose.

A
tually, Hazel
ast o�ers fail-safe, live ba
kups. While it's not quite as permanent as a database, it

might be good enough for your needs. And mem
a
hed has various plugins that allow for real database

persisten
e, though using them would require you to deal with the s
alability 
hallenges of database

ba
kends (page 110).

You'll see many web frameworks out there that support a distributed memory 
a
he (usually mem
a
hed) and

re
ommend you use it (�it's fast!� they 
laim, ex
ept that it 
an be slower per request than optimized databases,

and that anyway performan
e does not equal s
alability). We'd urge you to 
onsider that advi
e 
arefully: keeping

your 
a
he warm is a 
hallenge made mu
h easier if you 
an store it in a persistent ba
kend, and database ba
kends


an take you very far in s
ale without adding a new infrastru
ture to your deployment. It's good to know, though,

that Pruden
e's support for Hazel
ast and mem
a
hed is there to help you in 
ase you rea
h the popularity levels

of LiveJournal, Fa
ebook, YouTube, Twitter, et
.

Client-Side Ca
hing

Modern web browsers support 
lient-side 
a
hing, a feature meant to improve the user experien
e and save band-

width 
osts. A site that makes good use of 
lient-side 
a
hing will appear to work fast for users, and will also help

to in
rease your site's popularity index with sear
h engines.

Optimizing the user experien
e is not the topi
 of this arti
le: our job here is to make sure your site doesn't

degrade its performan
e as load in
reases. However, 
lient-side 
a
hing 
an indire
tly help you s
ale by redu
ing

the number of hits you have to take in order for your appli
ation to work.

A
tually, doing a poor job with 
lient-side 
a
hing 
an help you s
ale: users will hate your site and stop

using it�voila, less hits you have to deal with. OK, that was a joke!

Generally, Pruden
e handles 
lient-side 
a
hing automati
ally. If you 
a
he a page, then headers will be set to ask

the 
lient to 
a
he for the same length of time. By default, 
onditional mode is used: every time the 
lient tries to

view a page, it will make a request to make sure that nothing has 
hanged sin
e their last request to the page. In


ase nothing has 
hanged, no 
ontent is returned.

You 
an also turn on �o�ine 
a
hing� mode, in whi
h the 
lient will avoid even that qui
k request. Why not

enable o�ine 
a
hing by default? Be
ause it involves some risk: if you ask to 
a
he a page for one week, but then

�nd out that you have a mistake in your appli
ation, then users will not see any �x you publish until their lo
al


a
he expires, whi
h 
an take up to a week! It's important that you you understand the impli
ations before using

this mode. See the dynami
WebClientCa
hingMode appli
ation setting (page 33).

It's generally safer to apply o�ine 
a
hing to your stati
 resour
es, su
h as graphi
s and other resour
es. A

general 
ustom is to ask the 
lient to 
a
he these �forever� (10 years), and then, if you need to update a �le, you

simply 
reate a new one with a new URL, and have all your HTML refer to the new version. Be
ause 
lients


a
he a

ording to URL, their 
a
hed for the old version will simply not be ignored. See Ca
heControlFilter (page

57). There, you'll also see some more tri
ks Pruden
e o�ers you to help optimize the user experien
e, su
h as

unifying/minimizing 
lient-side JavaS
ript and CSS.

Upstream Ca
hing

If you need to qui
kly s
ale a web site that has not been designed for 
a
hing, a band-aid is available: upstream


a
hes, su
h as Varnish, NCa
he and even Squid. For ar
hai
 reasons, these are 
alled �reverse proxy� 
a
hes, but

they really work more like �lters. A

ording to attributes in the user request (URL, 
ookies, et
.), they de
ide

whether to fet
h and send a 
a
hed version of the response, or to allow the request to 
ontinue to your appli
ation

servers.

The 
ru
ial use 
ase is ar
hai
, too. If you're using an old web framework in whi
h you 
annot implement


a
hing logi
 yourself, or 
annot plug in to a good 
a
he ba
kend, then these upstream 
a
hes 
an do it for you.

They are problemati
 in two ways:

1. De
oupling 
a
hing logi
 from your appli
ation means losing many features. For example, invalidating portions

of the 
a
he is di�
ult if not impossible. It's be
ause of upstream 
a
hing, indeed, that so many web sites do

a poor job at showing up-to-date information.
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2. Filtering a
tually implements a kind of partitioning, but one that is verti
al rather than horizontal. In

horizontal partitioning, a �swit
h� de
ides to send requests to one 
luster of servers or another. Within ea
h


luster, you 
an 
ontrol 
apa
ity and s
ale. But in verti
al partitioning, the ��lter� handles requests internally.

Not only is the ��lter� more 
omplex and vulnerable than a �swit
h� as a frontend 
onne
tor to the world,

but you've also 
ompli
ated your ability to 
ontrol the 
apa
ity of the 
a
hing layer. It's embedded inside

your frontend, rather than being another 
luster of servers. We'll delve into ba
kend partitioning (page 108)

below.

Unfortunately, there is a use 
ase relevant for newer web frameworks, too: if you've designed your appli
ation

poorly, and you have many requests that 
ould take a long time to 
omplete, then your thread pools 
ould get

saturated when many users are 
on
urrently making those requests. When saturated, you 
annot handle even the

super-qui
k 
a
he requests. An upstream 
a
he band-aid 
ould, at least, keep serving its 
a
hed pages, even though

your appli
ation servers are at full 
apa
ity. This 
reates an illusion of s
alability: some users will see your web site

behaving �ne, while others will see it hanging.

The real solution would be to re-fa
tor your appli
ation so that it does not have long requests, guaranteeing

that you're never too saturated to handle tiny requests. Below are tips on how to do this.

Dealing with Lengthy Requests

One size does not �t all: you will want to use di�erent strategies to deal with di�erent kinds of tasks.

Deferrable Tasks

Deferrable tasks are tasks that 
an be resolved later, without impeding on the user's ability to 
ontinue using the

appli
ation.

If the deferrable task is deterministi
ally fast, you 
an do all pro
essing in the request itself. If not, you should

queue the task on a handling servi
e. Pruden
e's tasks (page 54) implementation is a great solution for deferrable

tasks, as it lets you run tasks on other threads or even distribute them in a Hazel
ast 
luster.

Deferring tasks does present a 
hallenge to the user experien
e: What do you do if the task fails and the user

needs to know about it? One solution 
an be to send a warning email or other kind of message to the user. Another

solution 
ould be to have your 
lient 
onstantly poll in the ba
kground (via �AJAX�) to see if there are any error

messages, whi
h in turn might require you to keep a queue of su
h error messages per user.

Before you de
ide on deferring a task, think 
arefully of the user experien
e: for example, users might be


onstantly refreshing a web page waiting to see the results of their operation. Perhaps the task you thought you


an defer should a
tually be 
onsidered ne
essary (see below)?

Ne
essary Tasks

Ne
essary tasks are tasks that must be resolved before the user 
an 
ontinue using the appli
ation.

If the ne
essary task is deterministi
ally fast, you 
an do all pro
essing in the request itself. If not, you should

queue the task on a handling servi
e and return a �please wait� page to the user.

It would be ni
e to add a progress bar or some other kind of estimation of how long it would take for the task to

be done, with a maximum duraton set after whi
h the task should be 
onsidered to have failed. The 
lient would

poll until the task status is marked �done,� after whi
h they would be redire
ted ba
k to the appli
ation �ow. Ea
h

polling request sent by the 
lient 
ould likely be pro
essed very qui
kly, so this this strategy e�e
tively breaks the

task into many small requests (�It's better to have many short requests than one long one�).

Pruden
e's tasks (page 54) implementation is a good start for 
reating su
h a me
hanism: however, it would be

up to you to 
reate a �please wait� me
hanism, as well as a way to tra
k the tasks' progress and deal with failure.

Implementing su
h a handling servi
e is not trivial. It adds a new 
omponent to your ar
hite
ture, one that also

has to be made to s
ale. One 
an also argue that it adversely a�e
ts user experien
e by adding overhead, delaying

the time it takes for the task to 
omplete. The bottom line, though, is you're vastly in
reasing 
on
urren
y and

your ability to s
ale. And, you're improving the user experien
e in one respe
t: they would get a feedba
k on what's

going on rather than having their browsers spin, waiting for their requests to 
omplete.

File Uploads

These are potentially very long requests that you 
annot break into smaller tasks, be
ause they depend entirely on

the 
lient. As su
h, they present a unique 
hallenge to s
alability.
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Fortunately, Pruden
e handles 
lient requests via non-blo
king I/O, meaning that large �le uploads will not hold

on to a single thread for the duration of the upload. See 
onversation.form (page 80).

Unfortunately, many 
on
urrent uploads will still saturate your threads. If your appli
ation relies on frequent

�le uploads, you are advised to handle su
h requests on separate Pruden
e instan
es, so that uploads won't stop

your appli
ation from handling other web requests. You may also 
onsider using a third-party servi
e spe
ializing

in �le storage and web uploads.

Asyn
hronous Request Pro
essing

Having the 
lient poll until a task is 
ompleted lets you break up a task into multiple requests and in
rease


on
urren
y. Another strategy is to break an individual request into pie
es. While you're pro
essing the request

and preparing the response, you 
an free the web thread to handle other requests. When you're ready to deliver


ontent, you raise a signal, and the next available web thread takes 
are of sending your response to the 
lient.

You 
an 
ontinue doing this inde�nitely until the response is 
omplete. From the 
lient's perspe
tive it's a single

request: a web browser, for example, would spin until the request was 
ompleted.

You might be adding some extra time overhead for the thread-swit
hing on your end, but the bene�ts for

s
alability are obvious: you are in
reasing 
on
urren
y by shortening the time you are holding on to web threads.

For web servi
es that deliver heavy 
ontent, su
h as images, video, audio, it's absolutely ne
essary. Without

it, a single user 
ould tie up a thread for minutes, if not hours. You would still get degraded performan
e if you

have more 
on
urrent users than you have threads, but at least degradation will be shared among users. Without

asyn
hronous pro
essing, ea
h user would tie up one thread, and when that �nite resour
e is used up, more users

won't be able to a

ess your servi
e.

Even for lightweight 
ontent su
h as HTML web pages, asyn
hronous pro
essing 
an be a good ta
ti
 for

in
reasing 
on
urren
y. For example, if you need to fet
h data from a ba
kend with non-deterministi
 response

time, it's best to free the web thread until you a
tually have 
ontent available for the response.

It's not a good idea to do this for every page. While it's better to have many short requests instead of one long

one, it's obviously better to have one short request rather than many short ones. Whi
h web requests are good


andidates for asyn
hronous pro
essing?

1. Requests for whi
h pro
essing is made of independent operations. (They'll likely be required to work in

sequen
e, but if they 
an be pro
essed in parallel, even better!)

2. Requests that must a

ess ba
kend servi
es with non-deterministi
 response times.

And, even for #2, if the servi
e 
an take a very long time to respond, 
onsider that it might be better to queue the

task on a task handler and give proper feedba
k to the user.

And so, after this lengthy dis
ussion, it turns out that there aren't that many pla
es where asyn
hronous

pro
essing 
an help you s
ale. Ca
hing is far more useful.

As of version 1.1, Pruden
e has limited support for asyn
hronous pro
essing, via 
onversation.defer (page 85).

Better support is planned for a future version.

Ba
kend Partitioning

You 
an keep adding more nodes behind a load balan
er insofar as ea
h request does not have to a

ess shared

state. Useful web appli
ations, however, are likely data-driven, requiring 
onsiderable state.

If the 
hallenge in handling web requests is 
utting down the length of request, then that of ba
kends is the

struggle against degraded performan
e as you add new nodes to your database 
luster. These nodes have to

syn
hronize their state with ea
h other, and that syn
hronization overhead in
reases exponentially. There's a

de�nite point of diminishing returns.

The ba
kend is one pla
e where high-performan
e hardware 
an help. Ten expensive, powerful ma
hines might

be equal in total power to forty 
heap ma
hines, but they require a quarter of the syn
hronization overhead, giving

you more elbow room to s
ale up. Fewer nodes means better s
alablity.

But CPUs 
an only take you so far.

Partitioning is as useful to ba
kend s
aling as 
a
hing is to web request s
aling. Rather than having one big


luster of identi
al nodes, you would have several smaller, independent 
lusters. This lets you add nodes to ea
h


luster without spreading syn
hronization overhead everywhere. The more partitions you 
an 
reate, the better

you'll be able to s
ale.
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Partitioning 
an happen in various 
omponents of your appli
ation, su
h as appli
ation servers, the 
a
hing

system, task queues, et
. However, it is most e�e
tive, and most 
ompli
ated to implement, for databases. Our

dis
ussion will thus fo
us on relational (SQL) databases. Other systems would likely require simpler subsets of

these strategies.

Reads vs. Writes

This simple partitioning s
heme greatly redu
es syn
hronization overhead. Read-only servers will never send data

to the writable servers. Also, knowing that they don't have to handle writes means you 
an optimize their 
on�g-

urations for aggressive 
a
hing.

(In fa
t, some database syn
hronization systems will only let you 
reate this kind of 
luster, providing you with

one �master� writable node and several read-only �slaves.� They for
e you to partition!)

Another ni
e thing about read/write partitioning is that you 
an easily add it to all the other strategies. Any


luster 
an thus be divided into two.

Of 
ourse, for web servi
es that are heavily balan
ed towards writes, this is not an e�e
tive strategy. For

example, if you are implementing an auditing servi
e that is 
onstantly being bombarded by in
oming data, but is

only queried on
e in a while, then an extra read-only node won't help you s
ale.

Note that one feature you lose is the ability to have a transa
tion in whi
h a write might happen, be
ause a

transa
tion 
annot 
ontain both a read-only node and a write-only node. If you must have atomi
ity, you will have

to do your transa
tion on the writable 
luster, or have two transa
tions: one to lookup and see if you need to


hange the data, and the se
ond to perform the 
hange�while �rst 
he
king again that data didn't 
hange sin
e

the previous transa
tion. Too mu
h of this obviously lessens the e�e
tiveness of read/write partitioning.

By Feature

The most obvious and e�e
tive partitioning s
heme is by feature. Your site might o�er di�erent kinds of servi
es

that are fun
tionally independent of ea
h other, even though they are displayed to users as united. Behind the

s
enes, ea
h feature uses a di�erent set of tables. The rule of thumb is trivial: if you 
an put the tables in separate

databases, then you 
an put these databases in separate 
lusters.

One 
on
ern in feature-based partitioning is that there are a few tables that still need to be shared. For example,

even though the features are separate, they all depend on user settings that are stored in one table.

The good news is that it 
an be 
heap to syn
hronize just this one table between all 
lusters. Espe
ially if this

table doesn't 
hange often�how often do you get new users signing up for your servi
e?�then syn
hronization

overhead will be minimal.

If your database system doesn't let you syn
hronize individual tables, then you 
an do it in your 
ode by writing

to all 
lusters at the same time.

Partitioning by feature is terri�
 in that it lets you partition other parts of the sta
k, too. For example, you 
an

also use a di�erent set of web servers for ea
h feature.

Also 
onsider that some features might be 
andidates for using a �NoSQL� database (page 110). Choose the

best ba
kend per feature.

By Se
tion

Another kind of partitioning is sometimes 
alled �sharding.� It involves splitting up tables into se
tions that 
an be

pla
ed in di�erent databases. Some databases support sharding as part of their syn
hronization strategy, but you


an also implement it in your 
ode. The great thing about sharding is that it lets you 
reate as many shards (and


lusters) as you want. It's the key to the truly large s
ale.

Unfortunately, like partitioning by feature, sharding is not always possible. You need to also shard all related

tables, so that queries 
an be self-
ontained within ea
h shard. It's thus most appropriate for one-to-many data

hierar
hies. For example, if your appli
ation is a blog that supports 
omments, then you put some blogs and their


omments on one shard, and others in another shard. However, if, say, you have a feature where blog posts 
an

refer to other arbitrary blog posts, then querying for those would have to 
ross shard boundaries.

The best way to see where sharding is possible is to draw a diagram of your table relationships. Pla
es in the

diagram whi
h look like individual trees�trunks spreading out into bran
hes and twigs�are good 
andidates for

sharding.

How to de
ide whi
h data goes in whi
h shard?
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Sometimes the best strategy is arbitrary. For example, put all the even-numbered IDs in one shard, and the

odd-numbered ones in another. This allows for straightforward growth be
ause you 
an just swit
h it to division

by three if you want three shards.

Another strategy might seem obvious: If you're running a site whi
h shows di�erent sets of data to di�erent users,

then why not implement it as essentially separate sites? For example, a so
ial networking site stri
tly organized

around individual 
ities 
ould have separate database 
lusters per 
ity.

A �region� 
an be geographi
al, but also topi
al. For example, a site hosting dan
e-related dis
ussion forums

might have one 
luster for ballet and one for tango. A �region� 
an also refer to user types. For example, your

so
ial networking site 
ould be partitioned a

ording to age groups.

The only limitation is queries. You 
an still let users a

ess pro�les in other regions, but 
ross-regional relational

queries won't be possible. Depending on what your appli
ation does, this 
ould be a reasonable solution.

A great side-bene�t to geographi
al partitioning is that you 
an host your servers at data 
enters within the

geographi
al lo
ation, leading to better user experien
es. Regional partitioning is useful even for �NoSQL� databases.

Coding Tips for Partitioning

If you organize your 
ode well, it would be very easy to implement partitioning. You simply assign di�erent database

operations to use di�erent 
onne
tion pools. If it's by feature, then you 
an hard 
ode it for those features. If it's

sharding, then you add a swit
h before ea
h operation telling it whi
h 
onne
tion pool to use.

For example:

de f ge t_b logge r_pro f i l e ( user_id ) :


onne
t ion = blogger_pool . get_
onne
t ion ( )

. . .


onne
t ion . 
 l o s e ( )

de f get_blog_post_and_
omments( blog_post_id ) :

shard_id = ob j e
 t . id % 3


onne
t ion = blog_pools [ shard_id ℄ . get_
onne
t ion ( )

. . .


onne
t ion . 
 l o s e ( )

Unfortunately, some programming pra
ti
es make su
h an e�e
tive, 
lean organization di�
ult.

Some developers prefer to use ORMs (obje
t-relational mappers) rather than a

ess the database dire
tly. Many

ORMs do not easily allow for partitioning, either be
ause they support only a single database 
onne
tion pool, or

be
ause they don't allow your obje
ts to be easily shared between 
onne
tions.

For example, your logi
 might require you to retrieve an �obje
t� from the database, and only then de
ide if

you need to alter it or not. If you're doing read/write partitioning, then you obviously want to read from the read

partition. Some ORMs, though, have the obje
t tied so strongly to an internal 
onne
tion obje
t that you 
an't

trivially read it from one 
onne
tion and save it into another. You'd either have to read the obje
t initially from

the write partition, minimizing the usefulness of read/write partitioning, or re-read it from the write partition when

you realize you need to alter it, 
ausing unne
essary overhead. (Note that you'll need to do this anyway if you need

the write to happen in a transa
tion.)

Obje
t oriented design is also problemati
 in a more general sense. The �rst prin
iple of obje
t orientation is

�en
apsulation,� putting your 
ode and data stru
ture in one pla
e: the 
lass. This might make sense for business

logi
, but, for the purposes of re-fa
toring your data ba
kend for partitioning or other strategies, you really don't

want the data a

ess 
ode to be spread out among dozens of 
lasses in your appli
ation. You want it all in one

pla
e, preferably even one sour
e 
ode �le. It would let you plug in a whole new data ba
kend strategy by repla
ing

this sour
e 
ode �le. For data-driven web development, you are better o� not being too obje
t oriented.

Even more generally speaking, organizing 
ode together by me
hanism or te
hnology, rather than by �obje
t�

en
apsulation, will let you apply all kinds of re-fa
torizations more easily, espe
ially if you manage to de
ouple your

appli
ation's data stru
tures from any library-spe
i�
 data stru
tures.

Data Ba
kends

Relational (SQL) databases su
h as MySQL were, for de
ades, the ba
kbone of the web. They were originally

developed as minimal alternatives to enterprise database servers su
h as Ora
le Database and IBM's DB2. Their
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modest feature set allowed for better performan
e, smaller footprints, and low investment 
osts�perfe
t for web

appli
ations. The free software LAMP sta
k (Linux, Apa
he, MySQL and PHP) was the web.

Relational databases require a lot of syn
hronization overhead for 
lusters, limiting their s
alability. Though

partitioning 
an take you far, using a �NoSQL� database 
ould take you even further.

Graph Databases

If your relational data stru
ture 
ontains arbitrary-depth relationships or many �generi
� relationships for
ed into

a relational model, then 
onsider using a graph database instead. Not only will traversing your data be faster,

but also the database stru
ture will allow for more e�
ient performan
e. The impli
ations for s
alability 
an be

dramati
.

So
ial networking appli
ations are often used as examples of graph stru
tures, but there are many others: forums

with threaded and 
ross-referen
ed dis
ussions, semanti
 knowledge bases, warehouse and parts management, musi


�genomes,� user-tagged media sharing sites, and many s
ien
e and engineering appli
ations.

Though fast, querying a 
omplex graph 
an be di�
ult to prototype. Fortunately, the Gremlin and SPARQL

languages do for graphs what SQL does for relational databases. Your query be
omes 
oherent and portable.

A popular graph database is Neo4j, and it's espe
ially easy to use with Pruden
e. Be
ause it's JVM-based, you


an a

ess it internally from Pruden
e. It also has embedded bindings for many of Pruden
e's supported languages,

and supports a network REST interfa
e whi
h you 
an easily a

ess via Pruden
e's do
ument.external.

Do
ument Databases

If your data is 
omposed mostly of �do
uments��self-
ontained re
ords with few relationships to other do
uments�

then 
onsider a do
ument database.

Do
ument databases allow for straightforward distribution and very �ne-grained repli
ation, requiring 
onsid-

erably less overhead than relational and graph databases. Do
ument databases are as s
alable as data storage gets:

variants are used by all the super-massive Internet servi
es.

The 
ost of this s
alability is the loss of your ability to do relational queries of your data. Instead, you'll be

using distributed map/redu
e, or rely on an indexing servi
e. These are powerful tools, but they do not mat
h

relational queries in sheer �exibility of 
omplex queries. Implementing something as simple as a many-to-many


onne
tion, the bread-and-butter of relational databases, is non-trivial in do
ument databases. Where do
ument

databases shine is at listing, sorting and sear
hing through very large 
atalogs of do
uments.

Candidate appli
ations in
lude online retail, blogs, wikis, ar
hives, newspapers, 
onta
t lists, 
alendars, photo

galleries, dating pro�les. . . The list is a
tually quite long, making do
ument databases very attra
tive for many

produ
ts. But, it's important to always be aware of their limitations: for example, merely adding so
ial networking


apabilities to a dating site would require 
omplex relations that might be better handled with a graph database.

The 
ombination of a do
ument database with a graph database might, in fa
t, be enough to remove any bene�t a

relational database 
ould bring.

A popular do
ument database is MongoDB. Though do
ument-based, it has a few basi
 relational features

that might be just good enough for your needs. Another is Cou
hDB, whi
h is a truly distributed database. With

Cou
hDB it's trivial to repli
ate and syn
hronize data with 
lients' desktops or mobile devi
es, and to distribute

it to partners. It also supports a REST interfa
e whi
h you 
an easily a

ess via Pruden
e's do
ument.external.

And, both MongoDB and Cou
hDB use JavaS
ript extensively, making it natural to use with Pruden
e's JavaS
ript

�avor.

We've started a proje
t to better integrate Pruden
e JavaS
ript with MongoDB. It is in
luded in the

�Savory JavaS
ript� edition.

Column Databases

These 
an be 
onsidered as subsets of do
ument databases. The �do
ument,� in this 
ase, is required to have an

espe
ially simple, one-dimensional stru
ture.

This requirement allows optimization for a truly massive s
ale.

Column databases o

upy the �
loud� market ni
he: they allow 
ompanies like Google and Amazon to o�er


heap database storage and servi
es for third parties. See Google's Datastore (based on Bigtable) and Amazon's

SimpleDB (based on Dynamo; a
tually, Dynamo is a �key/value� database, whi
h is even more opaque than a


olumn database).
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Though you 
an run your own 
olumn database via open sour
e proje
ts like Cassandra (originally developed

by/for Fa
ebook), HBase and Redis, the do
ument databases mentioned above o�er ri
her do
ument stru
tures and

more features. Consider 
olumn databases only if you need truly massive s
ale, or if you want to make use of the


heap storage o�ered by �
loud� vendors.

Best of All Worlds

Of 
ourse, 
onsider that it's very possible to use both SQL and �NoSQL� (graph, do
ument, 
olumn) databases

together for di�erent parts of your appli
ation. See ba
kend partitioning (page 108).

Under the Hood

Pruden
e brings together many open sour
e libraries, some of whi
h were designed spe
i�
ally for Pruden
e.

Consider this as Pruden
e's �a
knowledgments� page. Hundreds of people have worked on these libraries, and

we're grateful to all of them for sharing their hard work, for embra
ing open sour
e li
ensing, and for adhering to

design prin
iples that allow reuse of their work in other proje
ts, su
h as Pruden
e.

The JVM

How wonderful that the best-performing, most robust, se
ure and widely ported virtual ma
hine is now open sour
e?

How wonderful that you 
an use it with JavaS
ript, Python, Ruby, Clojure, PHP and others languages?

We strongly re
ommend the JVM for enterprise and s
alable Internet appli
ations, even if you're not parti
ularly

fond of Java-the-programming-language. Treat Java, if you will, as the low ma
hine-level language: Java is to the

JVM as C is to Unix. You �drop down� to Java only if you have to do some ma
hine-level work. Otherwise, use

the higher-level languages.

S
ripturian

S
ripturian is Pruden
e's �spe
ial sau
e�: a small, magi
al library that makes sure that your 
ode runs well on the

JVM and 
an handle the 
on
urren
y introdu
ed by HTTP requests and Restlet. It is developed in tandem with

Pruden
e.

Our premise was this: to make Pruden
e appli
ations easy to deploy, they 
ould not be standard Java appli
a-

tions. The 
y
le of 
ompilation and pa
kaging required by Java is unne
essarily 
umbersome. Although we 
ould

have implemented something like the on-the-�y Java 
ompilation done in JSP, we felt that, if that's the route to

go, many ex
iting 
hoi
es open up besides Java, and that these languages are more relevant to Pruden
e's goals.

Unfortunately, we found that integrating JVM languages into Pruden
e was anything but trivial.

Ea
h implementation had its own idea of what integration 
ould mean. We tried to standardize on

JSR-223 (the Java s
ripting standard), but found that adheren
e to the spe
i�
ation was in
onsistent, and that

the spe
i�
ation itself is vague, espe
ially when it 
omes to threading. We ha
ked and ha
ked and ha
ked. We even

submitted pat
hes to �x broken implementations of various languages. All in all, we probably spent more time on

this than on any other aspe
t of Pruden
e.

The result is an API more abstra
t than JSR-223, but with a 
lear threading model. Under the hood, S
ripturian


ontains many tri
ks and me
hanisms to make ea
h language work 
orre
tly and well, but you don't have to worry

about any of it: S
ripturian just works.

Jython, JRuby, Clojure, Rhino, Quer
us, Groovy

Pruden
e would hardly be as ex
iting if you had to use Java.

These open sour
e language engines have allowed us to extend the power of Pruden
e, REST and the JVM to

languages outside of Java. Some of these engines are large, 
omplex proje
ts, and are in fa
t the biggest libraries

in
luded in Pruden
e. We strongly re
ommend you join in the 
ommunities surrounding the language engines


orresponding to your favorite �avor of Pruden
e.

112

http://cassandra.apache.org/
http://hadoop.apache.org/hbase/
http://redis.io/
http://threecrickets.com/scripturian/
http://java.sun.com/developer/technicalArticles/J2SE/Desktop/scripting/


Restlet

Pruden
e went through many in-house transformations before aligning itself strongly with Restlet. First, we experi-

mented with Fa
elets, but ended up giving up on JSF, its 
omplex life
y
le, and on the promise of 
omponent-based

web development in general. Then, we designed REST ar
hite
tures using servlets and Su

in
t templates, but

found it awkward to for
e servlets into a REST ar
hite
ture. Dis
overing Restlet was a breath of fresh air.

Restlet's super-powers are three:

1. It's a 
lean abstra
tion of HTTP requests, responses and headers over best-of-breed HTTP engines, su
h

as Jetty, Grizzly and Netty. Automati
ally gain the s
alable advantages of non-blo
king I/O and even

asyn
hronous request handling (whi
h will be even better supported in Restlet 2.1). Restlet transparently

handles 
onditional requests, 
ontent negotiation, and other 
ompli
ated HTTP me
hanisms.

2. Powerful URI routing and manipulation. Expose your servi
e to users and APIs with elegan
e and 
oheren
e.

Make sure the URI rea
hes its destination, with support for virtual hosting, rewriting, templating, and other

useful real-world features. Restlet is truly the Swiss army knife of URIs.

3. Straightforward data representation and 
onsumption through a diverse set of extensions. Expose your data

using any standard format, and even 
onvert it on the �y. Easily parse data re
eived from 
lients.

Restlet is a great library, with a great e
osystem of extensions. In embra
ing it, though, we missed some of the

advantages of having a servlet 
ontainer: easy deployment and 
on�guration, 
entralized logging, et
. We also

missed having JSP at our �ngertips to qui
kly push out dynami
 HTML.

Pruden
e is meant to �ll in these gaps.

Spe
ial thanks go to Noelios, and espe
ially Jér�me Louvel, for 
ultivating su
h a vibrant 
ommunity around

Restlet. It's a solid foundation.

Su

in
t

Su

in
t, like S
ripturian, started as a part of Pruden
e, and was in fa
t one of its earliest 
omponents. It has sin
e

bran
hed out into an independent library. We 
reated it be
ause we wanted straightforward, s
alable templating

built in to Pruden
e, and were unsatis�ed by other open sour
e o�erings. We think you might like it. (If not,

Pruden
e fully supports Velo
ity.)

Jygments

Yet another Pruden
e side-proje
t. . .

For Pruden
e's debug mode, we wanted good syntax highlighting for viewing sour
e 
ode. We found nothing

adequate enough in the Java world, though we fell in love with Pygments. For a while, we ran Pygments in Pruden
e

via Jython, but found it too heavy for this parti
ular use 
ase. Thus, Jygments was born as a port of Pygments to

Java.

H2

We're great fans of this lean and mean database engine! It has allowed us to distribute Pruden
e with a fully-

fun
tioning data-drive demo appli
ation, without any external dependen
ies. We're proud to introdu
e H2, through

Pruden
e, to more people, and we believe you'll �nd it fast enough, reliable enough, and �exible enough for many

produ
tion environments.

Hazel
ast

This library is a dream 
ome true: distributed, fault-tolerant implementations of the JVM's standard 
olle
tion

interfa
es, with distributed task queues thrown into the box. We are 
on�dent that Hazel
ast will help many

Pruden
e users s
ale their appli
ations easily and elegantly.

See Pruden
e 
lusters (page 97) for more information on how Hazel
ast is integrated into Pruden
e.
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FAQ

REST

Why are plural URL forms for aggregate resour
es (/animal/
ats/) preferred over singular forms

(/animal/
at/)?

You'll see RESTful implementations that use either 
onvention. The advantage of using the singular form is that

you have less addresses, and what some people would 
all a more elegant s
heme:

/animal/ 
at /12 −> Just one 
at

/animal/ 
at / −> Al l 
a t s

Why add another URL when a single one is enough to do the work? One reason is that you 
an help the 
lient

avoid potential errors. For example, the 
lient probably uses a variable to hold the ID of the 
at and then 
onstru
ts

the URL dynami
ally. But, what if the 
lient forgets to 
he
k for null IDs? It might then 
onstru
t a URL in the

form �/animal/
at//� whi
h would then su

essfully a

ess all 
ats. This 
an 
ause unintended 
onsequen
es and

be di�
ult to debug. If, however, we used this s
heme:

/animal/ 
at /12 −> Just one 
at

/animal/ 
a t s / −> Al l 
a t s

. . . then the form �/animal/
at//� would route to our singular 
at resour
e, whi
h would indeed not �nd the 
at

and return the expe
ted, debuggable 404 error. From this example, we 
an extra
t a good rule of thumb: 
learly

separate URLs at their base by usage, so that mistakes 
annot happen. More addresses means more debuggability.

Languages

How to avoid the �Adapter not available for language: xml� parsing ex
eption for XML �les?

The problem is that the XML header 
onfuses S
ripturian, Pruden
e's language parser, whi
h 
onsiders the �<?� a

possible s
riptlet delimiter:

<?xml ve r s i on = '1.0 ' en
oding='UTF−8'?>

The simple solution is to for
e S
ripturian to use the �<%� for the page via an empty s
riptlet, ignoring all

�<?�:

<% %><?xml ve r s i on = '1.0 ' en
oding='UTF−8'?>

S
alability

I heard REST is very s
alable. Is this true? Does this mean Pruden
e 
an support many millions

of users?

Yes, if you know what you're doing. See �The Case for REST� (page 5) and �S
aling Tips� (page 101) for in-depth

dis
ussions.

The bottom line is that it's very easy to make your appli
ation s
ale poorly, whatever te
hnology or ar
hite
ture

you use, and that Pruden
e, in embra
ing REST and the JVM, 
an more easily allow for best-pra
ti
e s
alable

ar
hite
tures than most other web platforms.

That's not very reassuring, but it's a fa
t of software and hardware ar
hite
ture right now. A
hieving massive

s
ale is 
hallenging.

Performan
e

How well does Pruden
e perform? How well does it s
ale?

First, re
ognize that there are two 
ommon uses for the term �s
ale.� REST is often referred to as an inherently

s
alable ar
hite
ture, but that has more to do with proje
t management than te
hni
al performan
e. This di�eren
e

is addressed in the �The Case for REST� (page 5).

From the perspe
tive of the ability to respond to user requests, there are three aspe
ts to 
onsider:
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1. Serving HTTP Pruden
e 
omes with Jetty, an HTTP server based on the JVM's non-blo
king I/O API.

Jetty handles 
on
urrent HTTP requests very well, and serves stati
 �les at s
ales 
omparable to popular HTTP

servers.

2. Generating HTML Pruden
e implements what might be the most sophisti
ated 
a
hing system of any

web development framework. Ca
hing is truly the key to s
alable software. See �S
aling Tips� (page 103) for a


omprehensive dis
ussion.

3. Running 
ode There may be a delay when starting up a spe
i�
 language engine in Pruden
e for the �rst

time in an appli
ation, as it loads and initializes itself. Then, there may be a delay when a

essing a dynami
 web

page or resour
e for the �rst time, or after it has been 
hanged, as it might require 
ompilation. On
e it's up and

running, though, your 
ode performs and s
ale very well�as well as you've written it. You need to understand


on
urren
y and make sure you make good 
hoi
es to handle 
oordination between threads a

essing the same data.

If all is good, your 
ode will a
tually perform better throughout the life of the appli
ation. The JVM learns and

adapts as it runs, and performan
e 
an improve the more the appli
ation is used.

All �avors of Pruden
e are generally very fast. In some 
ases, the JVM language implementations are faster

than their �native� equivalents. This is demonstrable for Python, Ruby and PHP. The reason is that the JVM,

soon rea
hing version 7, is a very mature virtual ma
hine, and in
orporates de
ades-worth of optimiziations for live

produ
tion environments.

If you are performing CPU-intensive or time-sensitive tasks, then it's best to pro�le these 
ode segments pre
isely.

Exa
t performan
e 
hara
teristi
s depend on the language and engine used. The Be
hmarks Game 
an give you

some 
omparisons of di�erent language engines running high-
omputation programs. In any 
ase, if you have a

pie
e of intensive 
ode that really needs to perform well, it's probably best to write it in Java and a

ess it from

the your language. You 
an even write it in C or assembly, and have it linked to Java via JNI.

If you're not doing intensive 
omputation, then don't worry too mu
h about your language being �slow.� It's

been shown that for the vast majority of web appli
ations, the performan
e of the web programming language is

rarely the bottlene
k. The de
iding fa
tors are the usually performan
e of the ba
kend data-driving te
hnologies

and ar
hite
tures.

Li
ensing

The author is not a lawyer. This is not legal advi
e, but a personal, and possibly wrong interpretation.

The wording of the li
ense itself supersedes anything written here.

Does the LGPL mean I 
an't use Pruden
e unless my produ
t is open sour
ed?

The GPL family of li
enses restri
t your ability to redistribute software, not to use it. You are free to use Pruden
e

as you please within your organization, even if you're using it to serve publi
 web sites�though with no warranty

nor an impli
it guarantee of support from the 
opyright holder, Three Cri
kets LLC.

The GPL would thus only be an issue if you're selling, or even giving away, a produ
t that would in
lude

Pruden
e.

And note that Pruden
e uses the Lesser GPL, whi
h has even fewer restri
tions on redistribution than the regular

GPL. Essentially, as long as you do not alter Pruden
e in any way, you 
an in
lude Pruden
e in any produ
t, even

if it is not free. With one ex
eption: Pruden
e uses version 3 of the Lesser GPL, whi
h requires your produ
t to

not restri
t users' ownership of data via s
hemes su
h as DRM if Pruden
e is to be in
luded in its distribution.

Even if your produ
t does not qualify for in
luding Pruden
e in it, you always have the option of distributing

your produ
t without Pruden
e, and instru
ting your 
ustomers to download and install Pruden
e on their own.

We understand that in some 
ases open sour
ing your produ
t is impossible, and passing the burden to the users

is 
umbersome. As a last resort, we o�er you a 
ommer
ial li
ense as an alternative to the GPL. Please 
onta
t

Three Cri
kets for details.

Three Cri
kets, the original developers of Pruden
e, are not trying to for
e you to pur
hase it. That is not our

business model, and we furthermore �nd su
h tri
kery bad for building trusting relationships. Instead, we hope to

en
ourage you to 1) pay Three Cri
kets for 
onsultation, support and development servi
es for Pruden
e, and to 2)


onsider releasing your own produ
t as free software, thereby truly sharing your innovation with all of so
iety.
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Why the LGPL and not the GPL?

The Lesser GPL used to be 
alled the �Library GPL,� and was originally drafted for glib
. It is meant for spe
ial


ases in whi
h the full GPL 
ould limit the adoption of a produ
t, whi
h would be self-defeating. The assumption

is that there are many alternatives with less restri
tions on distribution.

In the 
ase of the Linux proje
t, the full GPL has done a wonderful job at 
onvin
ing vendors to open sour
e

their 
ode in order to ship their produ
ts with Linux inside. However, it doesn't seem likely that they would do the

same for Pruden
e. There are so many great web development platforms out there with fewer restri
tions.

Note that the LGPL version 3 has a 
lause allowing you to �upgrade� Pruden
e to the full GPL for in
lusion in

your GPL-ed produ
t. This is a terri�
 feature, and another reason to love this ex
ellent li
ense.
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