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Tutorial

Installing Pruden
e

Download a distribution

Starting Pruden
e

Further Exploration

• Start Pruden
e as a system servi
e

• Logging

At a Glan
e

/
omponent/

A �
omponent� is the largest logi
al entity REST. It 
an en
apsulate many servers and 
lients.

In Pruden
e, the 
omponent is bootstrapped using straightforward JavaS
ript 
ode, starting with default.js.

The 
ode makes sure to initialize all your appli
ations, servers and 
lients, as well as related servi
es, and bind them

to your 
omponent.

/
omponent/appli
ations/

/
omponent/libraries/s
ripturian/

/
omponent/libraries/pruden
e/

/
omponent/libraries/web/

Here you 
an put stati
 resour
es that you wish to have shared by all your appli
ations.

It's a good pla
e to put 
lient-side JavaS
ript frameworks su
h as Ext JS and jQuery.

/
omponent/libraries/jars/

This is where JVM libraries are installed. This in
ludes all of Pruden
e's dependen
ies, and you 
an add your own,

too.

You 
an use JVM APIs from JavaS
ript almost identi
ally to how they are used in Java.

/
a
he/

Further Exploration

• Learn about bootstrapping with Sin
erity

• Con�gure your 
omponent

Your First Appli
ation

The �pruden
e� Command

/resour
es/

/libraries/

/libraries/

Further Exploration

• Con�gure your appli
ation

• Managing the URI-spa
e
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Generating HTML

Further Exploration

• Textual Resour
es

• Adding more languages

A Manual Resour
e

Further Exploration

• Manual Resour
es

The URI-spa
e

The �URI-spa
e� represents the published set of all URIs supported by your server. �Supported� here means that

unsupported URIs should return a 404 (�not found�) error. In other words, they are not in the URI-spa
e.

Importantly, the URI-spa
e 
an be potentially in�nite, in that you may support URI templates that mat
h any

number of a
tual URIs (within the limitations of maximum URI length). For example, �/servi
e/{id}/� 
ould mat
h

�/servi
e/1/�, �/servi
e/23664/�, et
., and �/�lm/*� 
an mat
h �/�lm/do
umentary/mongolia/�, �/�lm/
inema/�,

et
. All URIs that mat
hed these templates belong to your URI-spa
e.

The URI-spa
e is mostly 
on�gured in the appli
ation's routing.js �le. However, your resour
e implementations


an add their own spe
ial handling. For example, for �/servi
e/{id}/� URI template we 
an make sure in 
ode

that �{id}� would always be a de
imal integer (returning 404 otherwise), thus e�e
tively limiting the extent of the

URI-spa
e. More generally, Pruden
e supports �wild
ard� URI templates, allowing you to delegate the parsing of

the URI entirely to your resour
e 
ode.

routing.js

Before dis
ussing the routing te
hniques, let's look at how routing is 
on�gured.

By 
onvention, routing is 
on�gured in your appli
ation's routing.js �le (whi
h is exe
uted by its default.js �le).

The �le should 
on�gure at least app.hosts and app.routes, and app.dispat
hers and app.preheat if you are using

those optional features.

Though routing.js may look a bit like a JSON 
on�guration �le, it's important to remember that it's really full

JavaS
ript sour
e! You 
an in
lude any JavaS
ript 
ode to dynami
ally 
on�gure your appli
ation's routing during

the bootstrap pro
ess.

Reprodu
ed below is the routing.js used in the �default� appli
ation template, demonstrating many of the main

route type 
on�gurations, in
luding how to 
hain and nest types. It will be explained in detail in the rest of this


hapter.

app . hos t s = {

' de fau l t ' : '/myapp/ '

}

app . route s = {

' /∗ ' : [

'manual ' ,

' s 
 r i p t l e t ' ,

{

type : ' 
a
heControl ' ,

mediaTypes : {

' image/png ' : '1 s ' ,

' image/ jpeg ' : '1 s ' ,

' image/ g i f ' : '1 s '

} ,

next : {

type : ' zuss ' ,
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next : ' s t a t i 
 '

}

}

℄ ,

'/ example1 / ' : '�example ' , // ( d i spat
hed )

'/ example2 / ' : '/ example / ' // ( 
aptured )

}

app . d i s pa t 
h e r s = {

j a v a s 
 r i p t : '/manual−r e s ou r 
 e s / '

}

app.routes

Routes are 
on�gured in your appli
ation's routing.js, in the �app.routes� di
t.

The keys of this di
t are URI templates (see IETF RFC 6570), whi
h look like URIs, but support the following

two features:

• Variables are strings wrapped in 
urly bra
kets. For example, here is a URI template with two variables:

�/pro�le/{user}/{servi
e}/�. The variables will mat
h any text until the next �/�. You 
an a

ess the string

values of these variables in your resour
e via the 
onversation.lo
als API (page 30).

• A wild
ard 
an be used as the last 
hara
ter in the URI template. For example, �/ar
hive/*� will mat
h any

URI that begins with �/ar
hive/�. You 
an a

ess the remainder of the URI via the [TODO℄ API. Note that

Pruden
e will attempt to mat
h non-wild
ard URI templates �rst, so a wild
ard URI template 
an be used

as a general fallba
k for URIs.

The values of the app.routes di
t are route 
on�gurations. These are usually de�ned as JavaS
ript di
ts, where

the �type� key is the name of the route type 
on�guration, and the rest of the keys 
on�gure the type. During

the appli
ation's bootstrap pro
ess, these di
ts are turned in instan
es of 
lasses in the Pruden
e.Routing API

namespa
e (note that the 
lass names have the �rst 
hara
ter of the type 
apitalized). The values set in the route

type 
on�guration di
t are sent to the 
lass 
onstru
tor.

As a short
ut, you 
an just use a string value (the �type� name) instead of a full di
t, however when used this

way you must a

ept the default 
on�guration. There are also spe
ial alternate forms for some of the 
ommonly

used types, su
h as �!� for the �hidden� type and JavaS
ript arrays for the �
hain� type.

We will summarize all the route types brie�y here, arranged a

ording to usage 
ategories, and will refer you to

the API do
umentation for a 
omplete referen
e. Note that some route type 
on�gurations allow nesting of further

route type 
on�gurations.

Resour
e Route Types

These are routes to a single resour
e implementation.

dispat
h or ��� Use the �dispat
h� type with an �id� param, or any string starting with the ��� 
hara
ter,

to 
on�gure a dispat
h mapping. For example, {type: 'dispat
h', id: 'person'} is identi
al to '�person'. If you

use ���, you 
an also optionally use a �:� to spe
ify the �dispat
her� param, for example: ��pro�le:person� is

identi
al to {type: 'dispat
h', dispat
her: 'pro�le', id: 'person'}. If �dispat
her� is not spe
i�ed, it defaults to

�javas
ript�. The unique ID should mat
h a manual resour
e handled by your dispat
her, otherwise a 404 error

(�not found�) will result. The �dispat
her� param's value 
an be any key from the app.dispat
hers di
t. Handled by

the Pruden
e.Routing.Dispat
h 
lass. See the manual resour
e guide (page 20) for a 
omplete dis
ussion.

The �manual� route type (page 7) is internally used by Pruden
e to handle the �dispat
h� route type,

via a server-side redire
t. This introdu
es two spe
ial limitations on its use. First, it means that you

must have a �manual� if you want to use �dispat
h.� Se
ond, you must make sure the �manual� always

appears before any use of �dispat
h� in app.routes. For example, if you atta
h the manual to �/*� in

a 
hain (as in the default appli
ation template), and you also want to add a �dispat
h� to that 
hain,

you need to put the �manual� before the �dispat
h� in the 
hain. Otherwise, you might 
ause an endless

server-side redire
t, leading to a sta
k over�ow error. Example of 
orre
t use:
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app . route s = {

' /∗ ' : [

'manual ' ,

'�example ' , // must appear a f t e r the manual

. . .

℄ ,

. . .

}

hidden or �!� Use the �hidden� or �!� string values to hide a URI template. Pruden
e will always return a 404

error (�not found�) for this mat
h. Note that internal requests always bypass this limitation, and so this fun
tionality

is useful if you want some URIs available in the internal URI-spa
e but not the publi
 one. This spe
ial value is

not a
tually handled by a 
lass, but rather is 
on�gured into the 
urrent router.

resour
e or �$. . . � Use the �resour
e� type with a �
lass� param, or any string starting with the �$� 
hara
ter,

to atta
h a Restlet ServerResour
e. For example, {type: 'resour
e', '
lass': 'org.myorg.PersonResour
e'} is identi
al

to '$org.myorg.PersonResour
e'. This is an easy way to 
ombine Java-written Restlet libraries into your Pruden
e

appli
ations. Handled by the Pruden
e.Routing.Resour
e 
lass.

exe
ute Use the �exe
ute� type to atta
h a 
ode exe
ution resour
e. This powerful (and dangerous) resour
e

exe
utes all POST payloads as S
ripturian text-with-s
riptlets do
uments. The standard output of the s
ript will

be returned as a response. Be
ause it always exe
ution of arbitrary 
ode, you very likely do not want this resour
e

publi
ly exposed. If you use it, make sure to prote
t its URL on publi
ly available ma
hines! Handled by the

Pruden
e.Routing.Exe
ute 
lass. The �exe
ute� resour
e is very useful for debugging (page 36).

Mapping Route Types

You should use a wild
ard URI template for all of these route types, be
ause they work by pro
essing the URI

remainder.

stati
 Use the �stati
� type to 
reate a stati
 resour
e handler. By default uses the appli
ation's �/resour
es/�

subdire
tory 
hained to the 
ontainer's �/libraries/web/� subdire
tory for its �roots�. Note that if you in
lude it

in a �
hain� with �manual� and/or �s
riptlet�, then �stati
� should be the last entry in the 
hain. Handled by the

Pruden
e.Routing.Stati
 
lass.

manual Use the �manual� type to 
reate a stati
 resour
e handler. By default uses the appli
ation's �/resour
es/�

subdire
tory for its �root�. Important limitation: All uses of this 
lass in the same appli
ation share the same


on�guration. Only the �rst found 
on�guration will take hold and will be shared by other instan
es. Handled by

the Pruden
e.Routing.Manual 
lass. See the manual resour
es guide (page 20) for a 
omplete dis
ussion.

s
riptlet Use the �s
riptlet� type to 
reate a stati
 resour
e handler. By default uses the appli
ation's �/resour
es/�

subdire
tory for its �root�. Important limitation: All uses of this 
lass in the same appli
ation share the same


on�guration. Only the �rst found 
on�guration will take hold and will be shared by other instan
es. Handled by

the Pruden
e.Routing.S
riptlet 
lass. See the s
riptlet resour
es guide (page 20) for a 
omplete dis
ussion.

Redire
ting Route Types


apture or �/. . . � Use the �
apture� type with a �uri� param, or any string starting with the �/� 
hara
ter, to


on�gure a 
apture. For example, {type: '
apture', uri: '/user/pro�le/'} is identi
al to '/user/pro�le/'. Note that

adding a �!� 
hara
ter at the end of the URI (not 
onsidered as part of the a
tual target URI) is a short
ut for also

hiding the target URI. Capturing-and-hiding is a 
ommon use 
ase. Handled by the Pruden
e.Routing.Capture


lass.
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redire
t or �>. . . � Use the �redire
t� type with a �uri� param, or any string starting with the �>� 
har-

a
ter, to asks the 
lient to redire
t (repeat its request) to a new URI. For example, {type: 'redire
t',

uri: 'http://newsite.org/user/pro�le/'} is identi
al to '>http://newsite.org/user/pro�le/'. Handled by the

Pruden
e.Routing.Redire
t 
lass.

addSlash Use the �addSlash� type for a permanent 
lient redire
t from the URI template to the original

URI with a trailing slash added. An easy way to enfor
e trailing slashes in your appli
ation. Handled by the

Pruden
e.Routing.AddSlash 
lass.

Combining Route Types


hain or �[. . . ℄� Use the �
hain� type with a �restlets� param (a JavaS
ript array), or just a JavaS
ript array,

to 
reate a fallba
k 
hain. The values of the array 
an be any route type 
on�guration, allowing for nesting. They

will be tested in order: the �rst value that doesn't return a 404 (�not found�) error will have its value returned.

This is very 
ommonly used to 
ombine mapping types, for example: ['manual', 's
riptlet', 'stati
'℄. Handled by the

Pruden
e.Routing.Chain 
lass.

router Use the �router� type with a �routes� param (a JavaS
ript di
t) to 
reate a router. The values of the di
t


an be any route type 
on�guration, allowing for nesting. This is in fa
t how Pruden
e 
reates the root router

(app.routes). Handled by the Pruden
e.Routing.Router 
lass.

Filtering Route Types

All these route types require a �next� param for nesting into another route type.

�lter Use the ��lter� type with the �library� and �next� params to 
reate a �lter. �library� is the do
ument name

(from the appli
ation's �/libraries/� subdire
tory), while �next� is any route type 
on�guration, allowing for nesting.

Handled by the Pruden
e.Routing.Filter 
lass. See the �ltering guide (page 24) for a 
omplete dis
ussion.

inje
tor Use the �inje
tor� type with the �lo
als� and �next� params to 
reate an inje
tor. An inje
tor is a simple

�lter that inje
ts preset valued into 
onversation.lo
als, but otherwise has no e�e
t on the 
onversation. This is

useful for Inversion of Control (IoC): you 
an use these 
onversation.lo
als to alter the behavior of nested route

types dire
tly in your routing.js. Handled by the Pruden
e.Routing.Inje
tor 
lass.

httpAuthenti
ator Use the �httpAuthenti
ator� with the �
redentials�, �realm� and �next� params to require

HTTP authenti
ation before allow the request to go through. This straightforward (but weak and in�exible)

se
urity me
hanism is useful for ensuring that robots, su
h as sear
h engine 
rawlers, as well as unauthorized users

do not a

ess a URI. Handled by the Pruden
e.Routing.HttpAuthenti
ator 
lass.


a
heControl Use the �
a
heControl� type with a �next� param to 
reate a 
a
he 
ontrol �lter. �next� is any

route type 
on�guration, allowing for nesting. Handled by the Pruden
e.Routing.Ca
heControl 
lass.

javaS
riptUnifyMinify Use the �javaS
riptUnifyMinify� type with a �next� param to 
reate a JavaS
ript uni-

fy/minify �lter. �roots� defaults to your appli
ation's �/resour
es/s
ripts/� and your 
ontainer �/libraries/we-

b/s
ripts/� subdire
tories. �next� is any route type 
on�guration, allowing for nesting. Handled by the

Pruden
e.Routing.JavaS
riptUnifyMinify 
lass.


ssUnifyMinify Use the �
ssS
riptUnifyMinify� type with a �next� param to 
reate a CSS unify/minify �lter.

�roots� defaults to your appli
ation's �/resour
es/style/� and your 
ontainer �/libraries/web/style/� subdire
tories.

�next� is any route type 
on�guration, allowing for nesting. Handled by the Pruden
e.Routing.CssUnifyMinify 
lass.

zuss Use the �zuss� type with a �next� param to 
reate a ZUSS 
ompiling �lter. �roots� defaults to your ap-

pli
ation's �/resour
es/style/� and your 
ontainer �/libraries/web/style/� subdire
tories. �next� is any route type


on�guration, allowing for nesting. Handled by the Pruden
e.Routing.Zuss 
lass.
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Custom Route Types

With some knowledge of the Restlet library, you 
an easily 
reate your own 
ustom route types for Pruden
e:

1. Create a JavaS
ript 
lass that:

(a) Implements a 
reate(app, uri) method. The �app� argument is the instan
e of Pru-

den
e.Routing.Appli
ation, and the �uri� argument is the URI template to whi
h the route type instan
e

should be atta
hed. The method must return an instan
e of a Restlet sub
lass.

(b) A

epts a single argument, a di
t, to the 
onstru
tor. The di
t will be populated by the route type


on�guration di
t in app.routes.

2. Add the 
lass to Pruden
e.Routing. Remember that the 
lass name begins with an upper
ase letter, but will

begin with a lower
ase letter when referen
ed in app.routes.

If you like, you 
an use Sin
erity.Classes to 
reate your 
lass, and also inherit from Pruden
e.Routing.Restlet.

Here's a 
omplete example in whi
h we implement a route type that redire
ts using HTTP status 
ode 303 (�see

other�). (Note this same e�e
t 
an be a
hieved using the built-in �redire
t� route type, and is here intended merely

as an example.)

Pruden
e . Routing . See = S i n 
 e r i t y . C la s s e s . d e f i n e ( fun
 t i on ( ) {

var Publ i 
 = {}

Publ i 
 . _inher i t = Pruden
e . Routing . Re s t l e t

Publ i 
 . _
onf igure = [ ' ur i ' ℄

Publ i 
 . 
 r e a t e = fun
 t i on ( app , u r i ) {

importClass ( org . r e s t l e t . r ou t ing . Red i r e 
 to r )

var r e d i r e 
 t o r = new Red i r e 
 to r ( app . 
ontext , t h i s . ur i , Red i r e 
 to r .MODE_CLIENT_SEE_OTHER)

return r e d i r e 
 t o r

}

return Publ i 


} ( ) )

app . route s = {

. . .

'/ o r i g i n a l−u r i / ' : { type : ' see ' , u r i : ' http : // news i te . org/new−u r i / '}

}

Inje
ting Conversation Attributes

As we've seen in the app.routes se
tion above, URI template variables delimited by 
urly bra
kets 
an be used

to mat
h in
oming requests and extra
t the values into 
onversation.lo
als. For example, a �/person/{id}/� URI

template will mat
h the �/person/linus/� URI and set the �id� 
onversation.lo
al to �linus�.

Template variables 
an furthermore be used to inje
t values for three use 
ases:

• Captured URI targets

• Redire
tion URI targets

• Ca
he keys (page 23)

In ea
h of these 
ases you 
an inje
t the same 
onversation.lo
als that were extra
ted from the mat
hed URI pattern.

An example of redire
tion:

app . route s = {

. . .

"/ person /{ id }/" : ">http :// news i te . org/ p r o f i l e /? id={id }"

}

Pruden
e furthermore supports many built-in variables extra
ted from the 
onversation attributes. They are

summarized below. Also see the relevant Restlet API do
umentation.
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Request URIs

The variables are 
omposed of a pre�x and a su�x. The pre�x spe
i�es whi
h URI you are referring to, while the

su�x spe
i�es the part of that URI. For example, the pre�x �{r-}� 
an be 
ombined with the su�x �{-i}� for �{ri}�,

to spe
ify the 
omplete request URI.

Pre�xes

• {r-}: a
tual URI (referen
e)

• {h-}: virtual host URI

• {o-}: the appli
ation's root URI on the 
urrent virtual host

• {f-}: the referring URI (sent by some 
lients: usually means that the 
lient 
li
ked a hyperlink or was redire
ted

here from elsewhere)

Su�xes

• {-i}: the 
omplete URI (identitifer)

• {-h}: the host identi�er (proto
ol + authority)

• {-a}: the authority (for URLs, this is the host or IP address)

• {-p}: the path (everything after the authority)

• {-r}: the remaining part of the path after the base URI (see below)

• {-e}: a relative path from the URI to the appli
ation's base URI (see below; note that this is a 
onstru
ted

value, not merely a string extra
ted from the URI)

• {-q}: the query (everything after the �?�)

• {-f}: the fragment (the tag after the �#�; note that web browsers handle fragments internally and never

send them to the server, however fragments may exist in URIs sent from the server: see the �{R-}� variable

mentioned below)

Base URIs Every URI also has a �base� version of it: in the 
ase of wild
ard patterns, it is the URI before the

wild
ard begins. Otherwise it is usually the appli
ation's root URI on the virtual host. It is used in the �{-r}� and

�{-e}� su�xes above.

To refer to the base URI dire
tly, use the spe
ial �{-b-}� mid�x, to whi
h you would still need to add one of the

above su�xes. For example, �{rbi}� refers to the 
omplete base URI of the a
tual URI.

Capturing Wild
ards This is a 
ommon use 
ase for 
apturing (server-side redire
tion). A

ording to the rules

above, �*� would be the �{rr}� variable. For example:

app . route s = {

. . .

'/ a s s e t s /∗ ' : '/ f i l e s /media/{ r r } '

}

The above would 
apture a URI su
h as �/assets/images/logo.png� to �/�les/media/images/logo.png�.

Request Attributes

• {p}: the proto
ol (�http,� �https,� �ftp,� et
.)

• {m}: the method (in HTTP, it would be �GET,� �POST,� �PUT,� �DELETE,� et
.)

• {d}: date (as a Unix timestamp)
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Client Attributes

• {
ia}: 
lient IP address

• {
iua}: 
lient upstream IP address (if the request rea
hed us through an upstream load balan
er)

• {
ig}: 
lient agent name (for example, and identi�er for the browser)

Entity Attributes

All these refer to the data (�entity�) sent by the 
lient.

• {es}: entity size (in bytes)

• {emt}: entity media (MIME) type

• {e
s}: entity 
hara
ter set

• {el}: entity language

• {ee}: entity en
oding

• {et}: entity tag (HTTP ETag)

• {eed}: entity expiration date

• {emd}: entity modi�
ation date

Response Attributes

[these are not supported in 
apturing or other forms of server-side redire
tion, be
ause redire
tion happens before

a response is a
tually generated.℄ [useful for 
a
he patterns?℄

These are all in upper
ase to di�erentiate them from the request variables:

• {S}: the HTTP status 
ode

• {SIA}: server IP address

• {SIP}: server port number

• {SIG}: server agent name

• {R-}: the redire
tion URI (see �Request URIs� above for a list of su�xes, whi
h must also be in upper
ase)

Additionally, all the entity attributes 
an be used in upper
ase to 
orrespond to the response entity. For example,

�{ES}� for the response entity size, �{EMT}� for the response media type, et
.

Routing Paradigms

Pruden
e o�ers three built-in te
hniques for you to support a URI or a URI template, re�e
ting two di�erent routing

paradigms:

1. Resour
e mapping: The �lesystem hierar
hy under an appli
ation's �/resour
es/� subdire
tory is dire
tly

mapped to URIs (but not URI templates). Both dire
tory- and �le-names are mapped in order of depth. By

default, Pruden
e hides �lename extensions from the published URIs, but uses these extensions to extra
ts

MIME-type information for the resour
es. Also, mapping adds trailing slashes by default, by redire
ting

URIs without trailing slash to in
lude them (on the 
lient's side). Filesystem mapping provides the most

�transparent� management of your URI-spa
e, be
ause you do not need to edit any 
on�guration �le: to


hange URIs, you simply move or rename �les and dire
tories.

2. URI/resour
e separation:
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(a) Resour
e 
apturing: Capturing lets you map URI templates to �xed URIs, as well as perform other

kinds of internal URI rewrites that are invisible to 
lients, allowing you to provide a published URI-spa
e,

whi
h is di�erent from your internal mapping stru
ture. Note that another 
ommon use for 
apturing is

to add support for URI templates in resour
e mapping, as is explained in resour
e mapping (page 12).

This use 
ase does not belong to the URI/resour
e separation paradigm.

(b) Resour
e dispat
hing: In your appli
ation's routing.js you 
an map URIs or URI templates to a


ustom ID, whi
h is then dispat
hed to your resour
e handling 
ode. Dispat
hing provides the 
leanest

and most �exible separation between URIs and their implementation.

When embarking on a new proje
t, you may want to give some thought as to whether you should organize your 
ode

around resour
e mapping or URI/resour
e separation. Generally, URI/resour
e separation is preferred for larger

appli
ations be
ause it allows you full 
ontrol over you 
ode organization. However, it does add an extra layer of


on�guration and is not as transparent as resour
e mapping. It may make sense to use both paradigms. Read on,

and make sure you understand how to use all three routing te
hniques.

Resour
e Mapping

Resour
e mapping is the most straightforward and most familiar te
hnique and paradigm to 
reate your URI-spa
e.

It relies on a one-to-one mapping between the �lesystem (by default �les under your appli
ation's �/resour
es/�

subdire
tory) to the URI spa
e. This is how stati
 web servers, as well as the the PHP, ASP and JSP platforms

work.

Pruden
e di�ers from the familiar paradigm in three ways:

1. For manual and s
riptlet resour
es, Pruden
e hides �lename extensions from the URIs by default. Thus,

�/resour
es/myresour
e.m.js� would be mapped to �/resour
es/myresour
e/�. The reasons are two: 1) 
lients

should not have to know about your internal implementation of the resour
e, and 2) it allows for 
leaner and

more 
oherent URIs. Note the �lename extensions are used internally by Pruden
e (di�erently for manual

and s
riptlet resour
es). Note that this does not apply to stati
 resour
es: �/resour
es/images/logo.png� will

be mapped to �/images/logo.png�.

2. For manual and s
riptlet resour
es, Pruden
e by default requires trailing slashes for URIs. If 
lients do not

in
lude the trailing slash, they will re
eive a 404 (�not found�) error. Again, the reasons are two: 1) it makes

relative URIs always unambiguous, whi
h is espe
ially relevant in HTML and CSS, and 2) it 
lari�es the extent

of URI template variables. As a 
ourtesy to sloppy 
lients, you 
an manually add a permanent redire
tion to

a trailing slash, using the �addSlash� route type. For example:

app . route s = {

. . .

'/main ' , ' addSlash ' ,

'/ person/ p r o f i l e /{ id } ' : ' addSlash '

}

3. This mapped URI-spa
e 
an be manipulated using URI hiding and 
apturing, allowing you to support URI

templates and rewrite URIs.

Capturing URI Templates

URI templates 
an be 
aptured into mapped resour
es. For example, let's say you have a s
riptlet resour
e �le at

�/resour
es/user/pro�le.s.html�, but instead of it being mapped to the URI �/user/pro�le/�, you want to a

ess it

via a URI template: �/user/pro�le/{userId}/�:

app . route s = {

. . .

'/ user / p r o f i l e /{ use r Id }/ ' : '/ user / p r o f i l e / '

}

A URI su
h as �/user/pro�le/4431/� would then be internally redire
ted to the �/user/pro�le/� URI. Within

your �pro�le.s.html� �le, you 
ould then a

ess the 
aptured value via the 
onversation.lo
als API (page 30):
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<html>

<body>

<p>

User p r o f i l e f o r user <%= 
onver sa t i on . l o 
 a l s . get ( ' userId ' ) %>.

</p>

</body>

</html>

We've used a s
riptlet resour
e in this example, but 
apturing 
an be used for both s
riptlet and manual

resour
es. The same 
onversation.lo
als API is used in both 
ases.

Capture-and-Hide You may also want to make sure that �/user/pro�le/� 
annot be a

essed without the user

ID. To 
apture and hide together you 
an use the following short
ut notation:

app . route s = {

. . .

'/ user / p r o f i l e /{ use r Id }/ ' : '/ user / p r o f i l e / ! '

}

That �nal �!� implies hiding. You of 
ourse 
an also 
on�gure 
apturing and hiding separately. The following is

equivalent to the above:

app . route s = {

. . .

'/ user / p r o f i l e /{ use r Id }/ ' : '/ user / p r o f i l e / ' ,

'/ user / p r o f i l e / ' : ' ! '

}

Dynami
 Capturing

URI 
apturing 
an a
tually do more than just 
apture to a single URI: the target URI for a 
apture is, in fa
t, also

a URI template, and 
an in
lude any of the 
onversation attributes dis
ussed in �Inje
ting Conversation Attributes�

(page 9). For example:

app . route s = {

. . .

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : '/ database/ p r e f e r en 
 e s /{m}/? id={use r Id } '

}

The �{m}� variable is inje
ted with the request method name, for example �GET� or �POST�. It would thus 
ap-

ture to di�erent target URIs depending on the request. So, you 
ould have �/database/preferen
es/GET.html� and

�/database/preferen
es/POST.html� �les in your �/resour
es/� subdire
tory to handle di�erent request methods.

Dynami
 Capture-and-Hide Note that if you use the �!� 
apture-and-hide tri
k with dynami
 
apturing,

Pruden
e will hide any URI that mat
hes the template. For example:

app . route s = {

. . .

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : '/ database/ p r e f e r en 
 e s /{m}/ ! '

}

Here, �/database/preferen
es/GET/� is hidden, but also �/database/preferen
es/anything/�, et
. If you do not

want this behavior, then you should expli
itly hide spe
i�
 URIs instead:

app . route s = {

. . .

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : '/ database/ p r e f e r en 
 e s /{m}/ ' ,

'/ database/ p r e f e r en 
 e s /GET/ ' : ' ! ' ,

'/ database/ p r e f e r en 
 e s /POST/ ' : ' ! '

}
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Limitations of Resour
e Mapping

While resour
e mapping is very straightforward�one �le per resour
e (or per type of resour
e if you 
apture URI

templates)�it may be problemati
 in three ways:

1. In large URI-spa
es you may su�er from having too many �les. Though you 
an use �/libraries/� to share


ode between your resour
es, mapping still requires a �le per resour
e type.

2. Mapped manual resour
es must have all their entry points (handleInit, handleGet, et
.) de�ned as global

fun
tions. This makes it awkward to use obje
t oriented programming or other kinds of 
ode reuse. If you

de�ne your resour
es as 
lasses, you would have to hook your 
lass instan
e via the global entry points.

3. The URI-spa
e is your publi
-fa
ing stru
ture, but your internal implementation may bene�t from an entirely

di�erent organization. For example, some resour
es my be ba
ked by a relational database, others by a memory


a
he, and others by yet another subsystem. It may make sense for you to organize your 
ode a

ording to

subsystems, rather than the publi
 URI-spa
e. For this reason, you would want the URI-spa
e 
on�guration

to be separate from your 
ode organization.

These problems might not be relevant to your appli
ation. But if they are, you may prefer the URI/resour
e

separation paradigm, whi
h 
an be implemented via URI 
apturing or resour
e dispat
hing, do
umented below.

Resour
e Capturing

Resour
e 
apturing, for the purpose of the URI/resour
e separation paradigm, only makes sense for s
riptlet re-

sour
es. For manual resour
es, resour
e dispat
hing (page 14) provides a similar stru
tural fun
tion.

Resour
e 
apturing lets you use any publi
 URI for any library s
riptlet resour
e. For example, let's assume

that you have the following �les in �/libraries/s
riptlet-resour
es/�: �/database/pro�le.html�, �/database/prefer-

en
es.html� and �/
a
he/session.html�, whi
h you organized in subdire
tories a

ording to the te
hnologies used.

Your URI-spa
e 
an be de�ned thus:

app . route s = {

. . .

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : '/ database/ p r e f e r en 
 e s / ' ,

'/ user /{ use r Id }/ p r o f i l e / ' : '/ database/ p r o f i l e / ' ,

'/ user /{ use r Id }/ s e s s i o n / ' : '/ 
a
he / s e s s i o n / '

}

Note how the URI-spa
e is organized 
ompletely di�erently from your �lesystem: we have full URI/resour
e

separation.

Under the hood: Pruden
e's 
apturing me
hanism is implemented as server-side redire
tion (some-

times 
alled �URI rewriting�), with the added ability to use hidden URIs as the destination. It's this

added ability that makes 
apturing useful for URI/resour
e separation: hidden URIs in
lude both

s
riptlet resour
e �les in your appli
ation's �/libraries/s
riptlet-resour
es/� subdire
tory as well as URIs

routed to the �hidden� route type.

Resour
e Dispat
hing

Resour
e dispat
hing, for the purpose of the URI/resour
e separation paradigm, only makes sense for manual

resour
es. For s
riptlet resour
es, Resour
e 
apturing (page 14) provides a similar stru
tural fun
tion.

Con�guring a dispat
h is straightforward. In routing.js, use the �dispat
h� route type 
on�guration, or the ���

short
ut:

app . route s = {

. . .

'/ s e s s i o n /{ s e s s i o n I d }/ ' : ' �sess ion ' ,

'/ user /{ use r Id }/ p r e f e r en 
 e s / ' : ' �user '

}

The IDs must ea
h be unique in your appli
ation. You must furthermore 
on�gure your dispat
hers. There is

one dispat
her per programming language, and JavaS
ript is the default dispat
her. We 
an 
on�gure it like so:
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app . d i s pa t 
h e r s = {

j a v a s 
 r i p t : '/manual−r e s ou r 
 e s / '

}

The �/manual-resour
es/� value is the do
ument name to be exe
uted from your appli
ation's �/libraries/�

subdire
tory. In our 
ase, we must thus also have a �/libraries/manual-resour
es.js� �le:

var UserResour
e = fun
 t i on ( ) {

t h i s . h and l e I n i t = fun
 t i on ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )

}

t h i s . handleGet = fun
 t i on ( 
onve r sa t i on ) {

return ' This i s user #' + 
onver sa t i on . l o 
 a l s . get ( ' userId ' )

}

}

r e s ou r 
 e s = {

s e s s i o n : {

hand l e I n i t : f un
 t i on ( 
onve r sa t i on ) {


onve r sa t i on . addMediaTypeByName ( ' t ex t / p la in ' )

} ,

handleGet : fun
 t i on ( 
onve r sa t i on ) {

return ' This i s s e s s i o n #' + 
onver sa t i on . l o 
 a l s . get ( ' s e s s i on Id ' )

}

} ,

user : new UserResour
e ( )

}

The dispat
her will exe
ute the above library and look for the �resour
es� di
t, whi
h maps dispat
h IDs to

resour
e implementations. In our example we've mapped the �session� dispat
h ID to a di
t, and used simple

JavaS
ript obje
t-oriented programming for the �user� dispat
h ID. (Note that the Sin
erity.Classes fa
ility o�ers a


omprehensive obje
t-oriented system for JavaS
ript, but we preferred more straightforward 
ode for this example.)

As you 
an see, the manual-resour
es.js �le does not refer to URIs, but instead to dispat
h IDs, whi
h you 
an

dispat
h as you see �t.

Inversion of Control

Obje
t-oriented inheritan
e is one useful way to reuse 
ode while allowing for spe
ial implementations. Additionally,

Pruden
e allows for a straightforward IoC (Inversion of Control) me
hanism.

When de�ning the dispat
h, you 
an also inje
t set values to 
onversation.lo
als. You would need to use the

long-form 
on�guration to do this:

app . route s = {

. . .

'/ user /{ use r Id }/ pre f e r en
e s ' : { type : ' d ispat
h ' , id : ' user ' , l o 
 a l s : { s e 
 t i on : ' p r e f e r en
e s ' } } ,

'/ user /{ use r Id }/ p r o f i l e : { type : ' d ispat
h ' , id : ' user ' , l o 
 a l s : { s e 
 t i on : ' p r o f i l e ' }}

}

Note that both URI templates are dispat
hed to the exa
t same ID, but the �lo
als� di
t used is di�erent for

ea
h. In your resour
e implementation, you 
an allow for di�erent behavior a

ording to the value of the �se
tion�


onversation.lo
al. This allows you to 
on�gure your resour
e in routing.js, rather from its implementation in

resour
e.js. In other words, �
ontrol� is �inverted,� via value inje
tion.

Other Programming Languages

Resour
e dispat
hing is also supported for Python, Ruby, PHP, Lua, Groovy and Clojure. To use them, you

must spe
ify the dispat
her together with the dispat
h ID in routing.js, and 
on�gure that spe
i�
 dispat
her. For

example:
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app . route s = {

. . .

'/ s e s s i o n /{ s e s s i o n I d }/ ' : '�python : s e s s i on '

}

app . d i s pa t 
h e r s = {

. . .

python : '/ r e s ou r 
 e s / '

}

Custom Dispat
hing

Under the hood resour
e dispat
hing is handled by URI 
apturing. The URI is 
aptured to a spe
ial manual resour
e


alled a �dispat
her� with an inje
ted value spe
ifying to whi
h resour
e it should dispat
h.

Pruden
e 
omes with a few dipsat
hers to be found in the �/libraries/s
ripturian/pruden
e/dispat
hers/� di-

re
tory of your 
ontainer. For example, the JavaS
ript dispat
her is �/libraries/s
ripturian/pruden
e/dispat
her-

s/javas
ript.js�. You are en
ouraged to look at the 
ode there in order to understand how dispat
hing works: it's

quite straightforward.

However, you 
an also write your own dispat
hers to handle more 
omplex dispat
hing paradigms. An example


on�guration of overriding the default �javas
ript� dispat
her:

app . d i s pa t 
h e r s = {

. . .

j a v a s 
 r i p t : {

d i spa t 
he r : '/ d i s pa t 
h e r s /mydispat
her / ' ,

r e s ou r 
 e s : '/ r e s ou r 
 e s / '

}

}

You would then need a �/libraries/dispat
hers/mydispat
her.js� �le under your appli
ation's subdire
tory. You

would be able to a

ess the dispat
h ID as the �pruden
e.dispat
her.id� 
onversation.lo
al.

Note that you do not need to override the default dispat
hers, and 
an use any dispat
her name:

app . d i s pa t 
h e r s = {

. . .

s p e 
 i a l : {

d i spa t 
he r : '/ d i s pa t 
h e r s /myspe
 i a ld i spa t 
he r / ' ,


ustomValue1 : ' he l l o ' ,


ustomValue2 : ' world '

}

}

�
ustomValue1� and �
ustomValue2� would then be available to your dispat
her 
ode as the �pru-

den
e.dispat
her.spe
ial.
ustomValue1� and �pruden
e.dispat
her.spe
ial.
ustomValue2� appli
ation.globals respe
-

tively (repla
e �spe
ial� in the name with your dispat
her name). Thus, you 
an 
on�gure your dispat
her in

routing.js.

app.hosts

TODO

Use app.hosts in routing.js to assign the appli
ation to a base URI on that host. By default we only use a single

host, the default one, but you 
an assign ea
h app to one or more hosts, with di�erent base URIs under ea
h. The

appli
ation instan
e only runs on
e in su
h 
ases: all appli
ation.globals are shared no matter whi
h host a request

is routed from.

app . hos t s = {

' de fau l t ' : '/ pub l i 
 ba s eu r i / '

}
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Custom Here's an example of �atta
hing� the app to two di�erent virtual hosts, with di�erent base URIs under

ea
h:

app . hos t s = {

' de fau l t ' : '/ pub l i 
 ba s eu r i / ' ,

' p r i va t ehos t ' : '/ p r iva t ebaseur i '

}

The Internal URI-spa
e

TODO

app.hosts internal

app.preheat

Ar
hite
ture Tips

REST does not standardize URI-spa
es, and indeed has little to say about URI design. However, it does imply a

preferen
e for 
ertain ar
hite
tural prin
iples.

It's a good idea to think very 
arefully about your URI-spa
e. A RESTful URI-spa
e 
an help you de�ne

well-en
apsulated RESTful resour
es.

Nouns vs. Verbs

It's useful to think of URIs as synta
ti
 nouns, a grammati
al 
ounterpart to HTTP's verbs. In other worlds, make

sure that you do not in
lude verbs in your URIs. Examples:

• Good: �/servi
e/{id}/status/�

• Bad: �/servi
e/{id}/start/�, �/servi
e/{id}/stop/�

What is wrong with verbs in URIs?

One potential problem is 
larity. Whi
h HTTP verb should be used on a verb URI? Do you need to POST, PUT

or DELETE to �/servi
e/{id}/stop/� in order to stop the servi
e? Of 
ourse, you 
an support all and do
ument

this, but it won't be immediately obvious to the user.

A se
ond potential problem is that you need to keep in
reasing the size of your URI-spa
e the more a
tions of

this sort you want to support. [SO?℄

A third, more serious potential problem is idempoten
y. The idempotent verbs PUT and DELETE may be

optimized by the HTTP infrastru
ture (for example, a smart load balan
er) su
h that requests arrive more than

on
e: this is allowed by the very de�nition of idempoten
y. However, your operations may not be semanti
ally

idempotent. For example, if a �stop� is sent to an already-stopped servi
e, it may return an �already stopped� 500

error. In this 
ase, if the infrastru
ture allows for two �stop� 
ommands to 
ome through, then the user may get an

error even though the operation su

eeded for the �rst �stop.� There's an easy way around this: simply allow only

POST, the non-idempotent verb, for all su
h operations. The infrastru
ture will never allow more than request to


ome through per POST. However, if you enfor
e the use of POST, you will lose the ability of the infrastru
ture to

optimize for non-idempoten
y. POST is the least s
alable HTTP verb.

The bottom line is that if you standardize on only using nouns for your URIs, you will avoid many of these

semanti
 entanglements.

Note: Beware of gerunds! A URI su
h as �/servi
e/{id}/stopping/� is te
hni
ally a noun, but allows for some

verb-related problems to 
reep in.

Do You Really Need REST?

In the above se
tion, it was suggested that you prefer nouns to verbs. However, this preferen
e may not make mu
h

sense to apply in your appli
ation. Your appli
ation may be very 
ommand-oriented, su
h that you will end up

with a very small set of �noun� URIs that need to support a vast amount of 
ommands.

REST shines be
ause it is based on a tiny set of very tightly de�ned verbs: GET, POST, PUT, DELETE. The

entire infrastru
ture is highly optimized around them: load balan
ers, 
a
hes, browsers, gateways, et
., all should
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know how best to handle ea
h of these for maximum s
alability and reliability. But, it's entirely possible that your

needs 
annot be easily satis�ed by just four verbs.

And that's OK. REST is not always the best solution for APIs.

Instead, take a look at RPC (Remote Pro
edure Call) me
hanisms. The Diligen
e framework, based on Pruden
e,

provides robust and powerful support for JSON-RPC, XML-RPC and ExtDire
t, allowing you to hook a JavaS
ript

fun
tion on the server dire
tly to a URI. In terms of HTTP, these proto
ols all use HTTP POST, and do not leverage

the HTTP infrastru
ture as well as a more fully RESTful API. But, one size does not �t all, an an RPC-based

solution may prove a better mat
h for your proje
t.

It's also perfe
tly possible to allow for both REST and RPC. Use ea
h approa
h where it is most appropriate.

Hierar
hies

It's entirely a matter of 
onvention that the use of �/� in URIs implies hierar
hy. Histori
ally, the 
onvention was

likely imported from �lesystem paths, where a name before a �/� signi�es a dire
tory rather than a �le.

This 
onvention is useful be
ause it's very familiar to users, but additionally it implies semanti
 properties that


an add 
larity and power to your resour
e design. There are two possible semanti
 prin
iples you may 
onsider:

1. A des
endant resour
e belongs to its an
estor, su
h that resour
es have 
as
ading relationships in the hierar
hy.

This implies two rules:

(a) Operations on a resour
e may a�e
t des
endants. This rule is most obvious when applied to the

DELETE verb: for example, if you delete �/user/{id}/�, then it is expe
ted that the resour
es at

�/user/{id}/pro�le/� and �/user/{id}/preferen
es/� also be deleted. A PUT, too, would also a�e
t

the des
endant resour
es.

(b) Operations on a resour
e should not a�e
t an
estors. In other words, a des
endant's state is isolated from

its an
estors. For example, if I send a POST to �/user/{id}/pro�le/�, the representation at �/user/{id}/�

should remain unaltered.

2. A des
endant resour
e belongs to its an
estor and also represents an aspe
t of its an
estor, su
h that operations

on a resour
e 
an be �ne-tuned to parti
ular aspe
ts of it. This implies three rules:

(a) Des
endant representations are in
luded in an
estor representations. For example, a GET on �/ser-

vi
e/{id}/� would in
lude information about the status that you would see if you GET on �/ser-

vi
e/{id}/status/�. The latter URI makes it easier for the 
lient to dire
t operations at the status

aspe
t.

(b) Operations on a resour
e may a�e
t des
endants. See above.

(
) Operations on a resour
e will a�e
t an
estors. This is the opposite of the above: the des
endant's state

is not isolated from its an
estors. For example, a POST to �/servi
e/{id}/status/� would surely also

a�e
t �/servi
e/{id}/�, whi
h in
ludes the status.

You 
an see from the di�eren
e between rule 1.b and 2.
. that it's important to 
arefully de�ne the nature of your

hierar
hi
al relationships. Unlike �lesystem dire
tory hierar
hies, in a URI-spa
e there is no single standard or

interpretation of what of a hierar
hy means.

Note that a format should not be 
onsidered �an aspe
t� in the sense used in prin
iple 2. For example, �/ser-

vi
e/{id}/html/� would not be a good way to support an HTML format for �/servi
e/{id}/�. The reason is that

you would be allowing for more than one URI for the same en
apsulated resour
e, 
reating 
onfusion for users. For

example, it's not immediately 
lear what would happen if they DELETE �/servi
e/{id}/html/�. Would that just

remove the ability to represent the servi
e as HTML? Or delete the servi
e itself?

Supporting multiple formats is best handled with 
ontent negotiation, within the REST ar
hite
ture. If further

formatting is required, URI query parameters 
an be used. For example: �/servi
e/{id}/?indent=2� might return

a JSON representation with 2-spa
e indentation.

Plural vs. Singular

TODO
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Do
umenting Your URI-Spa
e

If you 
reate a programming language API, you will surely want to do
ument it in a human language. You will want

to de�ne the a

eptable types and usages of fun
tion arguments, des
ribe return values, possible raises ex
eptions,

add implementation and performan
e notes, et
. Many programming languages in
lude tools for embedding su
h

do
umentation as 
omments in the sour
e 
ode, and generating a referen
e manual from it.

Consider that do
umenting your URI-spa
e is just as important. A tool to generate su
h do
umentation for you

is being 
onsidered for a future version of Pruden
e. Until it is available, 
onsider adopting a resour
e do
umentation

standard for your proje
t.

/∗

∗ This r e sour
e r ep r e s en t s a s e r v i 
 e running on the s e r v e r . Se rve r s have unique

∗ IDs de f ined by i n t e g e r s . A s e r v i 
 e 
an be e i t h e r a 
 t i v e or i n a 
 t i v e .

∗

∗ Use POST to 
hange the name or s t a tu s o f an e x i s t i n g s e r v i 
 e . You may

∗ not use i t 
hange the ID o f an e x i s t i n g s e r v i 
 e . PUT w i l l 
 r e a t e a new

∗ s e r v i 
 e , and DELETE w i l l stop and remove i t .

∗

∗ Implementation note : i f you PUT a s e r v i 
 e with an ID that a l ready ex i s t s , then

∗ i t w i l l only stop and r e s t a r t the s e r v i 
 e ra the r than removing/ r e 
 r e a t e i t ,

∗ whi
h would be too re sour
e i n t e n s i v e . Use DELETE i f you ab so l u t e l y need the

∗ s e r v i 
 e to be removed f i r s t , or s e t the " 
 l ean " query param to " true " to

∗ f o r 
 e removal .

∗

∗ URI : / s e r v i 
 e /{ id : de
imal }/

∗ Aspe
ts : / s e r v i 
 e /{ id : de
imal }/ s t a tu s /

∗ Verbs : GET, POST, PUT, DELETE

∗ Media types : app l i 
 a t i on / json , app l i 
 a t i on /xml , t ex t / p l a i n ( as JSON)

∗ Query params :

∗ indent : de
imal − i f non−zero w i l l r e turn a human−readable indented ve r s i on

∗ o f the r ep r e s en t a t i on with l i n e s indented by the i n t e g e r va lue

∗ 
 l ean : boolean − i f " t rue " or "yes " or "1" wi l f o r 
 e removal o f an e x i s t i n g

∗ s e r v i 
 e during a PUT opera t i on on an e x i s t i n g s e r v i 
 e

∗

∗ Representat ion as app l i 
 a t i on / j son :

∗ {

∗ " id " : number ,

∗ "name" : s t r i n g ( the s e r v i 
 e name ) ,

∗ " s t a tu s " : s t r i n g : " a 
 t i v e " | " i n a 
 t i v e "

∗ }

∗

∗ POST/PUT payload as app l i 
 a t i on / j son :

∗ {

∗ "name" : . . .

∗ " s t a tu s " : . . .

∗ }

∗/

/∗

∗ This r e sour
e r ep r e s en t s the s t a tu s o f a s e r v i 
 e .

∗

∗ DELETE on t h i s r e sour
e i s i d e n t i 
 a l to PUT or POST with " i n a 
 t i v e " .

∗ PUT and POST are handled i d e n t i 
 a l l y .

∗

∗ URI : / s e r v i 
 e /{ id : de
imal }/ s t a tu s /

∗ Aspe
t o f : / s e r v i 
 e /{ id : de
imal }/

∗ Verbs : GET, POST, PUT, DELETE

∗ Media types : t ex t / p l a i n
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∗

∗ Representat ion as t ex t / p l a i n :

∗ " a 
 t i v e " | " i n a 
 t i v e "

∗/

Implementing Resour
es

Comparison Table

Manual S
riptlet Stati


Supports URI Mapping Yes Yes Yes

Supports URI

Dispat
hing

Yes No No

Filename Extension Determines programming

language

Determines MIME type Determines MIME type

Filename Pre-extension *.m.* *.s.* n/a

Programming Languages Determined by �lename

extension

Determined by s
riptlet

tags (multiple languages

possible per resour
e)

n/a

Content Negotiation Manually determined in

handleInit; multiple

MIME types possible

Single MIME type

determined by �lename

extension; multiple

en
odings automati
ally

supported and 
a
hed

Single MIME type

determined by �lename

extension; multiple

en
odings automati
ally

supported

Server-Side Ca
hing Manual (via API) Automati
 (handled by

Pruden
e)

n/a

Client-Side Ca
hing Manual (via API) Automati
 (determined

by server-side 
a
hing)

Can be added with

Ca
heControlFilter

Manual Resour
es

Mapping vs. Dispat
hing

handleGetInfo

Controlling the Formats

Negotiated via handleInit: the order matters

You 
an 
he
k what was negotiated

But you 
an set it to whatever you want later

Client-Side Ca
hing


onversation.modi�
ationDate, 
onversation.tag

Server-Side Ca
hing

Not supported dire
tly.

Integrating Textual Resour
es

S
riptlet Resour
es

Must be mapped. In the future may be dispat
hed.
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S
riptlets

Working with Di�erent Programming Languages

Controlling the Format

Rely on the extension (see stati
 resour
es) or 
hange it in 
ode.

Server-Side Ca
hing

Client-Side Ca
hing

S
riptlet Plugins

On-the-Fly S
riptlet Resour
es

You 
an add support for on-the-�y s
riptlet resour
es to your appli
ation via the �exe
ute� route type (page 7). This

powerful (and dangerous) resour
e exe
utes all POST payloads as if they were s
riptlet resour
es in the appli
ation,

and is very useful for debugging (page 36) and maintenan
e.

To install it, modify your appli
ation's routing.js and 
reate a route for the �exe
ute� type:

app . route s = {

. . .

'/ exe
ute / ' : ' exe
ute '

}

Be
ause it allows exe
ution of arbitrary 
ode, you very likely do not want its URL publi
ly exposed. If

you use it, make sure to prote
t its URL on publi
ly available ma
hines!

Example use with 
URL 
ommand line:


 u r l −v −d "<% pr i n t l n (1+2) %>" "http :// l o 
 a l h o s t :8080/myapp/ exe
ute /"

Note that if you use 
URL with a �le, you need to send it as binary, otherwise 
url will strip your newlines:


 u r l −v −−data−binary �mys
 r ip t f i l e " http :// l o 
 a l h o s t :8080/myapp/ exe
ute /"

Where �mys
ript�le� would like like a s
riptlet resour
e:

<%

do
ument . exe
uteOn
e ( ' / s i n 
 e r i t y / templates / ' )

p r i n t l n ( Hel lo , {0} ' . 
a s t ( ' Linus ' ) )

%>

Almost all the usual s
riptlet resour
e APIs work (with the ex
eption of 
a
hing, whi
h isn't supported):

<%

do
ument . exe
uteOn
e ( ' / s i n 
 e r i t y / templates / ' )

var name = 
onver sa t i on . query . get ( ' name ' ) | | ' Linus '

p r i n t l n ( ' Hel lo , {0} ' . 
a s t (name ) )

%>

For the above, you 
ould then POST with a query param:


u r l −v −−data−binary �mys
 r ip t f i l e " http :// l o 
 a l h o s t :8080/myapp/ exe
ute /?name=Ri
hard"

Note that you 
an, as usual, use s
riptlets in any supported programming language:

<%python

name = 
onver sa t i on . query [ ' name ' ℄ or ' Linus '

p r in t ' Hel lo , %s ' % name

%>

Also note that the default response MIME type is �text/plain�, but you 
an modify it with the 
onversa-

tion.mediaType API:
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<%

do
ument . exe
uteOn
e ( ' / s i n 
 e r i t y / j son / ' )


onve r sa t i on . mediaTypeName = ' app l i 
 a t i on / json '

p r i n t l n ( S i n 
 e r i t y . JSON. to ({ g r e e t i n g : ' Hel lo ' } , t rue ) )

%>

Stati
 Resour
es

Must be mapped.

Controlling the Format

Client-Side Ca
hing

CSS and JavaS
ript

ZUSS

Java Resour
es

Resour
es

Other Restlets

Tri
ks

Browser Downloads

You 
an 
reate browser-friendly downloadable responses using the 
onversation.disposition API:

Item , Cost , Sold , P r o f i t

Keyboard , $10 . 0 0 , $16 . 0 0 , $6 . 00

Monitor , $80 . 0 0 , $120 . 0 0 , $40 .00

Mouse , $5 . 0 0 , $7 . 0 0 , $2 . 00

, , Total , $48 .00

<%


onver sa t i on . mediaTypeName = ' t ex t /
sv '


onve r sa t i on . d i s p o s i t i o n . type = ' atta
hment '


onve r sa t i on . d i s p o s i t i o n . f i l ename = b i l l . 
sv '

%>

Most web browsers would re
ognize the MIME type and o�er the user to either download the �le with the

suggested �bill.
sv� �lename.

Ba
kground Tasks

TODO


rontab

TODO

Task API

TODO

A

epting Uploads

TODO
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Cookies

TODO

Ca
hing

Introdu
tion: Integrated Ca
hing

Two Ca
hing Strategies

The default Pruden
e appli
ation template is 
on�gured for very minimal 
a
hing, whi
h is suitable for development

deployments. However, on
e you are ready to move your appli
ation to produ
tion or staging, you will likely want

a more robust 
a
hing strategy.

We will here present two 
ommon strategies, and dis
uss the pros and 
ons of ea
h.

Cautious: Short-Term Ca
hing

This is a great strategy if you're not feeling very 
on�dent about managing 
a
hing in your appli
ation logi
. Perhaps

you have too many di�erent kinds of pages requiring di�erent 
a
hing strategies. Perhaps you 
an't maintain the

stri
t dis
ipline required for more aggressive 
a
hing, due to a qui
kly 
hanging appli
ation stru
ture (�agile�?) or

third-party 
onstraints.

If you're in that boat, short-term 
a
hing is re
ommended over no 
a
hing at all, be
ause it would still o�er

better performan
e and s
alability. Be
ause 
a
hing is short-term, any mistakes you make won't last for very long,

and 
an qui
kly be �xed.

How short a term depends on two fa
tors: 1) usage patterns for your web site, and 2) the 
ontent update

frequen
y.

If a user tends to spend about an hour browsing your site, then a one-hour duration

routing.js:

app . route s = {

' /∗ ' : [

. . .

{

type : ' s 
 r i p t l e t ' ,


l ientCa
hingMode : ' 
ond i t i ona l ' // t h i s i s a 
 tua l l y the d e f au l t

} ,

. . .

{

type : ' 
a
heControl ' ,

mediaTypes : {

' image/png ' : '1h ' ,

' image/ g i f ' : '1h ' ,

' image/ jpeg ' : '1h ' ,

' t ex t / 
ss ' : '1h ' ,

' a pp l i 
 a t i on /x−j a va s 
 r i p t ' : '1h '

} ,

next : {

type : ' zuss ' ,

next : ' s t a t i 
 '

}

}

. . .

settings.js:

do
ument . exe
uteOn
e ( ' / s i n 
 e r i t y / l o 
 a l i z a t i o n / ' )

app . g l oba l s = {

. . .
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a
heDurat ion = '1m' . t oM i l l i s e 
 ond s ( )

}

Sele
tively Disabling Ca
hing

Con�dent: Inde�nite Ca
hing

app . route s = {

' /∗ ' : [

. . .

{

type : ' s 
 r i p t l e t ' ,


l ientCa
hingMode : ' o f f l i n e ' ,

maxClientCa
hingDuration : '5m' . t oM i l l i s e 
 ond s ( )

} ,

. . .

{

type : ' 
a
heControl ' ,

mediaTypes : {

' image/png ' : ' farFuture ' ,

' image/ g i f ' : ' farFuture ' ,

' image/ jpeg ' : ' farFuture ' ,

' t ex t / 
ss ' : ' farFuture ' ,

' a pp l i 
 a t i on /x−j a va s 
 r i p t ' : ' farFuture '

} ,

next : {

type : ' zuss ' ,

next : ' s t a t i 
 '

}

} ,

. . .

Paranoid: No Ca
hing

app . route s = {

' /∗ ' : [

. . .

{

type : ' s 
 r i p t l e t ' ,


l ientCa
hingMode : ' d i sab led '

} ,

. . .

{

type : ' zuss ' ,

next : ' s t a t i 
 '

}

. . .

Server-Side Ca
hing

Client-Side Ca
hing

Content Negotiation

Filtering

TODO
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How Routing Works

Inje
tion

Built-in Filters

Con�guring Appli
ations

settings.js

app.settings

app.settings.des
ription

app.settings.errors

app.settings.
ode

app.settings.uploads

app.settings.mediaTypes

app.globals

routing.js

app.hosts

app.routes

app.errors

app.dispat
hers

S
heduling Tasks (Cron)

Default Dire
tories

/resour
es/

/libraries/

/libraries/

/uploads/

Con�guring the Component

Order: appli
ations, servi
es, starts 
omponent, then runs initialization tasks

/
omponent/servers/

See 
on�guring servers (page 27).

/
omponent/
lients/

/
omponent/hosts/

See 
on�guring hosts (page 28).

/
omponent/servi
es/

Run after the 
omponent is 
on�gured but before it is started.

/
omponent/servi
es/pruden
e/
a
hing

Con�gure the 
a
hing ba
kend
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/
omponent/servi
es/pruden
e/distributed

Load the Hazel
ast 
on�guration

/
omponent/servi
es/pruden
e/exe
utor

Con�gures thread pools for task exe
ution.

/
omponent/servi
es/log

Con�gures the 
omponent's log servi
e, whi
h is used for logging 
lient requests. (By default web.log)

/
omponent/servi
es/pruden
e/singleton

Pruden
e assumes a single Restlet Component instan
e. If for some reason you have a more 
omplex setup, you


an 
on�gure Pruden
e's initialization here.

/
omponent/servi
es/pruden
e/s
heduler

Con�gure the 
ron s
heduler (
ron4j)

/
omponent/servi
es/pruden
e/status

Con�gures Restlet's status servi
e to use Pruden
e's implementation.

/
omponent/servi
es/pruden
e/version

Provides a

ess to Pruden
e and Restlet versions.

/
omponent/templates/

Servers and Hosts

Restlet has ex
ellent virtual host support, and there is a many-to-many relationship routing between almost servers,

hosts and appli
ation. So, you 
an easily have a single Pruden
e 
ontainer (running in a single JVM instan
e)

managing several sites at on
e with several appli
ations on several domains on several servers.

Containment Strategies

First, though, it's worth 
onsidering whether, despite its ease, it's worth using a single 
ontainer for everything.

Advantages of Using a Single Container

1. Possibly simpler deployment: you are using a single base dire
tory, and be
ause all 
on�guration is done by

JavaS
ript inside the 
ontainer it 
an be fully dynami
.

2. Less memory use that running multiple JVMs.

3. You 
an use appli
ation.sharedGlobals to share state between appli
ations. (Note that if they are running in

multiple 
ontainers, you 
an use appli
ation.distributedGlobals instead. Will also work on VMs running on

separate ma
hines in the 
luster. But distributed globals have to be serializable, of 
ourse.)

Advantages of Using Multiple Containers

1. Possibly simpler deployment: several base dire
tories 
an mean separate 
ode/distribution repositories, and


on�guration may happen at the reverse-proxy level with your web frontend. It may even worth having ea
h

appli
ation running in its own JVM/
ontainer.

2. Robustness: 
rashes/deadlo
ks/memory leaks in one VM won't a�e
t others.

3. Run-time �exibility: you 
an restart the JVM for one 
ontainer without a�e
ting others that are running.
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There is no performan
e advantage in either s
enario. Everything in Pruden
e is designed around high-
on
urren
y

and threading, and threads are managed by the OS globally. (Well, there are 
aveats to this statements: Linux 
an

group threads per running pro
ess for purposes of prioritization, but this is only really done for desktop appli
ations.

But this 
ould be possibly useful when running several 
ontainers, if you want to guarantee high thread priority

to one of the 
ontainers over the others. Any of this would only e�e
t very high 
on
urren
y deployments, where

CPU usage is often high.)

Assuming you do de
ide to use a single 
ontainer, we'll explain below how it's done. (Note that the Pruden
e

Administration appli
ation shows all of this routing information at runtime).

Con�guring Servers

De�ne your servers under �/
omponent/servers/�. At the simplest, you just add a new �le and assign a port for it.

A minimal server de�nition for HTTP:

var s e r v e r = new Server ( Proto
o l .HTTP, 8080)

s e r v e r . name = 'myserver '


omponent . s e r v e r s . add ( s e r v e r )

You 
an also bind a server to a spe
i�
 IP address, in 
ase your ma
hine has more than one IP address:

s e r v e r . address = [ s t r i n g ℄

There are also many 
on�guration parameters for Jetty, the HTTP engine, whi
h you 
an set in the server's


ontext:

s e r v e r . 
ontext . parameters . add ( ' type ' , 1) // b lo
k ing NIO

s e rv e r . 
ontext . parameters . add ( ' minThreads ' , 10)

See Jetty's HttpServerHelper as well as all inherited parameters from the parent 
lasses.

Se
ure Servers (HTTPS)

If you are using a load balan
er or another kind of proxy (page 37), it may make sense to handle se
ure 
onne
tions

there. But Pruden
e 
an also handle se
ure (HTTPS) 
onne
tions itself. Here's an example 
on�guration for

�/
omponent/servers/https.js�:

var s e r v e r = new Server ( Proto
o l .HTTPS, 443)

s e r v e r . name = ' se
ure '


omponent . s e r v e r s . add ( s e r v e r )

// Conf igure i t to use our s e 
 u r i t y keys

s e r v e r . 
ontext . parameters . add ( ' keystorePath ' , '/ path/pruden
e . jks ' )

s e r v e r . 
ontext . parameters . add ( ' keystorePassword ' , ' mykeystorepassword ' )

// s e r v e r . 
ontext . parameters . add ( ' keyPassword ' , 'mykeypassword ' )

// Add support f o r the X−FORWARDED−FOR header used by prox i e s

s e r v e r . 
ontext . parameters . add ( ' useForwardedForHeader ' , ' true ' )

See the Restlet Jetty HttpServerHelper do
umentation for all se
uirty 
on�guration parameters.

Se
urity Keys The above 
on�guration assumes the you have a Java KeyStore (JKS) �le at �/path/pruden
e.jks�


ontaining your se
urity key. You 
an 
reate a key using the �keytool� utility that is bundled with most JVMs. For

example:

key too l −keys to r e /path/pruden
e . j k s −a l i a s mykey −genkey −keya lg RSA

When 
reating the keystore, you will be asked provide a password for it, and you may optionally provide a

password for your key, too, in whi
h 
ase you need to 
omment out the relevant line in the example above. (The

key alias and key password would be transferred together with the key if you move it to a di�erent keystore.)

Su
h self-
reated keys are useful for 
ontrolled intranet environments, in whi
h you 
an provide 
lients with the

publi
 key, but for Internet appli
ations you will likely want a key 
reated by one of the �
erti�
ate authorities�

trusted by most web browsers. Some of these 
erti�
ate authorities may 
onveniently let you download a key in
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JKS format. Otherwise, if they support PKCS12 format, you 
an use keytool (only JVM version 6 and later) to


onvert PKCS12 to JKS. For example:

key too l −importkeystore −s r 
 s t o r e t yp e PKCS12 −s r 
 k ey s t o r e /path/pruden
e . pk
s12 −

des tkeys to r e /path/pruden
e . j k s

If your 
erti�
ate authority won't even let you download PKCS12 �le, you 
an 
reate one from your �.key� and

�.
rt� (or �.pem�) �les using OpenSSL:

opens s l pk
s12 −inkey /path/mykey . key −in /path/mykey . 
 r t −export −out /path/

pruden
e . pk
s12

(Note that in this 
ase you must give your new PKCS12 a non-empty password, or else keytool will fail with an

unhelpful error message.)

Handling HTTPS It's sometimes ne
essary to support HTTPS spe
ially in your implementation. One useful

strategy is to 
reate separate appli
ations for HTTP and HTTPS, and then atta
h them to di�erent virtual hosts

(page 28), one for ea
h proto
ol (the �resour
eS
heme� parameter). However, if the appli
ation behaves mostly the

same for HTTP and HTTPS, but di�ers only in a few spe
i�
 resour
es, it may be useful to 
he
k for HTTPS

programati
ally. For example:

i f ( 
onve r sa t i on . r e f e r e n 
 e . s
hemeProto
ol . name == 'HTTPS' ) {

. . .

}

Con�guring Hosts

De�ne you virtual hosts under �/
omponent/hosts/�. A minimal host de�nition:

var host = new Virtua lHost ( 
omponent . 
ontext )

host . name = ' pr iva t ehos t '


omponent . ho s t s . add ( host )

The �host.name� param exa
tly mat
hes the string used in app.hosts (page 16) per ea
h appli
ation.

A virtual host 
an route a

ording to domain name, and in
oming server IP address and port assignment:

host . resour
eS
heme = [ s t r i n g ℄

host . resour
eDomain = [ s t r i n g ℄

host . r e sour
ePor t = [ s t r i n g ℄

host . serverAddress = [ s t r i n g ℄

host . s e rve rPor t = [ s t r i n g ℄

host . hostS
heme = [ s t r i n g ℄

host . hostDomain = [ s t r i n g ℄

host . hostPort = [ s t r i n g ℄

�*� wild
ards are supported for all of these properties. Some notes:

• �resour
eS
heme�, �resour
eDomain� and �resour
ePort� refer to the a
tual in
oming URI. Thus �resour
ePort�

would be meaningful only if URIs expli
itly in
lude a port number. To mat
h a host to a spe
i�
 server you

would likely want to use �serverPort�.

• �hostS
heme�, �hostDomain� and �hostPort� are for mat
hing the �Host� HTTP header used by some proxies.

The Hungry Host

The �default� host that 
omes with the Pruden
e skeleton doesn't 
on�gure any routing limitations, meaning that

all in
oming requests are routed. We 
all su
h a host �hungry.� Thus, if you want to use more than one host, you

have to make sure that the hungry host is the last one, so that it a
ts as a fallba
k for when other hosts don't

mat
h in
oming requests. Otherwise, it would �eat� requests from other hosts. Be
ause host �les are exe
uted in

alphabeti
al order, a good way to ensure that the hungry host is last is to number your host �lenames. For example:

• 1-publi
.js
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• 2-private.js

• 3-default.js (this is the hungry host)

Routing In-Depth

In this �nal se
tion, we'll des
ribe in detail how routing works in Pruden
e. It 
an be 
onsidered optional, advan
ed

reading.

In Pruden
e, �routing� refers to the de
ision-making pro
ess by whi
h an in
oming 
lient request rea
hes its

server-side handler . Usually, information in the request itself is used to make the de
ision, su
h as the URI, 
ookies,

the 
lient type, 
apabilities and geolo
ation. But routing 
an also take server-side and other 
ir
umstan
es into

a

ount. For example, a round-robin load-balan
ing router might send ea
h in
oming request to a di�erent handler

in sequen
e.

A request normally goes through many route types before rea
hing its handler. Filters along the way 
an 
hange

information in the request, whi
h 
ould also a�e
t routing, and indeed �lters 
an be used as routing tools.

This abstra
t, �exible routing me
hanism is one of Pruden
e's most powerful features, but it's important to

understand these basi
 prin
iples. A 
ommon mis
on
eption is that routing is based on the hierar
hi
al stru
ture

of URIs, su
h that a 
hild URI's routing is somehow a�e
ted by its parent URI. While it's possible to expli
itly

design your routes hierar
hi
ally, routing is primarily to be understood in terms of the order of routers and �lters

along the way. A parent and 
hild URI 
ould thus use entirely di�erent handlers.

To give you a better understanding of how Pruden
e routing works, let's follow the journey of a request, starting

with routing at the server level.

Step 1: Servers Requests 
ome in from servers. Pruden
e instan
es have at the minimum one server, but 
an

have more than one. Ea
h server listens at a parti
ular HTTP port, and multiple servers may in turn be restri
ted

to parti
ular network interfa
es on your ma
hine. By default, Pruden
e has a single server that listens to HTTP

requests on port 8080 
oming in from all network interfa
es.

Step 2: The Component There is only one 
omponent per Pruden
e instan
e, and all servers route to it. This

allows Pruden
e a uni�ed me
hanism to deal with all in
oming requests.

Step 3: Virtual Hosts The 
omponent's router de
ides whi
h virtual host should re
eive the request. The

de
ision is often made a

ording to the domain name in the URL, but 
an also take into a

ount whi
h server it


ame from. Virtual hosting is a tool to let you host multiple sites on the same Pruden
e instan
e, but it 
an be

used for more subtle kinds of routing, too.

At the minimum you must have one virtual host. By default, Pruden
e has one that a

epts all in
oming

requests from all servers. If you have multiple servers and want to treat them di�erently, you 
an 
reate a virtual

host for ea
h.

Step 4: Appli
ations Using app.hosts, you 
an 
on�gure whi
h virtual hosts your appli
ation will be atta
hed

to, and the base URI for the appli
ation on ea
h virtual host. An appli
ation 
an a

ept requests from several

virtual hosts at on
e.

To put it another way, there's a many-to-many relationship between virtual hosts and appli
ations: one host


an have many appli
ations, and the same appli
ation 
an be atta
hed to many hosts.

Note that you 
an 
reate a �nested� URI s
heme for your appli
ations. For example, one appli
ation might be

atta
hed at the root URI at a 
ertain virtual host, �/�, while other appli
ations might be at di�erent URIs beneath

the root, �/wa
kywiki� and �/wa
kywiki/support/forum�. The root appli
ation will not �steal� requests from the

other appli
ations, be
ause the request is routed to the right appli
ation by the virtual host. The fa
t that the

latter URI is the hierar
hi
al des
endant of the former makes no di�eren
e to the virtual host router.

A Complete Route Let's assume a 
lient from the Internet send a request to URI

�http://www.wa
ky.org/wa
kywi
ki/support/forum/thread/12/.�

Our ma
hine has two network interfa
es, one fa
ing the Internet and one fa
ing the intranet, and we have two

servers to listen on ea
h. This parti
ular request has 
ome in through the external server. The request rea
hers the


omponent's router.
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We have a few virtual hosts: one to handle �www.wa
ky.org�, our organization's main site, and another to

handle �support.wa
ky.org�, a se
ure site where paying 
ustomers 
an open support ti
kets.

Our forum appli
ation (in the �/appli
ations/forum/� subdire
tory) is atta
hed to both virtual hosts, but at

di�erent URIs. It's at �www.wa
ky.org/wa
kywiki/support/forum� and at �support.wa
ky.org/forum�. In this 
ase,

our request is routed to the �rst virtual host. Though there are a few appli
ations installed at this virtual host, our

request follows the route to the forum appli
ation.

The remaining part of the URI, �/thread/12/� will be further routed inside the forum appli
ation, a

ording to

route types installed in its routing.js.

Working in a Cluster

TODO

Distributed Globals

Task Farming

Programming

Introdu
tion: S
ripturian

JavaS
ript

Other Languages

Exe
ution Environments

Bootstrap

Straightforward beginning-to-end s
ript

Ex
ept for initialization tasks

Manual Resour
es and Handlers

S
riptlet Resour
es

Exe
ute Resour
e

Cron Tasks

Two options!

Managing State

Pruden
e is designed to allow massive 
on
urren
y and s
alability while at the same time shielding you from the

gorier details. However, when it 
omes to sharing state between di�erent parts of your 
ode, it's 
riti
al that you

understand Pruden
e's state servi
es.


onversation.lo
als

These are not �lo
al� in the same way that 
ode s
ope lo
als are. The term �lo
al� here should be read as �lo
al to

the 
onversation.� They are �global� in the sense that they 
an be a

essed by any fun
tion in your 
ode, but are

�lo
al� in the sense that they persist only for the duration of the user request. (Compare with �thread lo
als� in

the JVM, whi
h are also �lo
al� in a spe
i�
 sense.)

You may ask, then, why you wouldn't want to just use your language globals, whi
h have similar s
ope and life.


onversation.lo
als (page ??) have three main uses in Pruden
e:

1. To easily share 
onversation-s
ope state between s
riptlets written in di�erent languages.

2. To share state for deferred 
onversations�see 
onversation.defer (page ??). In su
h 
ases, your language's

globals would not persist a
ross the thread boundaries.
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3. They are Pruden
e's general me
hanism for sending state to your 
ode in a 
onversation. For example,


aptured URI segments are stored here (page ??) as well as do
ument.
a
heKeyPattern (page ??) variables.

Global Variables

You know how lo
al variables work in your programming language: they exist only for the duration of a fun
tion


all, after whi
h their state is dis
arded. If you want state to persist beyond the fun
tion 
all, you use a global

variable (or a �stati
� lo
al, whi
h is really a global).

But in Pruden
e, you 
annot expe
t global variables to persist beyond a user request. To put it another way,

you should 
onsider every single user request as a separate �program� with its own global state. See the �life�

se
tions for generating HTML (page ??) and resour
es (page ??) for more information on when this global state

is 
reated and dis
arded. If you need global variables to persist, you must use appli
ation.globals (page ??),

appli
ation.sharedGlobals (page ??) or even appli
ation.distributedGlobals (page ??).

Why does Pruden
e dis
ard your language's globals? This has to do with allowing for 
on
urren
y while shielding

you from the 
omplexity of having to guarantee the thread-safety of your 
ode. By making ea
h user request a

separate �program,� you don't have to worry about overlapping shared state, 
oordinating thread a

ess, et
., for

every use of a variable.

The ex
eption to this is 
ode in /resour
es/, in whi
h language globals might persist. To improve

performan
e, Pruden
e 
a
hes the global 
ontext for these in memory, with the side e�e
t that your

language globals persist beyond a single user request. For various reasons, however, Pruden
e may reset

this global 
ontext. You should not rely on this side e�e
t, and instead always use appli
ation.globals

(page ??).

appli
ation.globals vs. appli
ation.sharedGlobals

The rule of thumb is to always prefer to use appli
ation.globals (page ??). By doing so, you'll minimize interde-

penden
ies between appli
ations, and help make ea
h appli
ation deployable on its own.

Use for appli
ation.sharedGlobals (page ??) (and possibly appli
ation.distributedGlobals (page ??)�similar


on
erns apply to it) only when you expli
itly need a bridge between appli
ations. Examples:

1. To save resour
es. For example, if an appli
ation dete
ts that a database 
onne
tion has already been opened

by another appli
ation in the Pruden
e instan
e, and stored in appli
ation.sharedGlobals, then it 
ould use

that 
onne
tion rather than 
reate a new one. This would only work, of 
ourse, if a few appli
ations share

the same database, whi
h is 
ommon in many deployments.

2. To send messages between appli
ations. This would be ne
essary if operations in one appli
ation 
ould a�e
t

another. For example, you 
ould pla
e a task queue in appli
ation.sharedGlobals, where appli
ations 
ould

queue required operations. A thread in another appli
ation would 
onsume these and a
t a

ordingly. Of


ourse, you will have to plan for asyn
hronous behavior, and espe
ially allow for failure. What happens if the


onsumer appli
ation is down? It may make more sense in these 
ases to use a persistent storage, su
h as a

database, for the queue.

Generally, if you �nd yourself having to rely on appli
ation.sharedGlobals, ask yourself if your 
ode would be better

o� en
apsulated as a single appli
ation. Remember that Pruden
e has powerful URL routing, support for virtual

hosting, et
., letting you easily have one appli
ation work in several sites simultaneously.

Note for Clojure �avor: All Clojure vars are VM-wide globals equivalent in s
ope to exe
utable.globals.

You usually work with namespa
es that Pruden
e 
reates on the �y, so they do not persist beyond the

exe
ution. However, if you expli
itly de�ne a name spa
e, then you 
an use it as a pla
e for shared

state. It will then be up to you to make sure that your namespa
e doesn't 
ollide with that of another

appli
ation installed in the Pruden
e instan
e. Though this approa
h might seem to break our rule

of thumb here, of preferring appli
ation.globals to appli
ation.sharedGlobals, it is more idiomati
 to

Clojure and Lisps more generally.

appli
ation.sharedGlobals vs. exe
utable.globals

exe
utable.globals (page ??) are in pra
ti
e identi
al to appli
ation.sharedGlobals (page ??). The latter is simply

reserved for Pruden
e appli
ations. If you are running non-Pruden
e S
ripturian 
ode on the same VM, and need

to share state with Pruden
e, then exe
utable.globals are available for you.
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Con
urren
y

Though appli
ation.globals (page ??), appli
ation.sharedGlobals (page ??), appli
ation.distributedGlobals (page

??) and exe
utable.globals (page ??) are all thread safe, it's important to understand how to use them properly.

Note for Clojure �avor: Though Clojure goes a long way towards simplifying 
on
urrent programming,

it does not solve the problem of 
on
urrent a

ess to global state. You still need to read this se
tion!

For example, this 
ode (Python �avor) is broken:

de f get_
onne
t ion ( )

data_sour
e = app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄

i f data_sour
e i s None :

data_sour
e = data_sour
e_fa
tory . 
 r e a t e ( )

app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄ = data_sour
e

return data_sour
e . get_
onne
t ion ( )

The problem is that in the short interval between 
omparing the value in the �if� statement and setting the

global value in the �then� statement, another thread may have already set the value. Thus, the �data_sour
e�

instan
e you are referring to in the 
urrent thread would be di�erent from the �myapp.data.sour
e� global used by

other threads. The value is not truly shared! In some 
ases, this would only result in a few extra, unne
essary

resour
es being 
reated. But in some 
ases, when you rely on the uniqueness of the global, this 
an lead to subtle

bugs.

This may seem like a very rare o

urren
e to you: another thread would have to set the value exa
tly

between our 
omparison and our set. If your appli
ation has many 
on
urrent users, and your ma
hine

has many CPU 
ores, it 
an a
tually happen quite frequently. And, even if rare, your appli
ation has a


han
e of breaking if just two users use it at the same time. This is not a problem you 
an gloss over,

even for simple appli
ations.

Use this 
ode instead:

de f get_
onne
t ion ( )

data_sour
e = app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄

i f data_sour
e i s None :

data_sour
e = data_sour
e_fa
tory . 
 r e a t e ( )

data_sour
e = app l i 
 a t i on . getGloba l ( 'myapp . data . sour
e ' ,

data_sour
e )

return data_sour
e . get_
onne
t ion ( )

The getGlobal 
all is an atomi
 
ompare-and-set operation. It guarantees that the returned value is the unique

one.

Optimizing for Performan
e You may have noti
ed, in the 
ode above, that if another thread had already set

the global value, then our 
reated data sour
e would be dis
arded. If data sour
e 
reation is heavy and slow, then

this 
ould a�e
t our performan
e. The only way to guarantee that this would not happen would be to make the

entire operation atomi
, by syn
hronizing it with a lo
k:

Here's an example:

de f get_
onne
t ion ( )

l o 
k = app l i 
 a t i on . getGloba l ( 'myapp . data . sour
e . lo
k ' , RLo
k ( ) )

l o 
k . a
qu i r e ( )

t ry :

data_sour
e = app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄

i f data_sour
e i s None :

data_sour
e = data_sour
e_fa
tory . 
 r e a t e ( )

app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄ = data_sour
e

return data_sour
e . get_
onne
t ion ( )

f i n a l l y :

l o 
k . r e l e a s e ( )
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Note that we have to store our RLo
k as a unique global, too.

Not only is the 
ode above 
ompli
ated, but syn
hronization has its own performan
e penalties, whi
h might

make this apparent optimization a
tually perform worse. It's de�nitely not a good idea to blindly apply this

te
hnique: attempt it only if you are experien
ing a problem with resour
e use or performan
e, and then make sure

that you're not making things worse with syn
hronization.

Here's a �nal version of our get_
onne
tion fun
tion that lets you 
ontrol whether to lo
k a

ess. This 
an help

you more easily 
ompare whi
h te
hnique works better for your appli
ation:

de f get_
onne
t ion ( lo
k_a

ess=False )

i f lo
k_a

ess :

l o 
k = app l i 
 a t i on . getGloba l ( 'myapp . data . sour
e . lo
k ' , RLo
k ( ) )

l o 
k . a
qu i r e ( )

t ry :

data_sour
e = app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄

i f data_sour
e i s None :

data_sour
e = data_sour
e_fa
tory . 
 r e a t e ( )

i f lo
k_a

ess :

app l i 
 a t i on . g l oba l s [ 'myapp . data . sour
e ' ℄ =

data_sour
e

e l s e :

data_sour
e = app l i 
 a t i on . getGloba l ( 'myapp . data .

sour
e ' , data_sour
e )

return data_sour
e . get_
onne
t ion ( )

f i n a l l y :

i f l o
k_a

ess :

l o 
k . r e l e a s e ( )

Compli
ated, isn't it? Unfortunately, 
ompli
ated 
ode and �ne-tuning is the pri
e you must pay in order to

support 
on
urrent a

ess, whi
h is the key to Pruden
e's s
alability.

But, don't be dis
ouraged. The standard proto
ol for using Pruden
e's globals will likely be good enough for

the vast majority of your state-sharing needs.

APIs

Pruden
e provides you with an espe
ially ri
h set of APIs.

The 
ore APIs required for using Pruden
e are multilingual, in that they are implemented via standard JVM


lasses that 
an be 
alled from all supported programming languages: JavaS
ript, Python, Ruby, PHP, Lua, Groovy

and Clojure. Indeed, the entire JVM standard APIs 
an be a

ess in this manner, in addition to any JVM library

installed in your 
ontainer (under �/libraries/jars/�).

Most of these languages additionally have a ri
h standard API of their own whi
h you 
an use, as well as an

e
ology of libraries. JavaS
ript, however, stands out for having a very meager standard API. To �ll in this gap,

Sin
erity 
omes with a useful set of JavaS
ript Libraries, whi
h you are free to use. Some of these are written pure

JavaS
ript, o�ering new and useful fun
tionality, while others provide JavaS
ript-friendly wrappers over standard

JVM libraries.

Furthermore, Pruden
e 
omes with JavaS
ript-friendly wrappers over the 
ore Pruden
e APIs. Future versions

of Pruden
e may provide similar friendly wrappers for the other supported languages (please 
ontribute!). Until

then, there's nothing that these wrappers 
an do that you 
an't do with the 
ore APIs.

Using the Do
umentation

The Pruden
e team has spent a great amount of time on meti
ulously do
umenting the APIs. Please

send us a bug report if you �nd a mistake, or think that the do
umentation 
an use some 
lari�
ation!

For the sake of 
oheren
e all these APIs are do
umented together online in their JavaS
ript format. This in
ludes

both the multilingual as well as the JavaS
ript-spe
i�
 APIs. For the multilingual APIs, just make sure to 
all the

APIs using the appropriate syntax for the programming language you are using. For example, here is the same API


all in all supported languages:
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JavaS
r ipt : 
onve r sa t i on . r ed i r e 
 tSeeOther ( ' http : // news i te . org / ' )

Python : 
onve r sa t i on . r ed i r e 
 tSeeOther ( ' http : // news i te . org / ' )

Ruby : $
onve r sa t i on . red i re
t_see_other ' http :// news i te . org / '

PHP: $
onversat ion−>red i r e 
 tSeeOther ( ' http : // news i te . org / ' ) ;

Lua : 
onve r sa t i on : r ed i r e 
 tSeeOther ( ' http : // news i te . org / ' )

Groovy : 
onve r sa t i on . r ed i r e 
 tSeeOther ( ' http : // news i te . org / ' )

Clo jure : ( . . 
 onve r sa t i on red i r e 
 tSeeOther " http :// news i te . org /")

The APIs are not fully do
umented here, but rather summarized to give you a global view of what's available,

with links to the full do
umentation available online. The do
umentation also lets you view the 
omplete JavaS
ript

sour
e 
ode.

You may be further interested in Pruden
e's low-level API, whi
h is also fully do
umented online. As a �nal

resort, sometimes the best do
umentation is the sour
e 
ode itself.

A few more language-spe
i�
 notes:

JavaS
ript Pruden
e's 
urrent JavaS
ript engine, Rhino, does not provide di
tionary a

ess to maps, so you must

use get- and put- notation to a

ess map attributes. For example, use �appli
ation.globals.get('myapp.data.name')�

rather than �appli
ation.globals['myapp.data.name'℄�.

Python If you're using the Jepp engine, rather than the default Jython engine, you will need to use get- and

set- notation to a

ess attributes. For example, use �appli
ation.getArguments()� to a

ess appli
ation.arguments

in Jepp.

Ruby Pruden
e's Ruby engine, JRuby, 
onveniently lets you use the Ruby naming style for API 
alls. For

example, you 
an use $appli
ation.get_global instead of $appli
ation.getGlobal.

Lua You will need to use the get- and set- notation to a

ess attributes. For example, you must use �
onversa-

tion:getEntity()� to a

ess 
onversation.entity.

Clojure You will need to use get- and set- notation to a

ess attributes. For example, use �(.getArguments appli-


ation)� to a

ess appli
ation.arguments. You 
an also use Clojure's bean form, for example �(bean appli
ation)�,

to 
reate a read-only representation of Pruden
e servi
es.

Pruden
e APIs

These 
ore APIs are implemented by the JVM and 
an be used by any support programming language. The APIs


onsist of three namespa
es that are de�ned as global variables.

appli
ation

do
ument


onversation

S
ripturian API

exe
utable

JavaS
ript Libraries

The APIs are only available for JavaS
ript running within S
ripturian.
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Sin
erity JavaS
ript Library

• /sin
erity/
alendar/: Sin
erity.Calendar

• /sin
erity/
lasses/: Sin
erity.Classes

• /sin
erity/
ryptography/: Sin
erity.Cryptography

• /sin
erity/�les/: Sin
erity.Files

• /sin
erity/iterators/: Sin
erity.Iterators

• /sin
erity/json/: Sin
erity.JSON

• /sin
erity/jvm/: Sin
erity.JVM

• /sin
erity/lo
alization/: Sin
erity.Lo
alization

• /sin
erity/lu
ene/: Sin
erity.Lu
ene

• /sin
erity/mail/: Sin
erity.Mail

• /sin
erity/obje
ts/: Sin
erity.Obje
ts

• /sin
erity/rhino/: Sin
erity.Rhino

• /sin
erity/templates/: Sin
erity.Templates

• /sin
erity/xml/: Sin
erity.XML

Pruden
e JavaS
ript Library

• /pruden
e/blo
ks/: Pruden
e.Blo
ks

• /pruden
e/lazy/: Pruden
e.Lazy

• /pruden
e/logging/: Pruden
e.Logging

• /pruden
e/resour
es/: Pruden
e.Resour
es

• /pruden
e/tasks/: Pruden
e.Tasks

Libraries for Bootstrap and Con�guration

• /sin
erity/annotations/: Sin
erity.Annotations

• /sin
erity/
ontainer/: Sin
erity.Container

• /pruden
e/routing/: Sin
erity.Routing

• /pruden
e/lazy/: Sin
erity.Lazy

Diligen
e

Debugging

TODO

Logging

appli
ation.logger

appli
ation.getSubLogger

Con�guring Logging

/
on�guration/logging/

See Sin
erity Manual
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Debug Page

Live Exe
ution

See the on-the-�y s
riptlet resour
es (page 21).

Deployment

The Joys of Sin
erity

Con�guration-by-S
ript

Plugins

Deployment Strategies

Syn
hronization

Unison, rsyn


Pa
kaging

Maven Using your own repository (Nexus)

Debian/RPM

Version Control

Subversion

Git What to ignore

Dire
tory Organization

Sin
erity Standalone

Operating System Servi
e

See Sin
erity Manual

Monitoring

Se
urity

SSL

Howto

HTTP Authenti
ation

Lo
ked-Down User

Servi
e Plugin

Firewall

HTTP ports

Hazel
ast ports

Ca
he ba
kends

Database and other servi
es
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Proxying

Nginx

Apa
he

Deploying Clusters

Loadbalan
ing

Perlbal

Se
urity Con
erns

Con�guring Hazel
ast

/
on�guration/hazel
ast/pruden
e/

or

/
on�guration/hazel
ast.alt.
onf

Ca
he Ba
kends

Utilities for Restlet

If you are a Restlet Java programmer, Pruden
e may still be of use to use. Pruden
e is also available as a small

standalone Java library (a jar), and as su
h has several well-do
umented 
lasses useful for any Java-written Restlet

appli
ation. They're all in the �
om.three
ri
kets.pruden
e.util� pa
kage, and introdu
ed below.

Utility Restlets

We wish these general-purpose utilities existed in the standard Restlet library!

• Ca
heControlFilter: A Filter that adds 
a
he 
ontrol dire
tives to responses.

• Inje
tor: A Filter that adds values to the request attributes before moving to the next restlet. It allows for a

straightforward implementation of IoC (Inversion of Control).

• StatusRestlet: A restlet that always sets a spe
i�
 status and does nothing else.

Client Data

These 
lasses add no new fun
tionality, but make working with some 
lient data a bit easier.

• CompressedStringRepresentation: This is a ByteArrayRepresentation that 
an be 
onstru
ted using text and

an en
oding, whi
h it then 
ompresses into bytes a

ording the en
oding. This is an alternative to using an

En
oder �lter, allowing you dire
t 
ontrol over and a

ess to the �nal representation.

• ConversationCookie: A modi�able extension of a regular Cookie. Tra
ks modi�
ations, and upon 
alling

save() stores them as a CookieSetting, likely in the Response. Also supports 
ookie deletion via remove().

• FormWithFiles: A form that 
an parse MediaType.MULTIPART_FORM_DATA entities by a

epting �le

uploads. Files will appear as parameters of type FileParameter.

Redire
tion

Restlet's server-side redire
tion works by 
reating a new request. Unfortunately, this means that some information

from the original request is lost. Pruden
e in
ludes a set of 
lasses that work together to preserve the original URI,

whi
h we here 
all the �
aptured� URI.

• CapturingRedire
tor: A Redire
tor that keeps tra
k of the 
aptured referen
e.

• NormalizingRedire
tor: A Redire
tor that normalizes relative paths. This may be unne
essary in future

versions of Restlet. See Restlet issue 238.
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Fallba
k Routing

�Fallba
k� is a powerful new routing paradigm introdu
ed in Pruden
e that lets you atta
h multiple restlets to a

single route.

• Fallba
k: A restlet that delegates Restlet.handle(Request, Response) to a series of targets in sequen
e, stop-

ping at the �rst target that satis�es the 
ondition of wasHandled. This is very useful for allowing multiple

restlets a 
han
e to handle a request, while �falling ba
k� to subsequent restlets when those �fail.�

• Fallba
kRouter: A Router that takes 
are to bun
h identi
al routes under Fallba
k restlets.

Resolver Sele
tion

Restlet does not provide an easy way to use di�erent template variable resolver instan
es. We've 
reated new

implementations of a few of the 
ore 
lasses that let you 
hoose whi
h resolver to use.

• ResolvingTemplate: A Template that allows 
ontrol over whi
h Resolver instan
es it will use.

• ResolvingRedire
tor: A Redire
tor that uses ResolvingTemplate.

• ResolvingRouter: A Router that uses ResolvingTemplate for all routes.

Web Filters

A set of �lter 
lasses for web te
hnologies.

• CssUnifyMinifyFilter: A Filter that automati
ally uni�es and/or 
ompresses CSS sour
e �les, saving them as

a single �le. Unifying them allows 
lients to retrieve the CSS via one request rather than many. Compressing

them makes their retrieval faster. Compression is done via CSSMin.

• JavaS
riptUnifyMinifyFilter: A Filter that automati
ally uni�es and/or 
ompresses JavaS
ript sour
e �les,

saving them as a single �le. Unifying them allows 
lients to retrieve the JavaS
ript via one request rather

than many. Compressing them makes their retrieval faster. Compression is done via John Reilly's Java port

of Douglas Cro
kford's JSMin.

• ZussFilter: A Filter that automati
ally parses ZUSS 
ode and renders CSS. Also supports minifying �les, if

the �.min.
ss� extension is used.

Upgrading from Pruden
e 1.1

Pruden
e 1.1 did not use Sin
erity: instead, it was a self-
ontained 
ontainer with everything in the box. This meant

it 
ould also not be modular, and instead supported several distributions (��avors�) per supported programming

language. Be
ause of this, it allowed you to use any programming language for your bootstrapping 
ode, and indeed

the proje
t maintained a separate set of bootstrapping 
ode for all languages.

This was not only 
umbersome in terms of do
umentation and maintenan
e, but it also made it hard to port

appli
ations between ��avors.�

With the move to Sin
erity in Pruden
e 2.0, it was possible to make Pruden
e more minimal as well as more

modular, as Sin
erity handles the bootstrapping and installation of supported languages. Though Sin
erity 
an

ostensibly run bootstrapping s
ripts in any S
ripturian-supported language, it standardizes on JavaS
ript in order

to maintain fo
us and portability. The bottom line is that if you used non-JavaS
ript �avors of Pruden
e 1.1, you

will need to use JavaS
ript for your bootstrapping s
ripts, even if your appli
ation 
ode (resour
es, s
riptlets, tasks,

et
.) is written in a di�erent language.

To be 100% 
lear: all ��avors� supported in Pruden
e 1.1 are still supported in Pruden
e 2.0, and your appli
ation


ode will likely not even have to 
hange. You only need (or rather, are re
ommended) to use JavaS
ript for

bootstrapping.
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http://restlet.org/learn/javadocs/2.1/jse/api/index.html?org/restlet/routing/Template.html
http://restlet.org/learn/javadocs/2.1/jse/api/index.html?org/restlet/util/Resolver.html
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/ResolvingRedirector.html
http://restlet.org/learn/javadocs/2.1/jse/api/index.html?org/restlet/routing/Redirector.html
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/ResolvingRouter.html
http://restlet.org/learn/javadocs/2.1/jse/api/index.html?org/restlet/routing/Router.html
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/CssUnifyMinifyFilter.html
http://restlet.org/learn/javadocs/2.1/jse/api/index.html?org/restlet/routing/Filter.html
http://barryvan.github.com/CSSMin/CSSMin
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/JavaScriptUnifyMinifyFilter.html
http://restlet.org/learn/javadocs/2.1/jse/api/index.html?org/restlet/routing/Filter.html
http://www.inconspicuous.org/projects/jsmin/jsmin.java
http://www.crockford.com/javascript/jsmin.html
http://threecrickets.com/api/java/prudence/index.html?com/threecrickets/prudence/util/ZussFilter.html
http://restlet.org/learn/javadocs/2.1/jse/api/index.html?org/restlet/routing/Filter.html
https://github.com/tomyeh/ZUSS


Upgrading Appli
ations

There are no signi�
ant API 
hanges between Pruden
e 1.1 and Pruden
e 2.0. However, the bootstrapping and


on�guration has been 
ompletely overhauled. You will likely need to take a few minutes to rewrite your settings.js,

routing.js, et
. Here is a step-by-step 
he
klist:

1. Start with a new appli
ation based on the default template.

(a) Rename old appli
ation (add �-old�), for example: �myapp-old�

(b) Use the �pruden
e� tool to 
reate a new appli
ation for your appli
ation name:

s i n 
 e r i t y pruden
e 
 r e a t e myapp

2. Copy over individual settings from settings.js, using the new Pruden
e Manual to �nd equivalen
es.

3. Copy over individual settings from routing.js, using the new Pruden
e Manual to �nd equivalen
es. Pruden
e

2.0 has a far more powerful and 
learer routing 
on�guration.

4. Rename �/resour
es/� �les to add a �.m.� pre-extension (they are now 
alled �manual resour
es�). Under

Unix-like operation systems, you 
an rename the all �les in the tree via a Perl expression using something like

this:

f i nd . −name "∗ . j s " −exe
 rename −v ' s /\ . j s $ /\ .m. j s / i ' {} \ ;

5. Rename �/web/dynami
/� �les to add a �.s.� pre-extension (they are now 
alled �s
riptlet resour
es�). Under

Unix-like operation systems, you 
an rename the all �les in the tree via a Perl expression using something like

this:

f i nd . −name "∗ . html" −exe
 rename −v ' s /\ . html$ /\ . s . html/ i ' {} \ ;

6. Merge �/web/dynami
/� and �/web/stati
/� into �/resour
es/�.

7. Move �/web/fragments/� to �/libraries/s
riptlet-resour
es�.

Upgrading the Component
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